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Abstract

In free-space optical (FSO) communications, robust security is crucial. Multiple strategies, such as encryption and spatial
diversity, are typically used. However, this research proposes optical steganography, which hides transmitted data rather
than encrypting it. This study introduces “OptiFusion Steganography,” a novel technology that uses the shape and intensity
of Gaussian beams to hide data by masking an Orthogonal Frequency Division Multiplexing (OFDM) signal within the
optical beam. Simulations tested the OptiFusion method under various atmospheric conditions and propagation distances,
demonstrating its significant enhancement of FSO communication security, with resilience against both minor and severe

turbulences.

Keywords Optical steganography - Free space

Introduction

Free Space Optical (FSO) is a line-of-sight technology that
uses lasers to provide optical bandwidth connections FSO
is an optical communication technique that propagates the
light in free space, which means air, outer space, vacuum, or
something similar to wirelessly transmit data for telecom-
munication and computer networking [1]. FSO is a subset
of OWC that Specializes in long-distance communication
through free space. It’s becoming a preferred choice over
Radio Frequency (RF) communications, thanks to many
advantages like no license requirement, broad bandwidth,
and enhanced energy efficiency in addition to the inher-
ent security and durability against external turbulence [2].
FSO communication system offers several advantages over
the RF system. The major difference between FSO and
RF communication arises from the large difference in the
wavelength. For the FSO system, under clear weather con-
ditions (visibility > 10 miles), the atmospheric transmission
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window lies in the near-infrared wavelength range between
700 nm and 1600 nm. The transmission window for the RF
system lies between 30 mm and 3 m. Therefore, RF wave-
length is thousands of times larger than optical wavelength.
This high ratio of wavelength leads to some interesting dif-
ferences between the two systems [3]. From the security
perspective, FSO communications offer greater security
than conventional RF due to the direct line of sight (LOS)
required between the transmitter and receiver. This physi-
cal alignment ensures that only the intended recipient can
access the signal, as any disruption in LOS halts transmis-
sion, preventing unauthorized interception. Nonetheless,
they could be susceptible to interception by eavesdropping
methods [4]. The challenge of ensuring secure communica-
tion in the presence of an external eavesdropper has been
a fundamental issue in communications since Wyner first
introduced the concept of the wiretap channel [5].

Despite the large range of strategies and conceptual
frameworks used to ensure data security, hackers continue
their efforts to illegally access data without permission. For
that, any communication system must develop preventive
measures, even for systems like FSO communications that
inherently possess a degree of self-security. The neces-
sity for ongoing development of security measures arises
because methods of interception and penetration evolve
concurrently with protective technologies. In FSO commu-
nication systems, many security techniques simpler or more
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complex are utilized to prevent eavesdropping and inter-
ception as Encryption [6], Spatial Diversity [7], Temporal
Diversity [8], and Quantum Cryptography [9].

In this study, we present a novel optical steganography
to protect FSO communication that depends on masking
data meant to be safeguarded within the transmission beam
itself. Steganography, derived from the Greek word mean-
ing “covered writing,” refers to the art of hiding data to
avoid detection. It encompasses various techniques aimed at
concealing the existence of data in secret communications.
These methods range from invisible inks and microdots to
sequencing messages, digital signatures, and hidden chan-
nels in wide-spectrum communications [10]. Steganogra-
phy is closely related to cryptography, both belonging to the
realm of secret communication. Cryptography shields the
content of a message through the use of encryption keys,
ensuring its protection. On the other hand, steganography
focuses on hiding the very presence of the message within a
“cover” medium. While cryptography finds extensive usage
in various everyday applications, both techniques have their
respective domains of application and can potentially be
combined for enhanced security measures. This trend high-
lights the increasing interest in merging or comparing these
two disciplines within the research community. While the
combination of multiple security mechanisms may appear
advantageous, it is important to note that the suitability of
combining cryptography with steganography can vary [11].

Optical steganography is a specialized branch of stegan-
ography that concentrates on hiding data within the optical
spectrum or optical media [12]. It uses a variety of tech-
niques that rely on hiding data, carrier waves, or beams
in different ways. Some of these methods take advantage
of the characteristics of the spectrum (phase, polarization,
amplitude) to hide data in optical communications [13—15].
Like general steganography, optical steganography aims to
secure communication by ensuring that only intended recip-
ients are aware of the existence of the transmitted data and
where is it hidden.

In this paper, we depended on the intensity and spatial
profile of a Gaussian Beam (GB), coupled with Discrete
Cosine Transform 2 (DCT2) and Inverse Discrete Cosine
Transform 2 (IDCT2) algorithms developed. These tools
were utilized to mask a digital Orthogonal Frequency Divi-
sion Multiplexing (OFDM) signal within a segment of the
Gaussian beam intensity. The masking of the OFDM signal
can be controlled at any portion within the intensity profile
of the Gaussian beam. This masking was executed without
altering the beam’s fundamental characteristics such as its
shape and intensity. By meticulously adjusting the beam’s
profile and intensity before hiding the data, and subse-
quently restoring these parameters post-hiding, the origi-
nal conditions of the optical beam were preserved. Upon
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reception, the hidden OFDM signal was precisely extracted
from a specific segment of the Gaussian beam. This process
involved isolating the segment carrying the OFDM signal
from the remainder of the beam, and then decoupling the
OFDM signal from the optical carrier. This method ensured
that the original characteristics of the Gaussian beam both
in shape and intensity remained unchanged, allowing for
efficient and effective data retrieval. To validate the robust-
ness of this approach, the system was tested under vari-
ous atmospheric conditions that could potentially affect
the beam’s intensity and profile during transmission over
different distances. These tests were crucial for assessing
the impact of environmental factors on the integrity of the
Gaussian beam and the consequent recovery of the OFDM
signal and its data content. Additionally, a pseudo-random
information source with 16-QAM modulation and OFDM
technology was employed. The proposed system was mod-
eled and simulated for optical steganography in Gaussian
beam a 16-QAM-OFDM-FSO communication system with
various weather conditions under the von Karman channel
model by using Matlab R2022b Version 9.13.

The structure of this paper is organized as follows:
Sect. 2 is a statement about the novel optical steganogra-
phy method: comparison and advantages over existing tech-
niques. Section 3 introduces the optifusion steganography
design. Section 4 examines the Free Space Effects on Data
Masking Beam. Sections 5 and 6 discuss the results and
conclude the paper, respectively.

Novel optical steganography method:
comparison and advantages over existing
techniques

Our study introduces a novel method in optical steganogra-
phy with significant potential for future development. This
approach can be used as a standalone protection technique
or combined with other security measures like encryption,
beam shaping, and temporal or spatial diversity. Its flex-
ibility and simplicity make it an effective way to enhance
security at the physical layer of optical communication
systems—a critical aspect [16]. Given the increasing reli-
ance on optical communication technologies such as FSO
and optical cables (fiber optic) and the current shortage of
methods for hiding data within optical carriers, it is cru-
cial to focus on developing and refining optical steganog-
raphy. Advancing development and expansion in this field
is equally important, if not more crucial, than other protec-
tion. By continuously exploring and enhancing these meth-
ods, we can better protect optical communication systems
against potential threats from eavesdroppers.
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It involves hiding the OFDM signal, which carries the
data to be transmitted, within a small portion of the Gauss-
ian beam. This concealment is achieved without altering
or distorting the shape of the Gaussian beam, leaving no
indication that the beam carries any hidden data. Since the
OFDM signal is hidden in such a small part of the beam,
it remains undetectable to potential eavesdroppers. Even
if someone attempts to extract the data using conventional
methods or a standard receiving device, they will not suc-
ceed because they would need to know the precise location
of the OFDM signal within the Gaussian beam and this can
only be determined using the OptiFusion Steganographic
Decoder System that we designed and developed.

To showcase the capabilities, potential, and advantages
of our proposed concealment method, it is essential to com-
pare it with the latest methods introduced recently, as well
as with the most effective optical steganography techniques.

A recent study on optical steganography in FSO com-
munications involved hiding the OFDM signal within a CW
laser and then using a steganographic encoder to insert an
image, known as a cover image, onto the CW laser carrying
the OFDM signal. This approach results in a CW laser that
carries an image concealing the OFDM signal. Strengths
include improved BER performance and resilience under
adverse weather conditions, while weaknesses might involve
potential vulnerability to advanced steganalysis techniques
and increased computational complexity [17]. When com-
paring this method to our approach, we observe that both
methods leverage the OFDM signal due to its advantageous
properties, including the ability to increase the amount of
transmittable data. However, the use of a cover image cre-
ates an opportunity for eavesdroppers to attempt to extract
the hidden data. In contrast, our method eliminates this vul-
nerability by providing no visible environment or context
for the eavesdropper to target. The Gaussian beam appears
empty, without any indication that it carries data, images, or
anything else.

One of the ways effective methods of optical steganogra-
phy in FSO communication is Spectral-Polarization Coding
(SPC) Optical Code-Division Multiple Access (OCDMA)
systems to hide a stealth signal within a public BPSK chan-
nel. The technique uses pulse broadening and balanced
detection to hide the stealth signal, making it virtually unde-
tectable in the public channel. Strengths include enhanced
security and minimal interference with public channels.
Weaknesses involve complexity in implementation and
potential challenges in synchronization and decoding under
varying conditions [ 18]. What was also found in this method
is that hidden signal and noise can negatively impact the
overall network. In contrast, in our method the stealth sig-
nal (OFDM signal) does not affect on the Gaussian beam
that carries it in order not to be detected, this is done by

relying on hiding the stealth signal in a portion of the Gauss-
ian beam. This is done using the developed (DCT2) algo-
rithms that are compatible with optical beams, which work
to stretch and compress the OFDM signal to fit the masking
location in the optical beam.

Another idea that relies on optical steganography is “hid-
ing” a low-power optical beam within a high-power beam.
This is achieved by employing orthogonal spatial modes
specifically, orbital angular momentum (OAM) modes
for co-axial transmission of the strong and weak beams.
Despite sharing the same frequency band and polarization,
the strong and weak beams can be effectively separated with
minimal crosstalk due to their spatial orthogonally, making
the weak beam difficult to detect without prior knowledge
of the transmission scheme [19]. Our proposed method is
simpler as it does not require multiple laser sources or sepa-
rate high- and low-energy beams. Instead, it uses a single
beam that is split into two beams. However, our method is
Similar to this method in terms of concealment strength, as
extracting the hidden data requires knowledge of both the
transmission and reception scheme.

This method demonstrated effectiveness in fiber optic
communications, but FSO communications still need
development and it depends on using wide-band spontane-
ous emission light sources, such as those from amplified
spontaneous emission (ASE), to achieve FSO stealth com-
munication. The signal is hidden within the phase random-
ness of the wideband noise and can only be recovered by
authorized receivers using pre-shared keys that match opti-
cal delays at both the transmitter and receiver. This method
offers robust physical layer security, effective protection
against eavesdropping, and the ability to use existing light
sources without extra power. However, it requires precise
synchronization and delay matching, has a limited transmis-
sion distance, and may be vulnerable to jamming attacks
[20, 21]. In contrast, our method is more straightforward
and allows for a longer propagation distance. It is also more
reliable in extracting the OFDM signal from the transmit-
ting beam, with a lower likelihood of data loss compared to
this method, where the risk of losing data is higher in this
method due to interference between the noise carrying the
data, the noise generated by the transmitters, and the noise
present in the FSO medium.

We find that the most important advantages of our
method are its simplicity, low complexity, and effective-
ness, as it relies on a single laser source with the flexibil-
ity of hiding the OFDM signal since its location within the
Gaussian beam is unknown and variable. The use of OFDM
technology increases the amount of hidden data that can be
transmitted and strengthens the method due to the inher-
ent advantages of OFDM technology. Additionally, this
method is adaptable for use with other optical beams, as it
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depends on the shape and intensity of the beam. There are
also other strengths, previously mentioned when comparing
our method with other approaches in research focused on
protecting data in FSO communications through data hid-
ing. A key criticism of our method, which requires further
development on this side, is the data loss caused by severe
weather conditions. This results in a significantly reduced
propagation distance in free space while attempting to pre-
serve the integrity of the transmitted data.

OptiFusion steganography design

The innovative concept of hiding data within an optical beam
involves embedding a signal, originating from OFDM, into
a segment of the optical beam’s intensity. This is accom-
plished by splitting the original beam into two fractions:
one that conveys data and the other that remains devoid of
any data. These fractions are subsequently merged, ensur-
ing the recombined beam closely mirrors the original in
both shape and intensity, displaying no apparent alterations.
Because more than one integration process is performed in
this method, we suggest naming it “OptiFusion Steganogra-
phy”’. The OptiFusion method setup includes the OptiFusion
Steganographic Encoder in the transmitter system and the
OptiFusion Steganographic Decoder in the receiver system.
These systems are explained in detail as follows:

OptiFusion steganographic encoder system

The experimental setup for the OptiFusion Steganography
method in the Transmitter System, as illustrated in Fig. 1,
includes a continuous laser source. Specifically, it employs a
laser diode operating at a wavelength of 1550 nm to produce
a Gaussian beam. This beam is then amplified to increase its
intensity. Followed by the application of an advanced dis-
crete cosine transform algorithm (DCT2) developed to fit
the Gaussian beam, where this algorithm finely tunes the
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beam’s intensity, facilitating the compression of OFDM sig-
nal within the Gaussian beam for more efficient data hidden.

The Gaussian beam is meticulously split into two seg-
ments using a divider, with special consideration for the
dimensions of each segment. Notably, the smaller the por-
tion of the beam designated for data concealment, the higher
the effectiveness of the hiding process. This segmentation
process is crucial and adjusts based on the volume of data
that needs to be concealed. Essentially, the larger the quan-
tity of data to be hidden, the greater the portion of the beam
used for data concealment. Conversely, when the data size is
smaller, the segment of the beam carrying the data reduces,
resulting in a larger portion of the beam remaining empty,
this case is more efficient for hiding data, as it optimizes the
use of space within the beam according to the data size.

Subsequently, the lesser of the two beams undergo modu-
lation in a Mach-Zehnder Modulator (MZM), where it is
infused with a digital OFDM signal. This signal is enriched
with randomly generated data, encoded using the 16-QAM
modulation technique to fully leverage the inherent advan-
tages of OFDM and enhance the Proposed technology effi-
ciency. Following modulation, the beam, now carrying the
digital OFDM signal, is recombined with its counterpart,
which remains devoid of concealed data. This reintegra-
tion is performed with precision, ensuring the newly formed
beam retains the original shape and intensity of the initial
laser output, thereby concealing any evidence of the data
transmission. The beam, now a composite of both beams,
is subsequently passed through a modified inverse discrete
cosine transform (IDCT?2) followed by an attenuator to fine-
tune the beam’s intensity. This ensures the emergent beam
from the system mirrors the initial input from the laser diode
in both form and function, conspicuously free of any signs
of the hidden data.

|
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A

Fig. 1 Simulation of OptiFusion Steganographic Encoder System in the Transmitter
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OptiFusion steganographic decoder system

In the receiver system, the process of extricating the hidden
OFDM signal and subsequently demodulating it to unveil
the data involves several meticulously executed steps as in
Fig. 2.

Figure 2 Simulation of OptiFusion Steganographic
Decoder System in the Receiver.

Initially, as the beam makes its entry into the system,
its intensity is enhanced by an amplifier. Following ampli-
fication, this intensified beam is methodically divided
into two parts through the use of a splitter. These parts
are then subjected to distinct processing paths: one part is
routed directly towards a discrete cosine transform process
(DCT2), while the other part is first modulated in intensity
before it, too, proceeds to undergo DCT2 processing. This
step is crucial for preparing the beam for the subsequent
extraction of data. After undergoing DCT2, the beams are
again partitioned, this time mirroring the original segmenta-
tion executed within the transmission system, ensuring that
the resultant beam fragments are congruent with their initial
subdivisions.

These segmented beams are then ingeniously combined
using a combiner, where the beam that traversed the intensity
modulator is subtracted from its counterpart that bypassed
modulation. This subtraction technique is pivotal for isolat-
ing the embedded OFDM signal from the rest of the optical
beam. The optical beam, now stripped of its excess opti-
cal components and retaining the OFDM signal, is funneled
into a specialized device designed for this precise separa-
tion a Mach-Zehnder Interferometer (MZI). Finally, data is
extracted from the OFDM signal through the demodulation
process of 16-QAM-OFDM.

Intinsity
Modulater

Examine of OptiFusion steganography: (operational
efficiency and data integrity)

To validate the efficacy of our innovative OptiFusion steg-
anography method, which embeds data in the intensity
profile of an optical beam to both transmit and protect it
from unauthorized detection, we meticulously evaluate the
beam’s shape and intensity. This examination is conducted
both before and after the incorporation of the OFDM signal
into the optical beam, with a comparison of the two condi-
tions. Figure 3 illustrates that, in comparing the Gaussian
beam with and without hidden data in both 2D and 3D rep-
resentations, there is no change in the intensity or shape of
the Gaussian beam after embedding the hidden data using
the OptiFusion steganography method.

This consistency plays a pivotal role in obscuring the
presence and location of the hidden data from potential
interceptors or eavesdroppers. The inability of conven-
tional analysis methods to detect any alterations in the beam
ensures that unauthorized parties cannot extract the hid-
den data without extensive knowledge of the specific tech-
niques, mechanisms, and algorithms used for data hiding.

Another method for evaluating the OptiFusion steganog-
raphy technique is through a Back-to-Back (BTB) test sim-
ulation. In this setup, the system’s transmitter and receiver
telescopes are directly connected, eliminating any external
interference or intermediaries. This arrangement simulates
an ideal transmission environment, free from common dis-
tance-related impairments such as signal loss, dispersion,
and nonlinearity, allowing us to assess the system’s optimal
performance. This evaluation aims to benchmark the sys-
tem’s capabilities before considering additional variables
like transmission distance or fluctuating weather condi-
tions, as shown in Fig. 4. The results of this simulation are

—

l > Combiner |

Janyds

Fig. 2 Simulation of OptiFusion Steganographic Decoder System in the Receiver
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Fig.3 A Gaussian beam (GB): (a) without OptiFusion Steganography and (b) with it. The left column displays intensity profiles, the middle shows

3D intensity profiles, and the right presents intensity distribution

s8e33s8E88E -

£ © Normalized Intensity (a.u.) -

Normalized Intensity (a.u.)

X(microns)

Fig.4 A Gaussian beam (GB): (a) exiting the transmitter and (b) entering the receiver. The left column displays intensity profiles, the middle shows

3D intensity profiles, and the right presents intensity distribution

promising, indicating a high degree of similarity between
the transmitted and received Gaussian beam signals in terms
of both shape and amplitude.

Figure 4 shows a Gaussian beam (GB): (a) exiting the
transmitter and (b) entering the receiver. The left column
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displays intensity profiles, the middle shows 3D intensity
profiles, and the right presents intensity distribution.
Notably, there is no discernible evidence within the beam
to suggest that it carries hidden data. Moreover, the extrac-
tion of hidden data within the receiving system is achieved
flawlessly, with no observable loss or degradation. This
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approach demonstrates the system’s ability to maintain the
integrity of the Gaussian beam and securely retrieve hidden
data, highlighting its robustness in an idealized simulation
free from real-world propagation challenges.

Free space effects on data masking beam

To assess the effectiveness of the proposed system in main-
taining the integrity of data hidden within Gaussian beams
over varying distances in free space, it’s essential to ana-
lyze the impact of atmospheric parameters on beam spread.
Understanding these parameters, particularly atmospheric
turbulence the most critical factor validates and enhances
the system’s performance. It is essential to examine the
influence of atmospheric turbulence on the propagation of
Gaussian beams and thoroughly comprehend how distor-
tions, caused by turbulent variations in the refractive index,
substantially alter the characteristics of this Gaussian beam
during their passage through the atmosphere [22].

This study examines the impact of turbulence using the
modified von Karman Spectrum model (MVKS), which
accounts for both inner and outer scale effects, as described
in Eq. 1 [23]

;2

=
o, (k) = 0.033C2— " 0< k> o (1)
(k2 + k2)©

Where C? is the index of refraction structure parameter,
also called the structure constant C? typically ranges from
10~ 17m—2/3 or less for conditions of “weak turbulence” to
107139,=2/3 when the turbulence is “very strong.”,k is the
wave number, k,, = 5.92/l, is an equivalent unbounded
wavenumber corresponding to the inner scalely,, and
k,=2m /Lo outer scale Ly. The atmospheric refractive
index variation is characterized as a stochastic process. In the
research, atmospheric turbulence is generated through sim-
ulation by using a method involving random phase screens.
This method models the effects of turbulence on Gaussian

Transmitter

beam propagation by introducing phase distortions that sim-
ulate the random fluctuations in the atmospheric refractive
index. The random phase screens are strategically placed
along the propagation path of the modulated optical beam.

The simulation incorporates one or more phase screens
that randomly alter the phase of the transmitted Gaussian
beam. These screens are placed at certain locations between
the transmitter and the receiver. The Gaussian beam is trans-
mitted through these phase screens. As the beam passes
through each screen, its phase is altered, simulating the
effect of traveling through a turbulent medium. The effect
of turbulence on the wave is analyzed using a combination
of Fourier transforms and the Kirchhoff-Fresnel integral.
This analytical approach helps in understanding how phase
distortions impact the amplitude and phase of the Gauss-
ian beam, thereby affecting the hidden data they carry [24].
This style allows for a detailed study of how atmospheric
turbulence can affect the propagation of optical beams, par-
ticularly focusing on the distortions introduced to the phase
and amplitude of the beams, which are critical for optical
communication technologies.

Through meticulous modeling and simulation, we delve
into analyzing the OptiFusion Steganography performance
by placing the beam emerging from it under the influences
of atmospheric from weak to strong passing through moder-
ate turbulence, as well as the effect of propagation distances
in free space, as in Fig. 5.

Figure 5 Overview of propagation of a Gaussian beam in
free space, based on the OptiFusion Steganography method,
with the effects of turbulence.

Our focus extends to understanding the general impact
of free-space characteristics and the propagation distance of
the Gaussian beam on data hidden efficacy. By systemati-
cally investigating these factors, the study aims to not only
propose a groundbreaking method for data hiding within the
Gaussian beam but also to thoroughly evaluate its resilience
and reliability under diverse environmental conditions and
distances. This comprehensive analysis is pivotal in dem-
onstrating the method’s potential applicability and robust-
ness in real-world optical communication scenarios, where

Fig.5 Overview of propagation of a Gaussian beam in free space, based on the OptiFusion Steganography method, with the effects of turbulence
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atmospheric turbulence and propagation distances play crit-
ical roles in system performance.

In this section, we analyze the effect of atmospheric tur-
bulence on a Gaussian beam at two different intensity levels
(weak and strong) over free-space propagation distances
ranging from 1 m to more than 10 km. Figure 6 shows
the impact of weak turbulence, with a turbulence strength
of C? = 1077, on the beam’s shape and intensity across var-
ious distances. The analysis of the Gaussian beam intensity
profiles and the status of the embedded data demonstrates
that the beam not only preserves its embedded data over
distances exceeding 10 km but also maintains its structural
integrity, remaining largely unaffected by minor distur-
bances in free space.

Under strong turbulence conditions withC?=1(~13, sig-
nificant distortion occurs, and the Gaussian beam begins
to lose its original shape. The beam cannot withstand the
effects of strong turbulence, limiting its propagation to less
than 100 m before the embedded data becomes unrecover-
able, as shown in the bottom row of Fig. 6.

Result analysis

The proposed Optifusion method, when integrated into an
optical communication system, seeks to enhance data secu-
rity by masking the transmitted data within the intensity
profile of the Gaussian beam. To evaluate the Optifusion
method, we conduct a direct comparison of two scenarios:
In the first scenario, the beam carries the OFDM signal con-
ventionally, using a standard method. In the second scenario,

Im 100m

1km

the OFDM signal is hidden within the Gaussian beam using
the Optifusion method. Both scenarios were tested across
identical atmospheric conditions and transmission medi-
ums, with propagation distances ranging from 1 m to 10 km.
The reason we chose these long distances for testing, is
that in the long-range communications, data loss typically
increases due to Accumulated weather disturbances increas-
ing and optical communication systems modifications com-
plexity. However, the Optifusion method does not require
modifications when the transmission distance increases.
In fact, as the propagation distance increases, the inherent
blurring effect of Optifusion enhances data protection.

As regards the Channel State Information (CSI) about
the interaction between the Gaussian beam and various
atmospheric disturbances, from weak to strong passing
through the moderate. This CSI helps us assess the strengths
and limitations of the Optifusion method, determining its
robustness and ability to maintain data integrity over differ-
ent propagation distances. Key performance indicators Sig-
nal-to-Noise Ratio (SNR) and Bit Error Rate (BER) were
computed for the optical communication system with and
without the Optifusion method. By examining these met-
rics, we gained insight into the effectiveness of Optifusion
in preserving and concealing data. All results and figures
were generated using MATLAB Version 9.13.

In Fig. 7a, b, and c, we present the calculated SNR val-
ues for a Gaussian beam, both with and without OptiFusion,
across varying atmospheric turbulence levels: weak, moder-
ate, and strong, characterized by turbulence strengths of Cn?
= 1077, 107*%, and 1073, respectively. The figures illustrate
the performance of both the standard Gaussian beam, which

»

S5km 10km

Fig. 6 GB simulations: the top row under weak turbulence and the bottom row under strong turbulence. Columns display beam intensity profiles

at distances of 1m, 100m, 1km, Skm, and 10km
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Fig.7 a. SNR for GB in weak turbulences C,,Q, = 10717, b. SNR for GB in moderate turbulences C' ,zz = 107", ¢. SNR for GB in strong turbu-

lences Cg = 10713,

carries data visibly, and the OptiFusion-enabled Gaussian
beam, which employs a data-hiding mechanism, and over
different propagation distances.

Figure 7a, the comparison focuses on the SNR perfor-
mance of the Gaussian beam under weak atmospheric turbu-
lence over varying distances. From the figure, it is clear that
while both systems (with and without OptiFusion) experi-
ence attenuation with increasing distance, the Gaussian
beam with OptiFusion maintains stable SNR performance,
even though it slightly lags behind the system without Opt-
iFusion. This behavior is consistent with the integration
of optical steganography techniques, which can introduce
some overhead affecting SNR. Despite this, the GB with
OptiFusion continues to provide effective beam transmis-
sion over a distance of 10 km.

The choice of 10 km as the maximum propagation dis-
tance for this analysis stems from its importance in long-
range optical communication systems. It serves as a standard
reference point for comparison with other methods in the
field, while also demonstrating the system’s ability to main-
tain beam integrity over extended distances. While further
distances could be explored more than 10 km, the analy-
sis of these results shows that under weak turbulence, the
OptiFusion method performs efficiently in maintaining data
transmission quality. This result has promising implications

for future research and practical implementations of the
OptiFusion technique.

In Fig. 7b, The SNR decreases as the moderate turbu-
lence, showing a steeper decline in the SNR for the Gauss-
ian beam with OptiFusion than the Gaussian beam without
it. This behavior is similar to the previous analysis, where
OptiFusion impacts the beam quality due to the data-hiding
process. Still, here, the effects are more pronounced under
moderate turbulence conditions. The Gaussian beam with-
out OptiFusion maintains a higher SNR throughout the
propagation distance, with better beam quality at shorter
ranges. However, both systems experience significant atten-
uation as distance increases, with the SNR for the OptiFu-
sion system dropping more quickly. By the time the range
reaches around 10 km, the SNR for the OptiFusion-enabled
system approaches zero, indicating that the beam becomes
nearly indistinguishable from noise at these distances under
moderate turbulence. However, under moderate turbulence,
OptiFusion can maintain well transmission.

Under weak atmospheric conditions, the Gaussian beam
with OptiFusion showed more resilience over long dis-
tances, maintaining a higher SNR compared to its perfor-
mance under moderate disturbances. Moderate Turbulence
causes a more severe degradation of the SNR, especially
for the system utilizing OptiFusion. This suggests that while
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OptiFusion is effective for secure transmission under weak
disturbances, its performance decreases but it’s still effec-
tive as atmospheric conditions worsen.

In strong turbulence, as depicted in Fig. 7c, the Gaussian
beams with/without the optifusion method show no distor-
tion in the shape or attenuation over very short distances.
This indicates the Gaussian beam with the OptiFusion Steg-
anography method can preserve data integrity over short
distances.in harsh conditions, extending the range toward
1 km leads to irreversible data loss, despite all Gaussian
beams maintaining their general structure. After the criti-
cal distance of 1 km, all Gaussian beam in general starts
to exhibit physical distortions, and before this point, the
SNR values drop sharply, signaling heavily degraded beam
quality. We notice in Fig. 7c when comparing the Gaussian
beam with and without OptiFusion values that the SNR of
the Gaussian beam with the OptiFusion method is slightly
lower due to the OptiFusion method. However, even within
these short distances, attenuation is rapid due to strong free-
space turbulences. As the propagation distance increases
to 70 m, the Gaussian beam with the optifusion method
experiences approach zero SNR. However, the Gauss-
ian beam without the optifusion method can propagate to
700 m before the SNR value approaches zero. Indicating
total beam loss and an inability to maintain transmission
quality under such extreme conditions to Long propaga-
tion distance. Compared to previous scenarios involving
weak and moderate turbulence, where the Gaussian beam
with OptiFusion exhibited better performance over longer
distances, the strong turbulence scenario in Fig. 7c results
in the Gaussian beam with/without the optifusion method
rapidly deteriorating.

Although OptiFusion is effective for hiding data, its per-
formance in maintaining beam quality weakens over longer
distances, particularly under strong turbulence when com-
pared to the standard Gaussian beam. This demonstrates
the necessity for improved strategies to lessen the impact of
atmospheric disturbances in optical communication systems
utilizing techniques like OptiFusion.

The results indicate that while OptiFusion is promis-
ing in weak and moderate turbulence environments, its
performance declines sharply in the presence of stronger
turbulence. To address these limitations, future research
should prioritize the development of advanced solutions
such as adaptive optics or error correction methods to bet-
ter handle severe atmospheric conditions and enhance the
operational range of the OptiFusion method in challenging
environments.

We present in Fig. 8a, b, and c, the BER calculations for
the same scenarios and atmospheric conditions, similar to
the SNR analysis shown earlier. This comparison highlights
the performance of the Gaussian beam with and without the

@ Springer

OptiFusion method in terms of data preservation and loss.
Figure 8a displays the BER of the Gaussian beam under
weak turbulence. As depicted both the Gaussian beam with
and without the OptiFusion method maintain very low BER
values over extended distances, surpassing 10 km. This
indicates a high level of accuracy in data transmission, even
across long distances, which suggests the robustness of the
OptiFusion Steganography method in preserving data integ-
rity when environmental disturbances are minimal. Com-
paring this with the previous figures that focused on SNR,
we observe a similar trend. The weak turbulence scenario
continues to support the Gaussian beam’s ability to main-
tain its structure and data integrity, whether or not OptiFu-
sion is applied. The performance of the OptiFusion method
in these conditions, as indicated by the minimal increase
in BER, reinforces its suitability for environments with
relatively stable atmospheric conditions. This demonstrates
that the method can effectively hide data while sustaining
high transmission quality over significant distances in weak
turbulence.

In Fig. 8b, the BER is plotted against the transmission
range under moderate weather conditions, illustrating
how beam degradation increases due to increases the tur-
bulence. As the distance increases, the BER for both the
Gaussian beam with and without the OptiFusion method
gradually rises. The Gaussian beam with the OptiFusion
method, encounters limitations in these conditions. The
sharp increase in BER when using OptiFusion suggests that,
although it may offer benefits under different circumstances,
its performance in moderate weather is lower compared to
the system without it.

Figure 8c, the BER is presented for the Gaussian beams
under strong turbulence conditions. The results show that
the Gaussian beam faces significant challenges in main-
taining data integrity over longer distances in such harsh
environments.

High BER values are observed even at short transmis-
sion ranges, indicating a considerable rise in transmission
errors due to the turbulent atmosphere. While earlier analy-
ses highlighted the Gaussian beam’s ability to maintain its
shape, the data here emphasizes that the data it carries is
increasingly vulnerable to loss under these harsh conditions,
leading to a sharp rise in BER. This behavior highlights the
optifusion method’s limitations in such environments, as it
cannot adequately compensate for the increased error rate.

The analysis of Fig. 8 starkly illustrates the dependency
of the OptiFusion Steganography method’s performance on
the atmospheric conditions during transmission. While the
technology excels in environments with weak turbulence,
ensuring long-distance data integrity, its performance drops
significantly in strong turbulence, limiting its effectiveness
to much shorter distances. The main reason for this is that
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the OptiFusion Steganography method relies on the inten-
sity and shape of the Gaussian beam to hide data which is
affected by strong atmospheric disturbances in free-space
optical communications, which therefore affects the data
inside this intensity of the Gaussian beam.

The relationship between the BER and SNR for the
Gaussian beam with the OptiFusion Steganography method
across various levels of turbulence is illustrated in Fig. 9.
Under weak and moderate turbulences, the Gaussian beam
exhibits excellent performance, with favorable BER and
SNR values. This demonstrates the beam’s robustness in
stable conditions, allowing for effective data transmission
over long distances with minimal errors, which is ideal for
normal operational settings in FSO communication.

However, when examining the same metrics under strong
turbulence, the Gaussian beam’s performance deteriorates
rapidly. There is a swift increase in data loss over short
propagation distances, accompanied by significant beam
distortion. This decline indicates that the Gaussian beam
lacks the necessary resilience to withstand severe distur-
bances. As turbulence levels increase, the BER rises and the
SNR rate decreases, leading to compromised beam integrity
and reduced data transmission effectiveness.

This highlights the need to improve the OptiFusion
method when using Gaussian beams for masking data and

long-range propagation under severe atmospheric turbu-
lence. Two potential solutions include utilizing alternative
optical beam types, such as OAM beams or non-diffracting
beams, which better preserve their intensity and shape in
turbulent conditions. Another option is to integrate adaptive
optics or error correction techniques into the optical com-
munication system to enhance performance in challenging
environments. These approaches offer valuable directions
for future research, while OptiFusion continues to perform
effectively in weak to moderate conditions without requir-
ing adjustments.

Figure 9 Relationship between BER and SNR in various
turbulence for a propagation distance from 1 m to 10 km.

Conclusion

This research introduces an innovative optical steganog-
raphy model using Gaussian beams in free-space optical
(FSO) communications to enhance physical layer security.
By leveraging the shape and intensity of Gaussian beams,
the OptiFusion Steganography method effectively hides
and transmits data. Theoretical exploration and simula-
tions demonstrate its effectiveness in secure data transmis-
sion over various distances and atmospheric conditions. In
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Fig.9 Relationship between BER and SNR in various turbulence for a
propagation distance from 1m to 10 km.

weak and moderate atmospheric turbulence, the technology
maintains low bit error rates (BER) and high signal-to-noise
ratios (SNR) over long distances, exceeding 10 km, proving
its efficacy in stable or moderately disturbed environments.
However, in strong turbulence, while the beam retains its
shape, it experiences rapid data loss and significant BER
increase over shorter distances, highlighting its limitation
under severe conditions.

The integration of advanced modulation techniques like
16-QAM and OFDM with Gaussian beams also enhances
data transfer and provides additional protection against
eavesdropping, increasing system security.

This study highlights the promising potential of the Opt-
iFusion Steganography method for securing optical commu-
nications, showcasing its capability to enhance the security
and reliability of FSO systems under varying atmospheric
conditions. Further research is recommended to refine and
maximize this technology by improving algorithms, incor-
porating additional components, or exploring different types
of optical beams. These advancements could enable its
application under severe weather conditions, where it cur-
rently faces challenges over long distances while remaining
effective over shorter distances.
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