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Preface

The volume contains a selection of papers presented at the 23rd International Confer-
ence on Informatics in Economy (IE 2024) entitled “Recent Results in Education,
Research, and Applications,” which was held in Timişoara, Romania, in a hybrid
format, on 23–24 May 2024.

The IE conference has a quite long tradition. Its first edition was organized in
1993 by the Bucharest University of Economic Studies (ASE) in collaboration with
academics of the Institut National des Sciences Appliquées (INSA) de Lyon, France,
as an event meant to stimulate the exchange of ideas and scientific results in the
context of new evolutions in Romania. While, in the period 1993–2011, the confer-
ence has been initially organized in odd years since 2012, IE has become an annual
event.

The International Conference on Informatics in Economy was, in the early 90s,
one of the first scientific events in this thematic domain ever held in Romania and,
over years, has gained an international scientific recognition. At the national level, it
remains one of the most important scientific events that gather the entire Romanian
Economic Informatics community. Many of the papers presented at the conference
have been quality works and, consequently, the volumes of the 11th–16th editions
were indexed by ISI Thomson Reuters as ISI Proceedings.

In 2021, 2022, and 2023, Springer accepted to publish the proceedings of the IE
2021, IE 2022, and IE 2023 conferences under the title Education, Research and
Business Technologies in the book series, named Smart Innovation, Systems and
Technologies, led by professors Robert J. Howlett and Lakhmi C. Jain.

The 23rd edition of the conference promoted research results in Business
Informatics and related Computer Science topics such as:

• Machine Learning Theory and Applications
• Big Data Management, Processing and Analytics
• Smart Cities and Sustainable Communities
• IoT, Mobile and Multimedia Solutions
• Cloud, Distributed and Parallel Computing
• Cybersecurity and Critical Infrastructures
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viii Preface

• Quantitative Economics
• Digital Business and e-Transformation
• IT Deployment in Cultural Institutions

The conference program included two valuable keynote speeches, and 60 regular
papers grouped into 5 parts. Many papers reflected the international cooperation
research works and were authored by researchers from 12 countries (Bulgaria,
Croatia, Estonia, Germany, India, Israel, Moldova, Poland, Romania, Slovenia,
Switzerland, and Turkey).

From the total number of regular manuscripts submitted for evaluation, a number
of 39 papers were accepted by the International Programme Committee.

A number of 39 final versions of the accepted papers are included in the 5 parts
of the current volume:

1. Big Data Management, Processing and Analytics, Smart Cities and Sustainable
Communities (8 papers)

2. Digital Business and e-Transformation, Cloud, Distributed and Parallel
Computing, IT Deployment in Cultural Institutions (6 papers)

3. IoT,Mobile andMultimedia Solutions, Cybersecurity andCritical Infrastructures
(7 papers)

4. Quantitative Economics (10 papers)
5. Machine Learning Theory and Applications (8 papers)

The study of the papers contained in the volume can be useful for researchers,
consultants, and postgraduate students in Computer science and design, Business
informatics, Economics, and Management.

The editors are grateful to Springer for accepting to publish the proceedings of IE
conference in the Smart Innovation, Systems and Technologies series, and ensuring a
high-quality technical version of the volume. Special thanks are due to Prof. Lakhmi
C. Jain for permanent guidance and the technical assistance of colleagues from
Springer in the book production is also acknowledged.

Bucharest, Romania
June 2024

Cristian Ciurea
Paul Pocatilu

Florin Gheorghe Filip
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Chapter 1
Data Integration Techniques for Building
a Comprehensive Air Quality Dataset

Andreea-Mihaela Niculae and Adela Bâra

Abstract In today’s data-rich world, merging diverse datasets is essential for thor-
ough analysis. This article delves into integrating air quality data, focusing on the
challenges and methods involved. It presents a framework covering preprocessing
steps like data cleaning, reduction, transformation, and relevance determination,
leading to the fusion of varied datasets into a unified format. Using a case study
of integrating static datasets from the United States, this paper offers practical
insights into the process. Key considerations include data organization, consistency,
spatial–temporal analysis, andmetadata access.Challenges like format variations and
data discrepancies are addressed systematically. The case study underscores under-
standing metadata, spotting redundant information, and making informed decisions
for data consistency and spatial analysis. Highlighting the importance of integrated
air quality datasets in research and decision-making, the article provides a compre-
hensive guide for researchers and practitioners involved in air quality data integration
and analysis.

1.1 Introduction

We live in a data-intensive world, with numerous continuous and heterogeneous
data sources. Amid this abundance of data, one topic stands out: the development
of multiple IoT sensor-based approaches for collecting and monitoring different
themes that yield both advantages and disadvantages [1]. With advantages such as
an unceasing increase in Big Data sets and the growth of availability of their sources,
knowing how to utilize them at their full potential is an important step in Big Data
analysis. However, the disadvantages should not be overlooked either. The main
issues include discovering which data one should use for research, as not all data

A.-M. Niculae (B) · A. Bâra
Department of Economic Informatics and Cybernetics, Bucharest University of Economic
Studies, Bucharest, Romania
e-mail: andreea.niculae@csie.ase.ro
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is of quality, relevant, or even extensive, raising the need to properly unite different
sources.

In practice, several businesses have already developed solutions that utilize the
concept of integration, whether to emphasize the use of multiple services into a
single end solution or to combine multiple sources into a single final dataset [2]. In
this paper, however, the focus is on the latter. Using multiple sources comes with
numerous benefits for analyzing the data, as we will see in this paper.

With somany available datasets at every step, the ability to select, obtain, and inte-
grate pertinent information becomes indispensable. Indeed, data integration serves
as the final missing puzzle piece required to fully harness the riches of available data
[3], by combining multiple sources into a comprehensive dataset.

One such domain where comprehensive datasets are indispensable for analysts is
air pollution. Air quality is continuously monitored using remote sensors, which are
made available by researchers, scientists, or governments. As of January 2024 [4],
the World Health Organization (WHO) records and offers data for more than 7000
settlements across 120 states, making it a valuable source of information. Integrating
data from these sensors serves as a crucial starting point for numerous research
articles [1, 5–8]. Some articles focus on integrating air pollution sensorswith external
data, such as satellites [1], mobile sensors [5], weather [7], and hazardous particles
[8]. The common thread across these articles is the recognition of the importance of
using integrated air quality data, as relying solely on independent measurements is
insufficient [9].

The ability to utilize an integrated dataset offers numerous benefits. Focusing
on the medical domain, for example, the availability of an extensive dataset about
air quality enables a wide range of studies on exposure to different pollutants. An
increasing number of studies [10] focus on the dangers of air pollution on overall
health, its effects on the lungs, or the connection betweenpollution and cardiovascular
diseases. This emphasis on the health effects of air pollution served as a starting point
in the decision to prioritize air quality-related data integration in this paper. Our aim
is to contribute to and strengthen future analyses related to pollution.

This paper aims to address an essential step in data preprocessing: the integration
of data for air quality research, with a focus on integrating information from various
sensors. These sensors provide data on key topics, including the Air Quality Index
(AQI), pollutants (particulates or gases), weather conditions, and hazardous mate-
rials. Given the diverse nature of the collected data, it is crucial to integrate them in
a manner that facilitates and enhances high-level analysis of air quality.

This paper highlights the importance of data integration in the air quality domain,
focusing on the differences between integrating static and dynamic data, with
emphasis on static data. The main objective is to underscore the necessity of inte-
grating diverse data sources to enable comprehensive and high-level analysis of air
quality.

The paper is structured as follows: first, the framework for integrating air quality
data is presented, along with detailed steps and explanations. Next, a case study on
integrating US static datasets is performed, combining multiple sets into a compre-
hensive dataset, ending with a map to illustrate the utility of the combined data.
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Finally, a conclusion is drawn related to reiterate the importance of integrating air
quality data.

The novelty of this paper lies in its approach to data integration in the air quality
domain, the datasets used to demonstrate the implementation of integration, and the
overall example it provides.

1.2 Integration Framework

Data integration is one of the methods contained in the data preprocessing step.
Preprocessing [11] the data is frequently considered a mandatory step in various
types of analyses, and its adoption has notably increased in domains such as Big
Data, Machine Learning, and Data Mining. In addition to integrating heterogeneous
data to obtain a single dataset for easy manipulation and use, this step encompasses
several other important methods, including data cleaning, relevance determination,
data reduction, and data transformation [12].

• Data cleaning enhances the quality of the data by employing techniques for
imputing missing values, detecting outliers, and removing duplicates. Missing
data cannot be directly used in machine learning models, as it may lead to biased
results. Similarly, outliers can negatively influence the outcomes of models by
skewing the analysis.

• Data reduction is used to avoid the existence of potential noise in the data, by using
only a part of the original dataset. This can involve reducing the number of rows,
columns, or both. Sample reduction techniques focus on selecting a representative
subset of rows, while column reduction techniques involve combining attributes
or retaining only relevant attributes.

• Data transformationmeans converting the original data into a format that is suit-
able for use in analytical models. This process may include normalization, stan-
dardization, scaling, and transforming variables from non-numerical to numerical
types or from continuous to discrete forms.

• Data Relevance Determination identifies and selects the most relevant features
or variables for the chosen analysis. It filters irrelevant or redundant information
and focuses only on the most contributing features.

• Data Integration is the process of combining data from multiple heterogeneous
sources to create a single, unified, and centralized dataset. However, integrating
numerous sources can be challenging [13], particularly due to variations in data
formats, measurements, files, and types. There are two types of integrations, for
static and for dynamic data. Integrating static data focuses on identifying common
information to map all the data together. In contrast, dynamic data integration
involves the use of wrappers to translate different types of inputs into a centralized
dataset, being able to adapt to changes as they occur.

While all methods included in the preprocessing step are equally important, data
integration poses a greater challenge compared to the others. This is particularly clear
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in the air quality domain, where diverse sensors are deployed to monitor various
aspects. Figure 1.1 illustrates the four primary areas of interest in air pollution moni-
toring: major pollutants (particulate matter and harmful gases), weather conditions,
dangerous components, and Air Quality Index (AQI, derived from specific pollu-
tants). The AQI itself relies on data integration to identify the most harmful air
pollutants and compute the index’s value.

Dynamic air quality data is typically organized into the four areas of interest
depicted in Fig. 1.1, with one unstructured dataset dedicated to each area. In contrast,
static air quality data is usually organized into separate files, each focusing on indi-
vidual components. Figure 1.2 depicts a comparison between challenges identified
in integrating static and integrating dynamic datasets in the air quality domain.

Integrating dynamic air pollution data possesses two types of challenges:
combiningmultiple sources to better monitor each pollutant, and combiningmultiple
pollutants, weather conditions, and harmful components to improve air quality anal-
ysis. Both issues are based on understanding how data is structured and recorded for
each data source (sensor).

• To obtain accuratemeasurements of a specific pollutant, it is necessary to integrate
data from multiple sensors located in close proximity. This requires establishing

Fig. 1.1 Air quality dataset’s integration for comprehensive monitoring and analysis
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Fig. 1.2 Comparison in challenges identified when integrating static and dynamic air quality data

the spatial scope of the additional measurements needed, whether around indi-
vidual sensors, within the city, county, or even at the state/country level, in order
to increase accuracy by computing the mean of all measurements. Additionally,
it is crucial to consider the frequency at which each sensor provides data, whether
daily, every 8 h, hourly, or even every otherminute. Data integrationmust take into
account how each sensor emits and stores its data. A key consideration is whether
the sensor data use consistent keywords or if a dictionary for similar keywords is
required.

• Combining data from multiple components presents similar challenges regarding
harmonizing keywords from sensor data. It is essential to consider the frequency
of data, as some sensors may be more active (e.g., pollutant sensors recording
data more frequently) than others (e.g., rain sensors transmitting data only during
precipitation events). This type of integration often requires additional prepro-
cessing methods, as a more detailed analysis is necessary to determine how
each dataset should be introduced and integrated. Furthermore, multiple types
of sensors are typically required, as some sensors focus solely on weather compo-
nents while others specialize in monitoring specific pollutants—resulting in the
need to unite disparate datasets with varying information. Managing these diverse
datasets can pose significant challenges in the integration process.

Integrating static air pollution data presents several distinct challenges, including
data organization, consistency, spatial and temporal analysis, and access to metadata.
Successfully integrating static data requires a thorough understanding of how the data
is stored and how one intends to integrate it.

• Data organization is the first step which encourages studying the source of
the data, including its file format, database schema, or data model. Different
methods are employed for each type of source. Dictionaries of keywords might
be needed. Understanding these aspects is essential for ensuring proper alignment
and integration.

• Data consistency is crucial for air quality analysis, particularly because it encom-
passes diverse components measured at potentially different times, frequencies,
standards, time zones, and, importantly, units of measurement.
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• Spatial analysis involves choosing the integration level: latitude-longitude,
city, county, or country, to perform necessary calculations. Temporal analysis
determines the relevant time period: hourly, daily, or otherwise.

• Metadata access is required when dealing with static datasets, as it enables the
understanding of the characteristics and limitations of the sources. It provides
insights into data sources, collection methods, and quality assurance procedures.

Table 1.1 presents an algorithm for integrating static air quality data, assuming
that the initial step of analyzing data format and ensuring compatibility has already
been undertaken.

Table 1.1 Algorithm for integrating static air quality data

Integrating air quality data from
several sources

Observations

1 obtain a list of all documents

2 determine the list of common
columns to merge

(geographic level: latitude-longitude, city, county,
country)

3 for each document in the list:

4 read file

5 perform exploratory data analysis
(EDA)

(optional step to visualize components structure,
distribution, outliers, and others)

6 preprocess document: [14]

7 select only relevant columns

8 fill missing values (usually with 0)

9 expand data for sets with multiple
key information

10 select the desired time zone / time
frame

(e.g., WGS84, NAD83)

11 select the desired measuring
standard

12 group information based on the
desired level

(only if latitude-longitude/city grouping is not
desired)

13 merge with other documents: (this step does nothing for the first document)

14 determine dataset identifier for suffix (suffixes for coding merged data)

15 outer join current document with
previous results

(add suffix for easy identification)

16 check if datasets were merged
correctly
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1.3 Case Study on US Datasets for Air Quality Integration

Utilizing publicly available static datasets of various components used in measuring
air quality, an integration was conducted for the United States of America. Having a
choice between hourly data and daily data, both from 2023 until 1980, in this paper,
daily data only from 2023 was selected as the basis of the integration. The reasoning
behind this is that no matter the frequency, the datasets have the same structure,
but considerable differences in record numbers, thus using a smaller sample and
successfully integrating it will lead to inferences for the bigger sets. Hourly datasets
come with the issue of slower processing, as they have millions of records for only
1 year. Furthermore, including data from multiple years would result in a slower
process, as it would only increase the number of records while maintaining the same
underlying structure.

The following datasets were downloaded as csv files:

• Gases: Ozone (coded as 44,201), SO2 (42,401), CO (42,101), NO2 (42,602).
• Particulates: PM2.5 FRM/FEM Mass (Federal Reference Methods and Federal

Equivalent Methods for measuring PM2.5—88,101), PM2.5 non FRM/FEMMass
(88,502), PM10 Mass (86,101), PMc Mass (86,101), PM2.5 Speciation, PM10

Speciation.
• Meteorological:Winds (Resultants), Temperature (62,101), Barometric Pressure

(64,101), Relative Humidity (RH) and Dewpoint.
• Toxics, Precursors, and Lead:Hazardous Air Pollutants (HAPs), Volatile Organic

Compounds (VOCs), NONOxNOy, Lead.
• Air Quality Index (AQI).

Information about each component listed above was found in a separate file. The
goal was to integrate all these 19 datasets into one comprehensive set. The Data
Organization step is yet incomplete, as only the data format was identified. Next, it
was crucial to discover similarities between all the columns in the tables to decide
how to integrate each component. Fortunately, 18 of them had the same structure.
The only one apart was the AQI set.

Before proceeding, it is imperative to understand the metadata, especially
regarding the information containedwithin datasets with similar structures, as well as
any contrasts present in the different dataset. Upon inspection, redundant information
was identified, such as pairs where only one piece of data is necessary (State Code—
State Name; County Code—County Name; Site Number—Local Site Name—City
Name; Parameter Code—Parameter Name;Method Code—Method Name). Latitude
andLongitude are only required if city-level integration is performed.Datum contains
two key values, WGS84 (World Geodetic System) and NAD83 (North American
Datum): filtering the data based on the desired standard must be performed. Param-
eter Name (or code) was studied in advance: some files containmultiple values in this
column and thus should be exploded, since it is a very important column for integra-
tion. Sample Durationmentions information about howmuch air (measured in time)
is needed to record the mentioned pollutant. Pollutant Standard contains multiple
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information as well and should be filtered for further analysis: there are different
standards for recording pollutants, especially for CO and SO2. Units of Measure
helps researchers in understanding how each pollutant is measured, aiding in stan-
dardization decisions.Date Local is a very important column for integration as well.
Arithmetic Mean is the mean of all the daily measurements for the specific pollu-
tant, one for each pair of standard and datum. Date of Last Change helps in further
integrations, to check for consistencies in the data. While additional variables exist,
these encompass the most frequently utilized information.

When assessingData Consistency in this dataset for air quality integration, several
decisions needed to be made. These include determining which variables from the
pairs should be utilized in integration, selecting the preferred pollutant standard, spec-
ifying the desired standard for datum, and considering standardization of pollutants
to ensure comparable units of measurement.

Lastly, integrating air quality needs a careful spatial and temporal analysis. While
temporal decisions were established during the initial data extraction process, spatial
analysis requires determining the desired level of integration, such as station, city,
county, or state. Hourly data can be integrated at all levels, except for the AQI dataset,
while daily data can be integrated across all levels without limitations. However, inte-
grating daily data at higher levels entails additional computation to derive the mean
of combined values from stations within the same city, county, or state. Evidently,
by combining values the Big Data dataset will shrink considerably. It is worth noting
that joining based on longitude-latitude (or city) results in fewer rows in the inte-
grated dataset compared to county-based joining, likely due to variations in pollutants
measured by different stations.

Only in 2023, as of 26 October, the last data update, there is a considerable
different in the number of records in each file.

• Among gases, ozone has the most records (more than 200 thousand rows), while
CO has the least recorded days (less than 100 thousand, for two types of pollutant
measuring standards).

• For particulates, PM2.5 FRM/FEM mass is the dataset with the most records
(among all files), with more than 350 thousand rows, while PMc mass has just 20
thousand records.

• Meteorological datasets have the most records in the temperature dataset (around
150 thousand rows), and the least in Barometric pressure (50 thousand).

• Toxics, precursors, and lead contain information about several dangerous compo-
nents in the same dataset, thusmaking it hard to assess which is themost common.
Lead dataset has only 4500 rows.

Thus, datasets lacking sufficient information might be better off excluded to
prevent the integration of numerous missing values. Additionally, it is worth noting
that record counts can be misleading, as they factor in both datum standards and
potential variations in the number of monitoring stations for each pollutant, weather
parameter, or hazardous component.

Finally, integration of the mentioned dataset was conducted using all available
information. Datawas filtered for theWGS84Datum standard. Two datasets required
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Fig. 1.3 US integrated air quality dataset example—mean values for each state

further filtering based on Pollutant Standard: SO2 for “SO2 3-h 1971 standard” and
CO for “CO 8-h 1971 standard”. Following the algorithm presented in Table 1.1,
various types of integrations were performed based on levels. For example, after
combining all information using outer joins at the county level, the final dataset
contained only 25% of counties from all existing. This signals that there are not
enough monitoring stations in the US to adequately assess air quality, pollutants, or
even weather characteristics. Thus, for a clearer understanding and visualization of
the data integration process, the final comprehensive dataset was computed at the
state level, ensuring that every desired piece of information was available.

Figure 1.3 illustrates a map generated by integrating data from all 19 CSV files
at the state level, incorporating the mentioned filtering criteria and preprocessing
methods.Theoriginal datawas cleanedby removingduplicates and replacingmissing
values with 0. Data reduction was achieved by selecting only essential columns and
aggregating rows to compute mean values for each state. Data transformation and
relevance determination were not performed, as no analysis was conducted yet. The
primary focus was on data integration. This approach aligns with the framework and
objectives outlined in the paper.

1.4 Conclusion

In conclusion, this article has explored the complex process of integrating air quality
data, shedding light on the challenges and methodologies involved. By presenting a
comprehensive integration framework and a practical case study of integrating US
datasets, this paper aims to provide valuable insights for researchers and practitioners
in the field. Emphasizing the importance of data preprocessing, including cleaning,
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reduction, and transformation, in this paper, the significance of understanding meta-
data and ensuring data consistency was highlighted. The integration framework
outlined here serves as a systematic approach to address variations in data formats
and measurements. As we navigate the complexities of data integration, it becomes
evident that integrated air quality datasets play a crucial role in advancing research
and decision-making in public health and environmental domains. Moving forward,
continued efforts in data integration will contribute to a deeper understanding of air
quality dynamics and facilitate informed actions for a healthier environment.
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Chapter 2
The Perceived Economic Impact of Data
Science Solutions on Business
Performance
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Abstract The advent of digital transformation has ushered in an era in which
data science solutions are critical to organizational success, particularly in terms of
improving economicoutcomes for businesses. In a landscape characterizedby intense
competition and rapid technological advancements, this study seeks to dissect the
economic implications of implementing data analytics within corporate structures,
with a focus on creating business value and augmenting organizational capabili-
ties. This study, based on a comprehensive review of the literature and empirical
data analysis, investigates the role of data analytics in fostering value generation and
strengthening companies’ analytics capabilities. Themethodology includes a system-
atic literature review to identify the critical resources and factors that contribute to
the development of data analytics proficiency within organizations. Furthermore, a
survey approach examines the effects of data analytics on company performance and
strategic resource allocation. The findings reveal a significant link between strong
data analytics capabilities and improved economic performance, emphasizing the
importance of tangible, human, and intangible resources in developing these capa-
bilities. Furthermore, the study emphasizes data analytics’ transformative potential in
operational optimization, strategic decision-making, and market positioning, which
will ultimately contribute to long-term economic growth.

This paper aims to provide an in-depth understanding of the economic impact of
data science solutions on businesses by combining theoretical insights with empirical
evidence, making it a valuable resource for academics, industry practitioners, and
decision-makers with an interest in using the power of data analytics for economic
advancement.
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2.1 Introduction

As the business world changes rapidly, being able to use data to make smart, strategic
decisions have become imperative for an organization’s success. This paper addresses
the relationship between data analytics and value creation in companies, focusing on
the variables that influence this relationship.

2.2 Data Analytics Capability as a Driver for Improving
Business Performance

Bharadwaj [1] suggests using the resource-based view of the enterprise to under-
stand how IT affects company performance by linking it to scarce, hard-to-replace
resources and skills. Achieving organizational capabilities through resource accu-
mulation and development gives companies a competitive edge. The resource-based
view holds that firms can gain a competitive edge or improve performance by sharing
resources and strategies [2]. The resource-basedview is suitable for this studybecause
it identifies concepts that develop data analysis capacity [3]. State that the resource-
based view assumes that capability development can only occur after a resource is
acquired, so it depends on what resources a company acquires [4]. Provided the most
common conceptualization of resources that can be applied to data analysis capabili-
ties, dividing resources into tangible (financial and physical), human skills (employee
knowledge and skills), and intangible (organizational culture and learning).

Gupta andGeorge [5] state that a firmmust possess a unique combination of finan-
cial, physical, human, and organizational resources and adapt them tomarket changes
to create a capability. Importantly, they identified seven resources needed to build
analytics capability [5]. List “data, technology, and other core resources (e.g., time
and investment)” as tangible resources, “big data managerial and technical skills”
as human resources, and “data-driven culture and organizational learning intensity”
as intangible resources. When combined with technical skills to analyze data and
management’s willingness to use it to make key decisions, data builds analytical
capacity. SME managers can compare analysis software solutions using a table with
different criteria. Thus, they will score each feature based on its relevance to their
business and process [6]. Suggested scoring cloud versus on-premises technology
based on user experience, risks, scalability, and data security.
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2.3 Areas that Can Be Improved by Developing Data
Analysis Capabilities

Data is valuable, but financial reports rarely reflect this. Even the most data-rich
organizations treat information assets that are not on the balance sheet as worth-
less, according to [7]. Without an explicit or defensible requirement to assess data
value, organizations have failed to create methodologies that accurately measure
information value ormonitor value changes over time [8]. Argued that data analytics’
combined insights and effective uses demonstrate its value [8]. Stated that “academics
have not studied how BDA can lead to competitive advantage and strategic business
value.” They claimed that strategic business value can be both functional (market
share, financial performance) and symbolic (positive brand image and reputation,
environmental mitigation) [8]. Identified BDA value targets as improving organiza-
tional performance, business processes, product and service innovation, customer
experience, and market improvement. The BDA value targets are organization-
specific functions and processes inwhich data analytics can enhance the performance
of the business. The company can optimize internal processes and boost business
efficiency by improving decision-making. Product and service innovation can give a
company an edge, and improving customer experience can boost market share and
customer loyalty. BDA helps companies improve performance, innovate, and add
value to customers.

Tallon and Kraemer [9] examined how business strategy and IT strategy affect
firm strategic alignment and business value. To assess this value, perceptualmeasures
of information systems (IS) were created to capture managers’ intuition or under-
standing of how IT affects different business aspects. Company strategic value disci-
plines include operational excellence, customer intimacy, and product leadership,
according to [9]. IT can affect five processes or functional areas: IT enhances supplier
relationships by enabling closer collaboration and trust, leading to cost savings and
improved service delivery [10]. Emphasize that strong supplier ties can result in
customized solutions and better supply chain performance, benefiting a company
financially. Similarly, [11] highlight how effective supplier relationships enhance
operational efficiency and reduce costs, ultimately boosting customer satisfaction
and revenue. By significantly enhancing production and operations, IT has a positive
effect on the budget of an organization. Efficient processes, as noted by [12], result
in increased productivity and decreased production times by eliminating superfluous
activities and improving workflow. According to [13], “improving production and
operations can lead to increased efficiency, which can lead to reduced costs and
increased quality of products and services, which can lead to increased revenue and
profitability.”

Technology can provide valuable insights into customer needs and expectations.
This can reveal new opportunities to offer better and more innovative products and
services, increasing sales and customer loyalty [9]. IT technology automates sales
processes and provides valuable customer information. This can improve customer
segmentation and understanding, increasing sales and loyalty [9]. By enhancing
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support and service, IT improves customer relations, leading to greater customer
loyalty and satisfaction, which has a positive impact on the financial performance
of a business [9]. The study conducted by [9] prioritizes these processes according
to their significance in generating business value. It offers organizations a structured
method for evaluating the influence of each process on their overall operations and
financial results.

2.4 Methodology

The objectives of this research are

1. Assessing the importance of resources and organizational capabilities that
contribute to the development of data analytics capability for companies in Sibiu
in the HoReCa sector.

Hypothesis: Tangible, human and intangible resources are equally important in
developing data analytics capability for companies.

2. Analyze the impact of using data analytics on the development of company
performance and budget.

Hypothesis: The perception on the use of data analytics is that it has a positive
impact on business processes.

The survey method was chosen based on previously used tools identified in the
literature review, such as data analytics capability [5, 14] and business value [7,
14]. Stated that a survey-based approach effectively measures a company’s big data
analytics maturity. They recommend using surveys to examine analytics capabilities
and their impact on perceived business value. Similarly, [3] suggested that future
research should empirically evaluate this framework through surveys, interviews,
observations, focus groups with experts, and industry case studies. They also recom-
mended using both qualitative and quantitative data collectionmethods,withmultiple
analysis techniques like structural equation modeling and qualitative comparative
analysis.

Survey research, as described by [15], quantitatively describes population trends
or opinions through sample studies. Surveys measure variables and explore relation-
ships between them [5, 16]. Used a cross-sectional survey to explore the development
of Data Analytic Capabilities (DAC) and its business outcomes, considering experi-
ences over the past 2 years. Our questionnaire, divided into three sections, gathers
demographic data, evaluatesfirms’ data analytics capabilities, and assesses the impact
on company performance and budget. The second section, validated by [5], includes
closed-ended questions on a 7-point Likert scale concerning firm resources, tech-
nology, skills, data-driven culture, and organizational learning intensity. The third
section measures the impact of data analytics across functional areas, confirmed as
an effective method by [6, 17].
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This study employs a process-oriented approach to assess business value, using
perceptual metrics to approximate the impact of data analytics on firm performance.
We grouped survey items into categories to enhance data clarity and interpretation,
streamline analysis, and improve the reliability of findings.

The target population for the survey comprises active hotels and restaurants in
Sibiu,with an estimated size of 195firms.We aim for a sample of 130firms to ensure a
95% confidence level and a 5% margin of error using simple random sampling. This
method helps reduce selection bias, ensuring objective and representative results.
Questionnaire distribution is executed through various online channels, adhering to
ethical and confidentiality standards.

2.5 Results

Despite a low average score for data management practices indicating poor perfor-
mance, there is notable variation, with some firms performing better than others.
Conversely, a higher average in resources allocated to data analysis suggests substan-
tial investment in this area, complemented by good technical and managerial skills
and a willingness to learn. SMEs generally view data analytics positively, particu-
larly valuing its impact in marketing and sales, which is crucial for understanding
customer behavior and refining marketing strategies. Although data analytics is seen
as less beneficial in supplier relationships compared to customer relations, the overall
positive attitude towards data suggests readiness for adoptingmore sophisticated data
management techniques in the future (Table 2.1).

In the following, we will present the results following the multiple regression
analysis of each independent variable with the dependent ones (Table 2.2).

The regression analysis reveals how various aspects of data analytics capability
impact value creation in supplier relationships, with a significant proportion (R
Square = 0.542) of the variance explained by the factors considered. Managerial
skills emerge as a key component, as indicated by the highest and statistically signif-
icant coefficient (B = 1.232, p < 0.000), suggesting their critical role in leveraging
data analysis to enhance supplier relationships. This indicates that without strong
managerial skills, even the best resources and technologies may not translate into
effective actions or strategic decisions that strengthen these relationships.

Conversely, technical skills show a significant negative impact (B = –0.438, p <
0.002) on supplier relationship value, suggesting that an overemphasis on technical
expertise can undermine the quality of these relationships by potentially neglecting
necessary strategic and interpersonal dynamics.

Other factors like data management practices and organizational learning were
also tested but showed no significant impact on the value of supplier relationships in
this study. This indicates that while these factors are relevant, they did not influence
supplier relationships significantly in the current data set (Table 2.3).

According to the model coefficients, “data management practices” (B = 0.242,
p < 0.000) and “resources allocated to data analysis” (B = 0.198, p = 0.003) have
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Table 2.1 Descriptive statistics on independent and dependent variables

Variable Media Median Standard deviation

date_management_practices 2,625,641 2 1,43,718

resources_allocated_to_DA 3,961,538 4 1,135,432

technical_skills 4,556,923 4,4 0,863,734

managerial_abilities 4,570,513 4,333,333 0,747,913

attitude_to_data 4,667,692 4,6 0,598,993

organisational_learning 4,815,385 4,4 0,891,168

value_added_to_relationships_
with_suppliers

2,786,538 2,5 1,205,652

value_added_to_production_
and_operations

4,175,385 3,8 1,057,132

value_added_to_improved_
products_and_services

4,130,769 4 0,926,011

value_added_marketing_and_
vanities

4,936,923 4,4 1,028,896

value_added_to_customer_
relationships

3,249,231 2,8 1,1789

Table 2.2 Correlation coefficients for the six independent variables chosen in relation to the value
added to the relationship with suppliers

Model Unstandardized
coefficients

Standardized
coefficients

t Mr

B Std.
Error

Beta

(Constant) –1,289 ,834 –1,546 ,125

date_management_practices ,110 ,109 ,131 1,007 ,316

resources_allocated_to_DA ,075 ,109 ,070 ,687 ,493

technical_skills –,438 ,138 –,314 –3,162 ,002

managerial_abilities 1,232 ,172 ,764 7,165 ,000

attitude_to_data –,248 ,178 –,123 –1,393 ,166

organisational_learning ,210 ,148 ,155 1,419 ,159

aRegression coefficients for the six independent variables chosen in relation to the value added to
the relationship with suppliers

a significant and positive impact on value added in production and operations. This
suggests that the implementation of sound data management practices and the appro-
priate allocation of resources to data analysis can amplify the efficiency of production
and operations.

“Management skills” is also a significant predictor (B= 0.351, p= 0.001), high-
lighting the importance of effective management and strategic vision in using data
to improve operational performance.
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Table 2.3 Correlation coefficients for the six chosen independent variables in relation to value
added to production and operations

Model Unstandardized
coefficients

Standardized
coefficients

t Mr

B Std. Error Beta

1 (Constant) –,390 ,504 –,773 ,441

date_management_
practices

,242 ,066 ,329 3,684 ,000

resources_allocated_
to_DA

,198 ,066 ,213 3,010 ,003

technical_skills –,098 ,084 –,080 –1,167 ,245

managerial_abilities ,351 ,104 ,248 3,377 ,001

attitude_to_data ,198 ,108 ,112 1,834 ,069

organisational_
learning

,221 ,090 ,186 2,463 ,015

aRegression coefficients for the six chosen independent variables in relation to value added to
production and operations

Although “technical skills” and “data attitude” were included in the model, they
did not have a statistically significant impact on value added in production and
operations. On the other hand, “organizational learning” had a significant positive
effect (B= 0.221, p= 0.015), highlighting the idea that adaptability and continuous
learning are essential to remain relevant and effective in a changing environment.

This analysis demonstrates that in order to enhance production and operations,
businesses should give priority to the adoption of efficient data management prac-
tices, allocate sufficient resources to data analytics, build managerial expertise, and
promote a culture of continuous organizational learning (Table 2.4).

The results reveal that “data management practices” (B = 0.242, p < 0.000) and
“resources allocated to data analysis” (B = 0.198, p = 0.003) significantly and
positively influence the value added in production and operations. This suggests
that robust data management practices and appropriate resource allocation for data
analysis can significantly enhance operational efficiency.

“Management skills” also emerge as a significant predictor (B = 0.351, p =
0.001), underscoring the importance of effective management and strategic vision in
leveraging data to improve operational performance.

While “technical skills” and “data attitude” did not show a statistically significant
impact, “organizational learning” demonstrated a significant positive effect (B =
0.221, p = 0.015). This emphasizes the importance of adaptability and continuous
learning in maintaining relevance and effectiveness in a dynamic environment.

Based on this analysis, to boost production and operations, organizations should
prioritize implementing efficient data management practices, adequately allocate
resources to data analytics, develop managerial expertise, and foster a culture of
continuous organizational learning (Table 2.5).
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Table 2.4 Correlation coefficients for the six independent variables chosen in relation to the value
added to the improvement of products and services

Model Unstandardized
coefficients

Standardized
coefficients

t Mr

B Std. Error Beta

1 (Constant) ,334 ,571 ,585 ,560

date_management_
practices

,185 ,075 ,288 2,486 ,014

resources_allocated_
to_DA

,245 ,075 ,300 3,285 ,001

technical_skills ,053 ,095 ,050 ,564 ,574

managerial_abilities –,026 ,118 –,021 –,224 ,823

attitude_to_data ,488 ,122 ,316 4,000 ,000

organisational_
learning

–,013 ,102 –,012 –,125 ,900

aRegression coefficients for the six independent variables chosen in relation to the value added to
the improvement of products and services

Table 2.5 Correlation coefficients for the six independent variables chosen in relation to value
added in marketing and sales

Model Unstandardized
coefficients

Standardized
coefficients

t Mr

B Std. Error Beta

1 (Constant) –2,150 ,586 –3,666 ,000

date_management_
practices

–,157 ,077 –,219 –2,050 ,042

resources_allocated_
to_DA

,067 ,076 ,074 ,873 ,385

technical_skills –,209 ,097 –,175 –2,145 ,034

managerial_abilities ,397 ,121 ,289 3,283 ,001

attitude_to_data ,832 ,125 ,484 6,640 ,000

organisational_
learning

,517 ,104 ,447 4,954 ,000

aRegression coefficients for the six independent variables chosen in relation to value added in
marketing and sales

Interpreting the coefficients from the regression analysis, “attitude to data” (B =
0.832, p < 0.000) and “organizational learning” (B = 0.517, p < 0.000) show the
largest positive impacts onmarketing and sales value. This highlights that a proactive,
positive data attitude and the ability to learn and adapt organizationally are crucial
for enhancing marketing and sales initiatives.
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“Management skills” (B= 0.397, p= 0.001) also demonstrate a significant posi-
tive effect, emphasizing the importance of effective management in marketing and
sales efforts. Conversely, “technical skills” (B = –0.209, p = 0.034) and “data
management practices” (B = –0.157, p = 0.042) present negative coefficients,
suggesting theymight not directly benefit or could potentially detract frommarketing
and sales value in the examined model (Table 2.6).

Examining the coefficients individually, we find that “managerial skills” (B =
0.657, p < 0.000) and “organizational learning” (B = 0.524, p < 0.000) have the
strongest positive coefficients. This means that these two aspects are particularly
relevant for increasing value in customer relationships. Effective management and
an organization’s ability to learn and adapt are key to improving and strengthening
customer relationships.

Also, “data management practices” (B= 0.204, p= 0.014) have a positive coeffi-
cient, indicating that these practices can add value to customer relationships, although
to a lesser extent compared to the other two variables.

In contrast, the variables “technical skills” (B= –0.143, p= 0.170) and “attitude
towards data” (B = –0.097, p = 0.470) have no statistically significant impact,
although their coefficients are negative. This suggests that, in the context of the
model analyzed, these aspects may be less relevant to the value added to customer
relationships.

The effective use of data analytics has become a key factor in a company’s perfor-
mance and success. Analyses have highlighted different aspects of data analytics
capability and their impact on various dimensions of company performance.

Table 2.6 Correlation coefficients for the six independent variables chosen in relation to the value
added to the customer relationship

Model Unstandardized
coefficients

Standardized
coefficients

t Mr

B Std. Error Beta

1 (Constant) –1,794 ,625 –2,870 ,005

date_management_
practices

,204 ,082 ,248 2,496 ,014

resources_allocated_
to_DA

,022 ,082 ,021 ,264 ,792

technical_skills –,143 ,104 –,105 –1,380 ,170

managerial_abilities ,657 ,129 ,417 5,096 ,000

attitude_to_data –,097 ,134 –,049 –,725 ,470

organisational_
learning

,524 ,111 ,396 4,719 ,000

aRegression coefficients for the six independent variables chosen in relation to the value added to
the customer relationship
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To summarize, in all the models analyzed, an organization’s ability to learn and
adapt was found to be important. This is fundamental for any company that wants to
be resilient and continuously adapt to changes in its environment.

Effective and strategic management was also essential in several dimensions,
highlighting the importance of sound management in the use of data.

Valuing data and understanding its importancewere significant issues, particularly
in the context of marketing and sales.

While datamanagement practices and resources allocated to data analysis also had
a positive impact, they were not as strong as the issues mentioned above. However,
they are essential components to build and sustain data analytics capacity.

Surprisingly, technical skills, while important, did not always have a statistically
significant impact in our models. This suggests that, while technology is essential,
the success of data analysis in a company depends more on culture, mindset, and the
ability to manage and use information than simply possessing technical skills.

Consequently, the budgetary implications of utilizing data analytics to enhance
the performance of an organization are significant. In order to optimize their opera-
tions, businesses should allocate resources towards fostering a culture of continuous
learning within the organization, maintain competent leadership, and advocate for
a constructive outlook on data. Understanding the true value of data with these can
result in increased expenditures and enhanced performance.

2.6 Conclusion

Data analytics has become an essential part of current corporate operations. In the
age of globalization and digitalization, a company’s capacity to understand and effi-
ciently use the data it acquires can determine its success or failure. Following careful
examination of the findings presented above. Regarding the first research question,
which is how data analytics can contribute to value creation for businesses, there is a
significant link between data analytics capability and value added in various areas of
the business, includingmanufacturing, product and service improvement, marketing,
and customer relations. This suggests that by using data effectively, companies can
optimize their processes, identify new market opportunities, improve the quality of
products and services, and build stronger customer relationships. All this translates
into increased revenues and a stronger market position.

As the business world evolves and becomes increasingly interconnected and tech-
nology dependent, the amount of data available grows exponentially. Whether it’s
data about customers, transactions, user behavior on online platforms, or user feed-
back, all this data can be used to increase operational efficiency, optimize marketing
strategies, improve customer relationships, or identify new business opportunities.

But data collection alone is not enough. It is imperative that this data is interpreted
and used appropriately. This is where data analysis capabilities come in. The more
a company is able to analyze and understand this data, the more likely it is to create
added value for its business.
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For example, accurate interpretation of consumer behavior data can help a
company identify emerging trends in the market, adapt quickly to changes in
consumer preferences, and offer products or services that truly meet their needs and
wants. Data analytics can also help identify the effectiveness of different marketing
campaigns, allowing resources to be reallocated to the most profitable strategies.

We see from the results that organizational resources and capabilities are vital.
Variables such as organizational learning and managerial skills were found to have
a significant impact in several of the analyses. This underlines the point that it is not
enough for a company to have access to data or to use sophisticated analytical tools.
Organizational culture and team skills play an important role in correctly interpreting
data and using it to make informed decisions. Ongoing training and investment in
employee skills development are therefore essential to maximize the value of data
analysis.

To answer the question regarding the impact of using data analytics to develop
company performance, data analytics significantly influences performance in key
areas, with the potential to improve efficiency and generate growth. For example,
in manufacturing, data analytics has been associated with greater efficiency, which
can lead to lower costs and higher profit margins. In budget terms, this suggests
that investing in data analytics can deliver a significant ROI (return on investment).
Companies that understand and act on the insights gained from data analytics can
optimize budgets, strategically allocating resources where they generate the greatest
value.

In the context of SMEs in Sibiu in the HoReCa sector, our analyses highlighted
the vital importance of organizational learning. A learning organization is one that
constantly adjusts its approaches and methods based on feedback and information
gathered. In this sense, a culture of organizational learning can help companies
quickly identify newconsumer trends, optimize offerings, andmaximize profitability.

Managerial skills also played an important role in the impact of data analysis.
Effective management that understands and harnesses the power of data can turn this
information into actionable strategies, effectively directing resources and aligning
company goals with market realities. A manager who understands the value of data
can make better informed decisions and direct efforts where they bring the greatest
value.

Another significant aspect was the attitude of companies towards data. Having
a positive and proactive outlook on data, viewing it as a strategic tool, was corre-
lated with better performance, especially in the areas of marketing and sales. This
underlines the fact that beyond mere numbers and statistics, a company’s attitude
and culture towards data can have a major impact on its success.

On the other hand, while technical skills and resources allocated to data analysis
were relevant, they were not necessarily paramount.

Thus, for Sibiu SMEs in the HoReCa sector and many other companies, data
analytics can have a significant impact on performance and budget. To maximize
this impact, companies need to cultivate a culture of learning, invest in developing
managerial skills, and adopt a proactive and strategic attitude towards data. This will
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not only boost performance, but will also help strengthen the company’s position in
the market, thus ensuring sustainable and durable growth.

In conclusion, data analysis is not just a technical tool or a momentary trend. It is a
key contributor to the growth and competitiveness of companies in the modern busi-
ness landscape. To maximize this value, organizations need to embed data analytics
into their culture, invest in training, and commit to an approach that combines
technology with strategy and human skills.

References

1. Bharadwaj, A.S.: A resource-based perspective on information technology capability and firm
performance: an empirical investigation. MIS Q. 24(1), 169–196 (2000)

2. Gunasekaran, A., Papadopoulos, T., Dubey, R., Wamba, S.F., Childe, S.J., Hazen, B., Akter,
S.: Big data and predictive analytics for supply chain and organizational performance. J. Bus.
Res. 70, 308–317 (2017)

3. Mikalef, P., Pappas, I.O., Krogstie, J., Giannakos, M.: Big data analytics capabilities: a
systematic literature review and research agenda. IseB 16(3), 547–578 (2017)

4. Grant, R.M.: The resource-based theory of competitive advantage: implications for strategy
formulation. Calif. Manage. Rev. 33(3), 114–135 (1991)

5. Gupta, M., George, J.F.: Toward the development of a big data analytics capability. Inform.
Manag. 53(8), 1049–1064 (2016)

6. Tallon, P.P., Mooney, J.G., Duddek, M.: Measuring the business value of IT. In: Measuring the
Business Value of Cloud Computing, pp. 1–17. Springer, Cham (2020)

7. Tallon, P.P.: Corporate governance of big data: perspectives on value, risk, and cost. Computer
46(6), 32–38 (2013)

8. Grover, V., Chiang, R.H., Liang, T.P., Zhang, D.: Creating strategic business value from big
data analytics: a research framework. J. Manag. Inf. Syst. 35(2), 388–423 (2018)

9. Tallon, P.P., Kraemer, K.L.: Fact or fiction? A sensemaking perspective on the reality behind
executives’ perceptions of IT business value. J. Manag. Inf. Syst. 24(1), 13–54 (2007)

10. Le, S., Wu, J., Zhong, J.: Relationship quality and supply chain quality performance: The effect
of supply chain integration in hotel industry. Comput. Intell. 37(3), 1388–1404 (2021). https://
doi.org/10.1111/coin.12379

11. Trkman, P., McCormack, K., de Oliveira, M.P.V., Ladeira, M.B.: The impact of business
analytics on supply chain performance. Decis. Support. Syst. 49(3), 318–327 (2010). https://
doi.org/10.1016/j.dss.2010.03.007

12. Bicheno, J.: The lean toolbox: the essential guide to lean transformation. PICSIE Books (2008)
13. Kaplinsky, R.: Globalization, poverty and inequality: between a rock and a hard place. Polity,

Cambridge (2005)
14. Mikalef, P., Boura, M., Lekakos, G., Krogstie, J.: Big data analytics and firm performance:

findings from a mixed-method approach. J. Bus. Res. 98, 261–276 (2019)
15. Creswell, J.W., Creswell, J.D.: Research design: qualitative, quantitative, and mixed methods

approaches. SAGE, Los Angeles (2018)
16. Singleton, R., Straits, B.C.: Approaches to social research. Oxford University Press, New York

(2018)
17. Mooney, J.G., Gurbaxani, V., Kraemer, K.L.: A process oriented framework for assessing the

business value of information technology. ACM SIGMIS Database 27(2), 68–81 (1996)

https://doi.org/10.1111/coin.12379
https://doi.org/10.1016/j.dss.2010.03.007


Chapter 3
Performance Evaluation of Data Vault
and Dimensional Modeling: Insights
from TPC-DS Dataset Analysis

Andreea Vines

Abstract The current paper presents a comparison study between the Data Vault
and the Dimensional Modeling and focuses on their performance in data loading
and storage efficiency using the TPC-DS dataset. Data Vault, known for its adapt-
ability and scale, is analyzed against a star schema Dimensional Model, known
for its simplicity and query optimization. Through empirical evaluations covering
data load speed, storage utilization, query execution, and scalability metrics, the
author investigates the strengths and weaknesses of each modeling technique. It
leverages real scenarios represented by the TPC-DS dataset, exploring various data
volumes, complexities, and schema evolution scenarios. By analyzing the compro-
mises between complexity and performance, the research aims to provide valuable
insights for organizations that seek to optimize their data storage strategy. The find-
ings presented in this paper aim to guide researchers and practitioners in choosing a
data modeling technique according to their needs.

3.1 Introduction

In the digital age, data penetrates all aspects of business and becomes indispensable
for companies that are looking to unlock valuable insights. Businesses rely on data
analysis as the cornerstone of strategic decision-making, whether it is for targeted
marketing campaigns, optimizing supply chain logistics by real-time monitoring,
or fine-tuning product offerings based on market trends. This dependence on data
extends to various industries, from finance and health care to retail and manufac-
turing, driving competitiveness and simulating growth in today’s business environ-
ment. As a result, companies are constantly exploring innovative ways to use their
data and push the boundaries of analytical techniques to obtain deeper and more
meaningful insights to progress in the digital race.
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Organizations face many challenges in terms of the use and the analysis of oper-
ational data that comes from various sources. The main objective of these efforts
is to gain insights to facilitate decision-making processes. The central element of
a decision-making system is a data warehouse. It can be built using a modeling
approach that considers all aspects of the development phase, including data
modeling, project and riskmanagement, deployment, andmany other key aspects [1].
The most known two approaches to data modeling in data warehouses were created
by Inmon [2] andKimball [3]. However, in recent years, a third approach, called Data
Vault, has emerged, and is spreading at a high speed, being designed to improve the
flexibility, scalability, auditability, and productivity of the data warehouses [4, 5].

The purpose of this paper is to provide a comprehensive comparison between
Data Vault and Dimensional Modeling in terms of data ingestion process. To provide
an accurate analysis in the context of large volumes of data, multiple input datasets
using TPC-DS benchmark data. The current paper debuts with a short introduction
between Data Vault and Dimensional Modeling, followed by some use cases where
TPC data has been used to provide insights. The research work provides two versions
of data architecture in the context of both modeling techniques, followed by the data
ingestion results.

The research is basedon the hypothesis thatDataVaultmodeling technique ismore
complex than Dimensional Model, but it offers some advantages, such as a better
performance in terms of ingestion process, compute power, flexibility, and scalability
in terms of changes in the data sourcemodel, traceability, and performance. The paper
is organized into the following sections: an introduction, a comprehensive literature
review study that covers data modeling technologies and use cases on how TPC
benchmark data can be used in analysis, the methodology used and the architecture
of both models, an analysis of the results obtained by ingesting TPC-DS data, and
finally the conclusionswith some key findings of the research and potential directions
for future research.

3.2 Literature Review

In the fields of data storage and Business Intelligence, the selection of an appropriate
data modeling technique is crucial to ensuring the efficacy, scalability, and flexi-
bility of the underlying data structure. Among the numerous approaches available,
two leading approaches are Dimensional Modeling and Data Vault modeling. The
methods provide unique perspectives on how data structures and organizes within
the data warehouse environment, each with its strengths and weaknesses.

Data Vault is a relatively new methodology introduced in the 2010s and currently
used in more and more implementations, although there are not many special-
ized research papers related to this. Regarding this technique, Gribova Svetlana
[6] provides an overview of the research studies published on this area, where
most of them focus on providing theoretical details in terms of performance—
parallel data loads, easy integration of multiple sources, auditability, and flexibility.
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In contrast, according to the research of Gribova Svetlana [6], the least studied
area is regarding using metadata in Data Vault projects. One of the little studies on
metadata models was presented by Černjeka [7] who developed a metadata model
that translated NoSQL document data into a Data Vault model, enabling data trace-
ability, auditability, and trend discovery. The integration between data modeling
and Gen AI was presented in a recent paper where the authors generated multiple
data models using different Gen AI model versions combined with prompt engi-
neering and ranked their capabilities in terms of correctness, completeness, integrity,
flexibility, understandability, simplicity, integration, and implement ability [8].

When it comes to the comparison between Data Vault and Dimensional
Modeling, multiple studies were conducted and several comparisons on various
criteria, includingETL implementation, life-cyclemanagement, traceability, anddata
modeling [1, 9, 10]. The paper presented by Naamane and Jovanovic [9] provides a
detailed example of a customer experience in data mart. Summarizing the mentioned
studies, the authors presented Data Vault as a more complex methodology that
requires more steps in the initial implementation, but with a better life-cycle manage-
ment in terms of modifying or integrating new sources. Regarding historical data,
both models allow for some historical preservation, but the Dimensional Model only
stores history of dimensions and not fact tables.

Based on the above studies, the topics of data ingestion performance and data
volume were not addressed in terms of the complexity of Data Vault which requires
writing the data into multiple tables, using the hubs, link, and satellite concepts.
Considering that this topic wasn’t mentioned in the previous research studies, this
paper concentrates on understanding how both Data Vault and Dimensional Models
perform in terms of these areas.

The Transaction Processing Council (TPC) is a non-profit corporation that was
founded in August 1988, and it is the authority currently responsible for setting
benchmarks for transactions processing and database applications. The organization
was created to allow computer suppliers to compare products using standard tests,
providing a standard for evaluating and comparing the performance of database
management systems [11, 12]. TPC currently contains around 11 active benchmarks
that serve different purposes, such as data integration, transactional systems, OLAP
systems, or Big Data.

TPC-DS is used to model decision support functions for retail suppliers. The
support system includes essential business information, such as customers, stores,
items, and orders. It is a robust, rigorous, and complete benchmark used for evaluating
databasemanagement systems. TPC-DS uses the snowflake schema and contains 17-
dimensional tables that are associated with three sales channels—stores, catalogs,
Internet, and additional return tables. The benchmark allows to generate different
data volumes, depending on the scale factors.

These benchmarks are usually used to test the performance of various systems,
such as PostgreSQL, MySQL, Microsoft SQL Server, or NoSQL databases [13, 14].
However, it is a useful source for other implementations, such as creating dimensional
cubes models based on the input data, designing Cloud Analytics Platforms, or
improving the existing models by adding new temporal dimensions [15–17].
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3.3 Methodology

The current paper presents a comprehensive comparison between Data Vault and
Dimensional Model, from the perspective of data ingestion and data storage. It uses
a snowflake schema dataset from TPC-DS and translates it in both Data Vault and
Dimensional Model star schema models. All transformations and orchestrations are
done in Databricks SQL.

This research is based on the hypothesis that the Data Vault model adds more
complexity in terms of implementation and storage required compared to a Dimen-
sional Model as the structure is more complex, but those changes don’t have a big
impact on the overall performance of the model.

To address the hypothesis presented above, the following methodical steps were
performed:

1. Initial data analysis on TPC-DS dataset to understand its structure, relationships,
and cardinalities.

2. Design of the Dimensional Model to create the star schema, design dimension,
and fact tables.

3. Implement the Dimensional Model to load data into dimension and fact tables
using a Databricks workflow.

4. Design of the Data Vault model by creating the hubs, satellites, and link tables
and identifying business keys.

5. Implement the Data Vault model to load data using a Databricks workflow.
6. Evaluate both models and compare based on performance, storage, and ease of

maintenance.

This section covers the following—the initial dataset and how it was ingested,
including data characteristics and volume, the Data Vault model architectures with
its components and the Dimensional Model architecture.

3.3.1 TPC-DS Dataset

Toensure data quality andvolume, the researchpaper usesTPC-DSdataset. TheTPC-
DS (Transaction Processing Performance Council Decision Support) is a benchmark
that is designed to evaluate the performance of decision support systems, particu-
larly data warehousing or analytics platforms. It offers a standardized dataset that
represents real-world business scenarios and can be generated using different data
volumes to simulate a mix of read-intensive and write-intensive operations.

The initial dataset consists in a set of 24 tables that cover the sales and returns
process of an organization that uses three primary sales channels—stores, catalogs,
and the Internet. For the current research, the dataset was restricted to only cover the
sales of the organization through the store channel. The detailed dataset components
are presented in Table 3.1.
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Table 3.1 TPC-DS dataset description

Object name Description

store_sales This represents the transactions table which stores the information
regarding the items that were sold

customer This table contains a list of unique customer details

store This table contains details of a unique list of stores (address, manager,
number of employees, working hours)

item This table presents unique products formulations (brand,
manufacturer, size)

promotion This table stores details of specific promotion products (advertising,
sales, PR)

date_dim This table contains calendar details, where each records stores a
calendar day

customer_address This table presents details regarding the customers’ addresses

customer_demographics This tables stores demographic information about customers, such as
marital status, education level, gender, and credit rating

The snowflake schema of the initial TPC-DS model is presented in Fig. 3.1.
As the TPC-DS benchmark allows using multiple scale factors to test the perfor-

mance, 3 different scale factors were used to generate data—1GB, 100 GB and 1000

Fig. 3.1 TPC-DS dataset diagram
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Table 3.2 TPC-DS dataset number of records for each scale factor

Object name 1 GB 100 GB 1000 GB

store_sales 488,870 49,025,613 493,225,008

customer 100,000 2,000,000 12,000,000

store 6 201 501

item 9,000 102,000 150,000

promotion 300 1000 1,500

date_dim 73,049 73,049 73,049

customer_address 50,000 1,000,000 6,000,000

customer_demographics 1,920,800 1,920,800 1,920,800

GB. Data was ingested for both Data Vault and Dimensional Modeling in batches,
where each set of the three mentioned earlier was considered a batch, starting with
the one of 1000 GB (Table 3.2).

3.3.2 Data Vault Architecture

The architecture diagram of the Data Vault model can be observed in Fig. 3.2. It
consists of 11 tables that are split into hubs, links, and satellites. It was designed as
a hub table for each business object (customer, store, promotion, and item) with a
hash key generated using the business key. The attributes of the business objects are
stored in the satellites table, which are used to also keep the history of the data and
to track changes. As it can be observed in the initial dataset schema from Fig. 3.1,
the sales table is linked with all business objects. To improve the performance of
the Data Vault model, it created a transactional link table which contains the hash
keys of all business objects that are linked with the sales table, instead of creating
different link tables between each two objects.

From an ETL perspective, the Data Vault model doesn’t have many dependencies
on other tables, so they can be loaded into tables in parallel. The only dependencies
on hub tables are for the two link tables which require reading the information from
the hubs. Furthermore, the hubs and satellites are loaded in parallel, which offer a
performance boost in the ingestion process.

All hash key columns are created using MD5 function and stored as binary
columns.
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Fig. 3.2 Data vault model diagram

3.3.3 Dimensional Model Architecture

Dimensional modeling is concentrated in storing data in dimension and fact tables.
The model usually contains a fact table which is surrounded by different tables or
objects which house attributes, such as unique identifiers for each subject. Fact tables
are used to define the performance KPIs of the organization.

The current model uses a fact table that stores the sales of the organization with
foreign keys to the dimensional tables—customers, stores, items, promotions, and
date. To keep the star schema of the model and avoid any possible loops, the model
was defined with a bridge table that incorporated the information regarding promo-
tions, sales, and items. Using a bridge table will avoid any possible many-to-many
relationships or loops in the current model.

From an ETL process perspective, dimensional modeling requires loading dimen-
sional tables first and then the fact table—which will use dimensional table’s primary
keys as foreign keys in the fact table to connect them (Fig. 3.3).

3.4 Results and Discussion

This section describes a direct comparison of Data Vault and Dimensional Model
results in terms of data ingestion process. Both models described in the previous
section are filled using a Databricks workflow using a D8s_v3 cluster with five
worker nodes. The cluster’s auto-scaling option has been disabled to obtain a more
precise cost estimate.

The first step of the process requires the tables to be recreated and populated using
the dataset generated for scale factor 1000 GB. The results obtained can be seen in
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Fig. 3.3 Dimensional model diagram

Table 3.3—Data Vault models offer a better performance in terms of running time
and can consume all the input data in less than 13 min. On the other hand, the same
input data was ingested in the Dimensional Model in approximately 19 min as there
were dependencies and the fact table requires information from dimensional tables.

In terms of storage, it can be observed that the Data Vault model requires more
storage compared to the Dimensional Model. The first model has approximately
60% more storage than the second. The storage volume is higher because the first
model requires to keep the historical data for the sales source as well, whereas in
the Dimensional Model the historical data is only kept for dimensional tables, using
slowly changing dimension’s type-2 approach.

The current results were extended and tested to analyze the performance of incre-
mental load, considering that the tables were already populated with the previous
batch of that which was described earlier. Both workflows were run for the second
time with a new input dataset generated using the scale factor 100 GB, and the both
models loaded data in approximately 10 min, having the same cost of 0.495$ for the
compute cluster which was described at the beginning of the section.

Third batch run had a smaller input dataset generatedwith the scale factor of 1GB,
where Data Vault tables were populated in approximately 7 min. The Dimensional

Table 3.3 Summary of full data load results (scale factor—1000 GB)

Data modeling
approach

Number of tables Total size of data
(GB)

Running time Total DBU Cost ($)

Data vault 11 94.54 12 m 28 s 1.95 0.585

Dimensional
modeling

7 57.24 18 m 39 s 2.85 0.855
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Table 3.4 Summary of incremental data load timings

Data modeling
approach

Running time SF
= 1 GB

Cost SF = 1 GB
($)

Running time SF
= 100 GB

Cost SF = 100
GB ($)

Data vault 6 m 27 s 0.315 10 m 15 s 0.495

Dimensional
modeling

9 m 45 s 0.45 10 m 9 s 0.495

Model ingestion process took close to 10 min, as it can be observed in Table 3.4. In
the same table, it can be noted that the running time between the two input datasets
is not significantly different as all the workflow runs require around two to three
minutes for the job cluster to be spined up.

In conclusion, based on the results obtained in Tables 3.3 and 3.4, it can be
confirmed that the hypothesis which agrees that Data Vault model is more complex
compared to Dimensional Model and might require more storage or compute power,
but without a big impact in terms of overall performance model. It was observed
that the first model requires less compute power to ingest the data, hence the overall
cost will be lower. However, it does require more storage compared to Dimensional
Modeling as it will store more information, including the history of sales data for
audit purposes. A Data Vault solution requires more storage overall, but this should
not impact the overall project as the cloud storage is cheaper compared to compute
power.

3.5 Conclusion

The present study provides valuable insights into the comparison between Data Vault
and Dimensional Modeling using the TPC-DS dataset as inputs, reflecting a rela-
tively unexplored area of data warehousing and business intelligence. Based on the
results of the analysis presented, implementation in Data Vault has been observed
to be advantageous in terms of ingestion, with data flow requiring less time than
Dimensional Model, but with more tables that are being populated. This advantage
is generated by the loading strategy, where most of the tables can be loaded simulta-
neously as there are only a few dependencies. In contrast, the models implemented
in Data Vault have larger storage required than the dimensional approach, but this
can be explained by the fact that they store the history of all input datasets, including
sales data. This is not a concern as the costs for cloud storage are cheaper compared
to the compute power, where it performs better.

Given the limited number of published papers on Data Vault, the current research
contributes with additional information. While existing studies focus on theoretical
comparisons between Data Vault and Dimensional Model in terms of integration,
flexibility, life-cycle management, or auditability, this work focuses on evaluating
the performance of the data ingestion and storage processes. Proving an example
of implementation of a solution using both modeling techniques will showcase the
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differences between the two approaches in terms of ingesting data and reviewing
both full and incremental load batches.

The use of the TPC-DS dataset also adds value in the current research serving as
a foundation for further exploration, as it can be leveraged by other researchers on
exploring other directions. Furthermore, the study can be expanded to other areas,
such as including new comparison factors, to form a comprehensive set of criteria for
analyzing the twomethodologies and providing additional value in decision-making.

This work was supported by a grant of the Ministry of Research, Innovation
and Digitization, CNCS/CCCDI—UEFISCDI, project number COFUND-CETP-
SMART-LEM-1, within PNCDI IV.
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Chapter 4
Revolutionizing Healthcare: Harnessing
Natural Language Processing and Big
Data for Predictive Disease Diagnosis

Diana Andreea Căuniac and Andreea Alexandra Cîrnaru

Abstract The current context of health systems is characterized by a rapid evolution
of technology and an increasing demand for health services. There is an increasing
emphasis on preventive care and the use of data and technology to improve the effi-
ciency and effectiveness of healthcare delivery. Currently, there is an evolution of
digital transformation and the integration of natural language processing and big data
analysis has become very important to revolutionize various fields, including the field
of health. This article explores the synergies between NLP and big data in the context
of predictive disease diagnosis, aiming to elucidate how these technologies can
improve early disease detection, treatment, and management. By exploring different
NLP techniques, such as sentiment analysis and text classification, combined with
big data analysis methodologies, the article presents how predictive models can be
developed to anticipate the onset and progression of diseases. Through this paper,
you will find the potential of combining natural language processing with big data
to diagnose patients’ diseases more quickly, which offers a path to personalized
medicine and ultimately to a healthier society. Through this paper, various NLP and
big data techniques are presented with brief descriptions. The dataset is described
and preprocessed for analysis. Word cloud visualization highlights prevalent disease
symptoms, while latent Dirichlet allocation categorizes symptoms by disease. Addi-
tionally, TF-IDF vectorization and K-means clustering are employed for symptom
clustering. The silhouette score, calculated at 0.7567, underscores the quality of the
analysis.
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4.1 Introduction

In the realm of modern healthcare, the integration of cutting-edge technologies has
become pivotal in enhancing diagnostic accuracy, treatment efficacy, and patient
outcomes. Among these technologies, Natural Language Processing (NLP) and Big
Data analytics stand out as transformative tools with the potential to revolutionize
the landscape of disease diagnosis and management.

The convergenceofNLPandbigdata offers unprecedentedopportunities to extract
valuable insights from the vast troves of medical data generated daily in healthcare
settings. From electronic health records (EHRs) and medical imaging reports to
patient feedback and clinical trial data, the immensity of information available holds
immense potential for predictive analytics and personalized medicine [1].

This article delves into the intersection ofNLP and big data in healthcare, focusing
on their application in predictive disease diagnosis. By harnessing the power of
advanced computational techniques, healthcare practitioners can leverage NLP algo-
rithms to parse through unstructuredmedical text, extracting clinically relevant infor-
mation and sentiments. Furthermore, the integration of big data analytics enables
the identification of intricate patterns and correlations within extensive datasets,
facilitating the prediction of disease onset, progression, and response to treatment.

Through a comprehensive exploration of data collection, preprocessing, model
development, and validation methodologies, this article aims to elucidate the multi-
faceted process of leveragingNLPandbig data for predictive disease diagnosis.Addi-
tionally, it seeks to highlight the potential impact of these technologies on enhancing
clinical decision-making, improving patient outcomes, and advancing population
health management strategies [2].

In essence, the amalgamation of NLP and big data represents a paradigm shift in
healthcare delivery, empowering clinicians with the tools and insights necessary to
anticipate, prevent, and effectively manage diseases. By embracing these innovative
approaches, the healthcare industry can embark on a transformative journey toward
precision medicine, ultimately leading to a healthier and more resilient society [3].

4.2 Collection and Processing of Medical Data

NLP involves computers understanding, analyzing, and generating human language
using machine learning algorithms [4]. Conversely, big data focuses on managing
and analyzing large, complex datasets from various sources. Integration of NLP and
big data offers substantial benefits across sectors like healthcare, retail, and finance
[5].

Techniques in NLP include tokenization, POS tagging, Named Entity Recogni-
tion, sentiment analysis, word embeddings, and topic modeling [6]. Big data analysis
techniques encompass MapReduce, Spark, Hadoop, Apache Kafka, Apache Flink,
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andDataWarehousing, facilitating distributed data processing and real-time analytics
[7].

The collection and processing of medical data are fundamental steps in the devel-
opment and implementation of predictive disease diagnosis systems. In this chapter,
a description of the selected data and how this data is prepared for analysis and use
in predictive models will be presented.

The medical dataset used in this analysis was obtained from Kaggle, a renowned
platform for accessing and sharing datasets for various data science projects. The
dataset encompasses a wide array of medical data, including patients’ symptoma-
tology, diverse diagnostic profiles, symptom descriptions, precautionary measures
associated with symptoms, and numerical indicators of symptom severity, graded on
a scale from 1 to 10. Each severity rating reflects the intensity of symptoms, with 1
indicating the mildest and 10 representing the most severe symptoms [8].

The construction of this dataset involved meticulous curation and compilation
efforts, drawing from a range of sources such as medical records, patient interviews,
and clinical databases. Each diagnosis in the dataset can potentially present up to 17
distinct symptoms, contributing to the dataset’s complexity and richness.With a total
of 5000uniquediagnoses, the dataset offers a comprehensive anddiverse collectionof
medical scenarios, enabling in-depth analysis and exploration of symptom patterns,
severity levels, and diagnostic correlations.

Within the dataset pertaining to symptom descriptions, one can identify prevalent
diseases along with concise descriptions thereof. Conversely, the dataset concerning
symptom precautions encompasses information regarding prevalent diseases, as well
as the corresponding measures to be undertaken when a patient presents symptoms
indicative of a specific ailment.

After data collection and the establishment of datasets for analysis, the subse-
quent phase involves the implementation of data processingmethods. Thesemethods
encompass three key steps:

• Data Cleaning: This step involves the identification and elimination of errors,
duplicates, and incomplete data. Its primary objective is to ensure data consistency
and quality. In this stage, missing data, duplicate values, and certain unnecessary
information were eliminated.

• Data Normalization: This step entails standardizing the format and measurement
units of the data. It is crucial for facilitating data comparison and analysis across
different datasets.

• Data Transformation: In this phase, raw data undergoes conversion into a suitable
format for analysis. This process enables the transformation of data into a struc-
tured and analyzable form. This step was applied to the dataset comprising the
severity of symptoms and was verified as data [9].

Prior to analysis, the dataset underwent a rigorous data processing pipeline to
ensure its quality and suitability for analysis. The data cleaning phase involved several
key steps. Firstly, missing values were identified and handled using appropriate tech-
niques such as imputation, wheremissing values were replacedwith estimated values
based on the data’s distribution or other statistical measures. Outliers, which could
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skew the analysis results, were detected and addressed using statistical methods like
Z-score analysis or interquartile range (IQR) method.

Text data preprocessing was also an integral part of the data processing pipeline.
This involved tokenization, where symptom descriptions were split into individual
words or tokens, and lemmatization or stemming to reduce words to their base or root
form for standardization.Additionally, stopword removalwas performed to eliminate
commonly occurring words that do not carry significant meaning in the context of
symptom analysis.

Furthermore, data normalization techniques were applied to standardize numer-
ical indicators of symptom severity. This ensured that severity ratings across
different symptoms were on a consistent scale, facilitating meaningful comparisons
during analysis. Categorical variables, such as diagnostic profiles and precautionary
measures, were encoded using techniques like one-hot encoding to convert them into
a numerical format suitable for analysis.

Once the data was cleaned, preprocessed, and normalized, it was structured and
organized into a coherent format for efficient analysis. This involved categorizing
and indexing the various data attributes, such as symptoms and diagnoses, for easy
retrieval and manipulation. The processed dataset provided a reliable foundation for
exploring symptom patterns, severity levels, and diagnostic correlations in medical
research and analysis.

The data was prepared for the future analysis by the methods mentioned above, to
be further processed by the NLP techniques that will be detailed in the next chapter.

4.3 Medical Data Analysis Using NLP and Big Data

After the initial data has undergone verification and preparation for analysis, the
subsequent phase involves an examination of the descriptive text associated with
the symptoms of each disease. This analysis encompasses two main components.
Firstly, the process of tokenization is employed, whereby symptom descriptions are
segmented into individual words or phrases. Following this, text processing tech-
niques including stopword elimination, lemmatization, or stemming are applied to
normalize and streamline the text. Secondly, a sentiment analysis is conducted to
evaluate the emotional context of the symptom descriptions. This aspect of the anal-
ysis is instrumental in identifying symptoms that may be perceived as more severe
or distressing by patients.

Through Fig. 4.1 it is shown a word cloud generated by tokenizing and elimi-
nating stopwords to analyze symptom descriptions. In this visualization, larger sized
words indicate higher frequency of appearance within the symptom descriptions.
Consequently, the visualization offers a swift overview of the most prevalent terms
in the symptom descriptions across the examined dataset. Observing the word cloud,
“infection” emerges as the most prevalent term in the description of patients’ symp-
toms, closely followed by “liver”. This suggests a notable occurrence of liver diseases
or various infections among the analyzed patients.
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Fig. 4.1 Word cloud of symptom description

The symptom description dataset contains concise descriptions of the most preva-
lent diseases among patients. Figure 4.2 illustrates a graph depicting the most
common words extracted from the symptom descriptions within the dataset. This
visualization offers a rapid overview of the terms frequently utilized to depict
symptoms, offering valuable insights into prevalent patterns observed in reported
symptoms.

Identifying themost frequently occurringwords provides insight intowhich symp-
toms are prevalent ormost relevant among patients. This can be useful for doctors and

Fig. 4.2 Top 20 most common words in symptom descriptions
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Fig. 4.3 Most common symptoms across all diseases

researchers in managing and analyzing medical data, as well as identifying trends or
correlations between certain symptoms and medical conditions. It can also provide
clues for prioritizing or focusing certain aspects of healthcare within a health system.

Through Fig. 4.3 topic modeling was applied using latent Dirichlet allocation for
each disease in order to identify common topics within the symptom descriptions for
each disease, providing deeper insights into the nature of symptoms associated with
different diseases. TheCountVectorizermodulewas also used to transform the textual
data (symptomdescriptions) into a bag-of-words representation. The resultingmatrix
contains the frequency with which each term appears in symptom descriptions. The
output provides a deeper understanding of latent patterns in symptom descriptions,
which provide relevant information for disease diagnosis and management.

The chart exemplified in Fig. 4.4 represents an association between the diseases
in the dataset and the clusters obtained by preprocessing the symptom descriptions,
apply TF-IDF vectorization, and use k-means clustering to cluster similar symptom
descriptions. Each row in the table corresponds to a disease and each column corre-
sponds to a cluster. The values in the chart indicate the belonging of each symptom
associated with the respective disease to a certain cluster. Through this representa-
tion, patterns or associations can be identified between the symptoms associated with
different diseases and the clusters obtained, which can provide useful information in
understanding the similarities and differences between the analyzed diseases.

For this illustration, the silhouette score was computed, yielding a value of
0.7567, indicating well-defined clusters. This suggests that the clustering algorithm
successfully discerned notable patterns in the data.

Given the notably elevated concentration in cluster 7, it suggests a cluster of
diseases sharing similar symptoms, predominantly grouped within cluster 7. This
insight could be highly beneficial in unraveling the interplay between symptoms and
diseases, offering valuable insights for diagnosis and treatment.
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Fig. 4.4 Clustering of disease symptoms

Table 4.1 displays alphabetically the top 10 diseases from cluster 7 along with
their specific symptoms. Some similarity can be observed among certain symptoms,
which reinforces the integration of diseases into a common cluster.

In summary, clustering based on symptoms proves to be a valuable tool for
unraveling the intricate connections between symptoms and corresponding diseases.

Big data assumes a pivotal role in the analysis and interpretation of exten-
sive quantities of medical data, yielding substantial advantages across domains
including medical research, healthcare provision, pharmaceutical innovation, and
related spheres. Big data empowers researchers and healthcare practitioners to scru-
tinize and discern intricate patterns and trends within medical data. Big data can be
used to anticipate health risks and take preventive measures before problems become
severe. By analyzing historical medical data and other environmental and lifestyle
factors, potential health conditions or risks can be identified, and steps can be taken
to manage or prevent them.

By applying big data technologies to the analysis and interpretation of medical
data, new and promising opportunities for improving health systems and providing
more efficient and personalized care are opening up.
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Table 4.1 Top 10 symptoms for the diseases in cluster 7

Disease Symptom_1 Symptom_2 Symptom_3 Cluster

Acne pus_filled_
pimples

restlessness scurring 7

AIDS muscle_
weakness

patches_in_throat high_fever 7

Alcoholic
hepatitis

yellowish_skin abdominal_pain swelling_of_
stomach

7

Allergy continuous_
sneezing

shivering breathlessness 7

Arthritis muscle_
weakness

stiff_neck sewlling_of_
stomach

7

Bronchial
asthma

cough high_fever breathlessness 7

Cervical
spondylosis

back_pain weakness_in_limbs vomiting 7

Common cold continuous_
sneezing

chills fatigue 7

Dengue chills high_fever vomiting 7

Diabetes weight_loss restlessness lethargy 7

4.4 The Impact and Implications in Medical Practice

ByusingNLPandbig data technologies in the diagnosis andmanagement of diseases,
a series of significant benefits can be created that can contribute to an evolution of
medicine due to several factors. First, NLP technologies allow detailed analysis
and interpretation of information from patients’ medical history, including reported
symptoms and test results. This can lead to the early identification of diseases or
medical conditions and their more accurate diagnosis.

Furthermore, through big data analysis, it is possible to keep track of each patient’s
medication and medical history. Consequently, treatments can be personalized based
on each patient’s needs and how they have responded to medications taken in the
past.

By continuously monitoring health-related data as well as risk factors, big data
technologies can help identify patients at high risk of developing chronic diseases
and implement preventive measures or early interventions to help patients.

Another significant benefit is the optimization of resources and costs through the
utilization of big data and NLP technologies. By accurately analyzing data, patients
with urgent medical needs can be more easily identified, allowing medical staff to
focus on patient care based on existing data [10].

Furthermore, the utilization of NLP and big data technologies can facilitate
the interpretation of information from medical documents, potentially improving
communication among healthcare professionals and resulting in better collaboration
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between medical teams. The use of big data and NLP analyses in disease diagnosis
and management contributes to the enhancement of the medical field [11].

4.5 Conclusion

This paper explores the intersection ofNLPand big data in healthcare and its potential
impact. Key concepts and techniques in the development and implementation of NLP
solutions are presented, including Tokenization, Sentiment Analysis, Word Embed-
dings, and Big Data Analytics. The next chapter is dedicated to data collection and
processing. Analysis was conducted on four datasets: the first consisting of diseases
and their various symptoms, the second containing precautionary measures for
specific symptoms, the third comprising concise disease descriptions, and the fourth
comprising symptoms and their severity. The datasets were cleaned, normalized, and
then transformed for further analysis.

In the initial phase of the analysis, the dataset underwent a tokenization process,
followed by text processing techniques such as lemmatization and stopword elim-
ination. The outcomes are represented through a word cloud, showcasing the most
frequently encountered terms in the symptom descriptions of the analyzed dataset.
Additionally, a bar chart displays the top 20 most common words in the symptom
descriptions. This visualization aids doctors and researchers in analyzing medical
data and focusing on the primary symptoms of patients.

Furthermore, the latent Dirichlet allocation algorithm was applied to each
disease to identify the most common topics within each symptom. Additionally,
the CountVectorizer module was utilized to transform the symptom data into a
unified representation. TF-IDF vectorization was applied, and k-means clustering
was employed to group the symptom descriptions. From the analysis, the silhouette
score was calculated, yielding a value of 0.7567, indicating a well-defined clustering.
In the final section, the impact and advantages ofNLP and big data inmedical practice
were described.

Moreover, the fusion of big data with Natural Language Processing (NLP) tech-
niques extends the horizon of possibilities even further. By leveraging NLP algo-
rithms on vastmedical datasets, healthcare professionals can extract valuable insights
from unstructured textual data, such as patient records, clinical notes, and medical
literature. This integration not only enhances the depth and breadth of analysis but
also facilitates more nuanced understanding and interpretation of medical informa-
tion, thereby fostering more informed decision-making and advancing the frontier
of healthcare innovation.
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Chapter 5
Enhancing the Involvement Level
of Volunteer Students in the Academic
Community: Efficient Usage of Digital
Resources

Laurentiu-Gabrie Dinca and Vlad Diaconita

Abstract This study analyzes the attitudes and behaviors of student volunteers
within the academic community, focusing on the impact of the COVID-19 pandemic.
Employing quantitativemethods, includingChi-squared and t-tests, we explored how
volunteer involvement correlates with academic progression and varies by gender
with respect to the use of digital tools. We found that students’ expectations for post-
pandemic volunteering are significantly positive, indicating a strong commitment to
continuing their volunteer activities. Satisfaction with remote volunteering during
the pandemic was also positively linked to the continued use of digital platforms
for volunteering. These findings point out the need to enhance digital platforms to
improve volunteer interaction and engagement. Future research should incorporate
qualitative methods to provide deeper insights into the motivations and experiences
of student volunteers.

5.1 Introduction

Volunteering is defined as freely giving time to help others, traditionally through real-
life “offline” activities [1]. Known as in-person volunteering, such actions involve
dedicating effort and time resources to help organizations, or communities, such as
family or neighborhoodwithout the immediate use of digital tools and platforms. This
kind of activity offers a unique set of benefits such as personal connection between
peerswho share the same ideology and cause and skill development [2, 3].Unlike paid
work, volunteers usually do not receive immediate financial compensation [4]. Yet,
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their contributions significantly benefit others and even themselves in the long run,
usually by enriching their cultural capital [5]. Students acknowledge various motiva-
tions and benefits from volunteering, yet instrumental and career-related motivations
seem to be statistically indistinguishable from altruistic, value-driven motives and
social or ego-defensive factors [6].

Online volunteering represents a new form of civic engagement emerging from
the digital transformation of society. While traditional volunteering is experiencing
a descending slope, even among younger demographics [7], online volunteering
offers a potential approach to reinvigorate civic participation and possibly address
societal inequalities. Online platforms can attract those not typically involved in
offline volunteering, potentially democratizing civic engagement, and counteracting
existing social stratifications. However, empirical evidence is somewhat limited
whether online volunteering can truly mitigate societal inequalities by mobilizing
new groups of participants [8].

As universities aim to create and develop a sense of community involvement
among their students, it is essential to focus on encouraging their active participa-
tion beyond their classes and comfort zone. In this matter, volunteer associations
encounter multiple challenges with today’s education landscape. To address these
challenges, organizations need to focus on creatingmeaningful, autonomous roles for
volunteers, fostering supportive relationships, and maintaining regular appreciation
communication.

Although involving yourself in different types of activities as a volunteer has been
shown to be beneficial fromboth a personal and a professional perspective, constantly
motivating students is a risk that must be properly assessed and monitored. There are
a variety of factors, such as time constraints, lack of awareness or motivation, and
competing priorities, that can interfere with the level of participation of a student
volunteer in an academic community.

After 2 years since the COVID-19 pandemics ended, we can observe that it has
completely changed the concept of volunteering in our academic community. Going
back to 2019, our university center represented the home of nine student volun-
teering associationswhichwere representing not only the students from theBucharest
University of Economic Studies, but from the entire community of students living in
our capital city. In those days, the concept of an online or hybrid approach was not
representing a feasible solution in terms of planning, scheduling, and carrying out
the activities of a project.

In March 2020, the sudden transition from traditional classes to online learning,
due to the COVID-19 pandemic, was facilitated by using digital resources and plat-
forms, used to ensure academic continuity. At that time, extracurricular projects and
activities were suspended, highlighting the unforeseen challenges faced by student
volunteer associations. From this perspective, the coordinators and project managers,
who could not imagine of a scenario in which the activities are not held on campus,
were required to explore alternative methods of delivering qualitative workshops and
development projects for students, in a virtual environment.

A response to these changes was made by trying to adapt all the activities that
the volunteer organization was holding to the digital environment. An interesting
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example would be Freshmen’s Prom from 2020,1 an event organized during the lock-
down, exclusively held online, with the use of social media platforms, by applying
the model of a live stream. Of course, such an action received both constructive and
negative feedback. From a logistical approach, the conclusion was that such an event
would not be reasonable to take place online for a second time.

This article examines the influence of digital resources on the participation of
student volunteers within the academic community, especially in the context of
the post-pandemic educational landscape. To guide our research, we formulate the
following research questions based on specific aspects of student volunteer behavior
and attitudes.

• RQ1: Is there a significant relationship between a student’s year of study and their
involvement in volunteering activities while attending the university?

• RQ2: Is there a significant association between gender identity and the belief that
digital resources can improve student involvement in volunteering activities?

• RQ3: How do students envision their involvement in volunteering activities
changing as we move forward from the pandemic?

• RQ4: How did the pandemic affect the level of involvement of student volunteers?
• RQ5: Is there a significant relationship between students’ level of satisfaction

with the remote/virtual volunteering activities during the pandemic and their
intention to use a digital platform that connects student volunteers with different
organizations on campus?

Following this introduction, each section builds on the initial discussions to extend
our understanding of this issue. The literature review analyzes studies on the effec-
tiveness of digital platforms and engagement strategies, pointing out how changes
in volunteerism impact civic participation within universities. The Methods section
details the research approach and techniques used to collect and analyze data from
student volunteers at the Bucharest University of Economic Studies, emphasizing
the integration and impact of digital tools. In the Results and Discussion section,
we present and interpret the data, focusing on how digital resources influence volun-
teer participation across different student demographics and during distinct phases of
their academic careers. TheConclusions andFutureWork section summarizes the key
findings and proposes directions for further research, particularly improvements in
digital platform features and strategies to enhance interaction and cooperation among
student volunteers. This organized exploration ensures a thorough investigation into
the role of digital advancements in volunteer engagement, aiming to contribute to
enhancing community involvement in higher education settings post-pandemic.

1 Freshmen’s PROM at Bucharest University of Economic Studies in 2020: https://www.facebook.
com/share/v/Ma5NcoXRj2X1cMLk/.

https://www.facebook.com/share/v/Ma5NcoXRj2X1cMLk/
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5.2 Literature Review

The current section looks at strategies to improve participation among student volun-
teers within the academic community, focusing on the effectiveness of tools such as
digital platforms. We have identified various perspectives and related studies in this
area. The following review synthesizes the findings of relevant studies in student
participation, the use of social networks in education, or service learning.

In the past 20 years, universities have increasingly recognized the value of student
volunteerism, both for the impact it has on communities and the positive learning
experiences it provides to student volunteers. However, encouraging a culture of
volunteerism and ensuring sustained participation can be challenging [9].

Several studies have shown that volunteering experiences can cultivate a sense of
civic responsibility, develop valuable skills such as teamwork and communication,
and enhance student career prospects [10]. Therefore, by actively participating in
volunteering, we can contribute to our general well-being by expanding our social
networks, promoting self-confidence, and a sense of purpose.

Volunteering intentions increase when people are exposed to social information
about similar groups (ingroups, “us”) compared to dissimilar groups (outgroups,
“they”), an effect mediated by group identification and the anchoring effect [11, 12].
One study emerged from on a survey-based experiment in German universities in
which 245 responseswere collected and analyzed usingANOVAand t-tests [13]. Key
controls included student status (whether participants were currently studying at the
institution), stay at the university (continued enrollment in the following semester),
gender (due to its potential influence on volunteering decisions), current volunteer
status (as previous engagement predicts future contributions), and available free
time (measured in hours per week). Senior citizens were presented as an outgroup
for university students. The results of the study emphasize the need to strategically
employ two aspects of social information: constructing reference group informa-
tion to enhance group identification and willingness to volunteer, and providing
information about group performance at an appropriate level to motivate potential
volunteers.

Despite the documented benefits, several challenges can deter student volun-
teerism. Time restrictions, lack of awareness of opportunities, and difficulty finding
placements that align with their interests can all contribute to low participation rates
[10, 14]. Additionally, traditional methods for promoting volunteer opportunities,
such as flyers and bulletin boards, may be less effective in reaching today’s digitally
connected student population.

Digital resources have immense potential to overcome these challenges and
improve student volunteer engagement. Online platforms can serve as a central hub
for disseminating information about volunteer opportunities, allowing students to
easily search andfilter options according to their interests, availability, and skills [15].
Social networks can be used to create online communities for volunteers, fostering
communication, collaboration, and a sense of belonging.



5 Enhancing the Involvement Level of Volunteer Students … 53

Furthermore,mobile applications canprovide real-timeupdates, streamline volun-
teer management tasks, and offer gamification elements to increase motivation and
engagement.

Although existing research acknowledges the potential of digital tools in educa-
tion and volunteerism, there is a gap in understanding how these resources can be
specifically used to optimize student volunteer participation within the academic
community. This study aims to address this gap by investigating the specific features
and functionalities of digital resources that can effectively attract, engage, and retain
student volunteers within the university setting.

5.3 Materials and Methods

Stepping into the current section, we will concentrate in inspecting the factors influ-
encing the level of participation of volunteer students from The Bucharest University
of Economic Studies (ASE), with a specific focus on the efficient usage of digital
resources. From this perspective, a quantitative survey was chosen to collect compre-
hensive and structured data from a diverse sample of volunteer students. Using such
a methodology offers a practical approach to collect quantitative insights on student
behavior, preferences, and perceptions related to the use of digital resources in the
context of volunteering activities. For the purpose of this paper, the use of quantitative
methodology offers us a reliable and efficient way to make a precise and objective
statistical analysis to properly identify the possible patterns and trends in regard to
the volunteering activities.

Moreover, based on the feedback received from the respondents, we will manage
to propose the design andMVP2 of a specialized digital platform, dedicated to student
volunteers, orientated to efficient communication and sharing experiences.

Before launching the main survey, a pilot study was conducted, involving five
volunteer students to pre-test the survey instrument. This pre-test phase allowed us
to identify potential uncertainties or concerns in the survey questions, ensuring that
the final instrument is valid and reliable for accurately capturing the intended data.

The research was carried out between 23 and 30 March 2024, within students
of the Bucharest University of Economic Studies. During this period of time, 159
respondents have answered this survey. The educational level of the participants
included all three existing levels of education in our community: bachelor’s,master’s,
and doctoral degrees, while the age spectrum varied between 18 and 26 years
old, reflecting a diverse range of respondents, having a different perception of
volunteering and active involvement in the academic community.

The survey consisted of a series of 25 questions structured around the experience
of volunteering before, during, and after college; between and after pandemics; the
obstacles encountered during pandemics; the potential usability; and the impact of a
dedicated social media platform for volunteers.

2 Minimum Viable Product (MVP): What is it & Why it Matters (atlassian.com).
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From this sample, approximately 8 in 10 respondents have done at least one
volunteer activity, regardless of their type of environment. In the same manner, after
screening those respondents, a percentage of 84% of the students were actually
involved in volunteering activities in our academic community, and hence we can
conclude that most of the students involved in activities as such have a necessary
background to extend their expertise.

Asked whether digital resources may enhance student participation in volun-
teering activities, by using a Linkert scale with five options, a percentage of 79.25%
of respondents have positively appreciated the impact of this proposal, while 80.5%
of respondents would be interested in using a digital platform that connects student
volunteers within our academic community.

Furthermore, using a similar scale, respondents were asked to rate the importance
of implementing a specific set of features for a digital platform: Ability to search
for diverse opportunities from our community, based on your personal interests and
skills, progress tracking, communication tool to connect with your colleagues from
other organizations (chat, video conferencing), open access to training materials
and resources, calendar for upcoming activities, task management.

At a close ratio, having the mean score of 4.43, and 4.40, respectively, out of
the maximum score of 5.00, the volunteer students would find it very useful to have
implemented a personalized search bar to filter out the events and projects in which
they want to take part, based on their personal interests or skills, and to have open
access to training materials. On the third place, the task management component was
also appreciated as being relevant to the target audience.

Besides this ranking, all of the listed features have been evaluated, on average,
with the minimum score of 4.00, or higher, but an interesting aspect is that the
least preferred option was the progress tracking tool, designed to properly assess
the actual level of involvement of the student volunteers in their activities, and the
communication tool, an already existing componentwhichmight be easily associated
with a basic social media application.

For RQ1, we employed a contingency table to explore relationships between
the student’s year of study and their participation in volunteering at the university,
analyzed using the chi-squared test for independence. For RQ2, a similar method
was used to examine the link between gender identity and perceptions about digital
resources in volunteering. Additionally, for RQ3, we conducted a one-sample t-test
to determine if students’ expectations about their future involvement in volunteering
activities post-pandemic were significantly different from a neutral standpoint (a
score of 3 on a Likert scale). Similarly, for RQ4, we conducted a comparison between
the level of involvement of students before and after the pandemics, in order to better
understand the impact of the medical crisis on the behavior of young adults. For
RQ5, we conducted an inferential analysis to assess the relationship between the
satisfaction level of students while attending remote activities during the pandemic
and the interest in using a digital platform.
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5.4 Results and Discussions

Our statistical analysis provided insights into the volunteering behavior of university
students across different demographics and periods. For RQ1, the chi-squared test
showed a significant relationship between the year of study and volunteering involve-
ment (chi-squared statistic: 9.121, p= 0.0277), indicating that students’ participation
in volunteering activities varies significantly with their academic progression.

When addressing RQ2, we found a significant association between gender and
perceptions of digital tools for volunteering (chi-squared statistic: 16.195, p =
0.0397). This suggests that there may be gender-specific preferences or experiences
with digital volunteer platforms, emphasizing the need for targeted digital resources
that cater to diverse student groups.

For RQ3, the one-sample t-test showed that students’ expectations about their
post-pandemic volunteering involvement were significantly more positive than
neutral (t-statistic = 8.017, p < 0.001). This finding implies a strong inclination
toward increasing or maintaining their volunteering activities after the pandemic,
possibly reflecting a renewed sense of community and social responsibility.

When analyzing the output for RQ4, it is shown in Fig. 5.1 that for first- and
second-year students there is a decrease in their level of involvement. This could
be explained by the fact that they were sophomores during the pandemics, so they
had limited resources in terms of volunteering activities and personal development
opportunities.

Nonetheless, we observed an increase of approximately one point in terms of
involvement level for third-year students, the generation, who entered the university
by using a virtual environment back in 2021, was eager to explore the benefits
of leveraging digital platforms for both academic and extracurricular means. This
positive shift in engagement emphasizes the enthusiasm of students accustomed to
virtual learning environment to embrace technology as a tool for collaboration and
community impact.

Another interesting aspect worth mentioning is that, in the case of our fourth-
year students, exclusively coming from the Law Faculty, all of the respondents have
graded their involvement level after the pandemic with the highest maximum score
of 5.0 and this might be explained by the fact that they were actively involved in
creating a new community of students volunteer within their specialty and giving
birth to our newest volunteering association: ASFD.3

For RQ5, we identified a statistically significant positive relationship between the
satisfaction of the students after performing remote activities during the pandemic
and their interest in using a digital platform for volunteer activities (r = 0.426, p
= 0.0004). This suggests that a higher level of participation in volunteering activi-
ties is associated with a greater interest in leveraging technological instruments for
volunteer purposes.

These findings highlight the importance of considering academic progression and
gender differences in designing and promoting volunteering opportunities. They also

3 ASFD | Law Faculty Association (Asociaţia Studentilor din Facultatea de Drept).



56 L.-G. Dinca and V. Diaconita

Fig. 5.1 Comparison between involvement level before and after the pandemic

suggested that after the pandemic, universities have opportunities to leverage positive
sentiments toward volunteering by facilitating and improving digital platforms for
student engagement.

5.5 Conclusions and Future Work

This article investigated the current perceptions and preferences of student volunteers
active in the academic community, assessed the impact of the pandemic on their
volunteer activities, and compared the behavior of student volunteers from 2020 to
2024. This is central not only to developing the sense of appreciation among students
but also to leveraging their hard and soft skills.

The results of the quantitative research suggest that a dedicated digital platform
would have a positive impact on volunteer students. This indicates that new genera-
tions are likely to adapt to a hybrid environment, where onsite activities are going to
be planned and discussed using a certified digital solution. However, we must also
consider the possibility that we might not observe significant improvement in terms
of interactivity between volunteers from different groups, or associations.

While our study suggests that the platform would provide numerous benefits, it is
important to assess the potential challenges. One significant concern is whether the
digital solution will effectively enhance interactivity.
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From the platform design perspective, the lack of interactivity might be due
to limitations in the proposed platform’s features, such as the absence of discus-
sions forums, or project collaboration tools that encourage interaction among diverse
groups. Limited adoption of the platform by student volunteers could also diminish
the potential for interactivity. In such cases, efforts may be required to increase
awareness and promote greater adoption of the platform among the target audi-
ence. Additionally, the digital platform may not address deeper underlying issues
that hinder interactivity, such as a lack of incentives for intergroup collaboration or
limited opportunities for joint projects.

Without improvements in this area, the platform’s overall impact could be limited.
To address these potential limitations, future research could explore several avenues.
Conducting user experience research with student volunteers could prove valuable
in identifying functionalities that would foster interactivity between different volun-
teer groups, thus optimizing platform design. Furthermore, developing strategies
to promote the platform and incentivize student volunteers to actively use it could
encourage broader adoption. Investigating the organizational structures and poli-
cies that might hinder intergroup collaboration among student volunteers could also
provide insight.

Universities have the potential to play a pivotal role in addressing these chal-
lenges. The administration could support platform optimization by providing the
necessary funding for the user experience research and collaborating with devel-
opers or architects to ensure the platform meets the needs of student volunteers.
In addition, the university representatives could also launch awareness campaigns
inside the campus to properly promote the platform, highlighting its benefits, and
encouraging its use among the students. Moreover, by organizing workshops and
training sessions with specialists from the academic community, including alumni,
the universities can equip the studentswith the skills needed to effectively use the plat-
form. Finally, universities can facilitate intergroup collaboration by creating internal
policies that encourage joint projects and provide necessary space for students to
meet and collaborate within the campus.

To conclude, while the introduction of a dedicated digital platform for students’
volunteers shows a great opportunity in mitigating to a hybrid environment for plan-
ning and holding the volunteering activities, careful consideration must be given to
its design and implementation. By addressing the potential challenges and leveraging
the support of university administrations, we can create amore interactive and collab-
orative space for student volunteers. This will not only enhance their volunteering
experience, but also build a stronger sense of community and shared purpose among
diverse groups.

As we move forward, continuing the research from a qualitative approach and
engaging with the student community will be essential in refining the platform to
meet their evolving needs, ensuring its long-term success and impact on volunteerism
in the academic community.
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Chapter 6
Intelligent Models in Power Delivery
Management for Economic Damage
Computation

Mariana Dumitrescu

Abstract The presented article shows economic aspects of the power delivery
systemsdue to loss of functional continuity.Complex power systemsneed tomaintain
their fault-tolerant operational stage. On this purpose intelligent models are used to
compute the availability, taking in account the devices dependency (dependability).
The intelligent models are meant to take in account the informatics/automation
system action, designed to maintain the fault-tolerant stage. An algorithm is built
for delivery system steady-state performance computation. The measurable results
are presented for a real power delivery case study. Delivery power flow and energy
losses are used for the economic study with the economic damage computation. The
20 kV power station was monitored and supervised for 1-year interval.

6.1 Introduction

The energy continuity must be analyzed both from the point of view of the distrib-
utor—through the component elements of the distribution network- and from the
point of view of the receivers—as sources of disturbances. A good quality of the
product and the service in the electrical delivery networks is obtained through the
availability (dependability) of the system.

Availability is one of the key parameters in electricity distribution networks
because continuity in the supply of consumers is a priority. The availability values are
very high, 99.98% for a domestic consumer and 99.996% for an industrial consumer.
These high levels of availability are achieved by configuration of electrical networks
and appropriate delivery maintenance management procedures [1].

Continuity in supply results from the behavior of the entire energy system, which
must satisfy adequate static and dynamic conditions, through the existence of suffi-
cient sources in the system, to ensure the consumer’s demand and an appropriate
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response to the dynamic processes that occur, when the system passes from one state
to another other. The evolution of an installation is characterized by a sequence of
states of operation, failure, stoppages for unplanned repairs or planned repairs, the
moments of occurrence as well as their durations being of a deterministic or random
nature [2].

The assessment of safety in the operation of energy installations can only be done
with the help of numerical indicators of a probabilistic nature, necessary to express
different aspects of the system’s behavior: the average duration of operation in a time
interval (0, t); the average failure duration in a time interval (0, t); the average number
of defects in a time interval (0, t). The calculation of these quantities is carried out
by the methods proposed by the reliability of the systems, capable of reproducing,
as faithfully as possible, the states the system goes through in a time interval [3].

6.2 Intelligent Models in Power Systems Delivery
Continuity Management

6.2.1 Neural Networks

The main specific operational features of the electricity production, transport, and
delivery process are the voltage and frequency of the delivered energy which must be
kept within certain precise limits close to the nominal values, as there is no possibility
of storing electricity. The generators must constantly follow the power variations
requested by the consumers; the location, separation, and remedy of the damages
that have occurred must be done as quickly as possible to avoid their extinction.

Themanagement of the systems expresses the requirement that the quality quantity
follows a reference quantity r, specified a priori in the context of the disturbance p.
This is achieved by elaborating a decision regarding the appropriate evolution of
the command quantity u, elaboration resulting from the processing of the measured
information y and eventually, when possible, of the disturbance p. The structure of
such a regulator is shown in Fig. 6.1 [4].

Neural networks represent the object of study of the interdisciplinary field, located
on the border between engineering, cognitive sciences, computer science, and funda-
mental sciences. The main topics are the presentation of the basic problems of the
design of automatic regulation systems, the management carried out with the help

Fig. 6.1 A general control
system
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of neural networks, and some major problems that arise when implementing them
within the power systems.

The use of neural networks (NN) for the optimal control is possible if a priori
information about the process is known and it can be described deterministically. If
estimated information is obtained, the designed regulator can reach an optimum. As
the decision block accumulates more information about the unknown functions or
parameters, the control law will be modified with the updated information in order
to improve the system’s performance [5, 6]. The online learning model for a process
considered static is presented in Fig. 6.2. The design of power systems requires
conditions of stability, robustness, and a response with good dynamics, conditions
that cannot be obtained at the same time for a wide class of systems. The objective of
the system is to obtain the desired output of the process r, provided that the input of the
process that causes this output is known. For a dynamic process, the trained network
must be provided with a sequence of recent outputs in addition to the current output
of the process. This will allow the current state of the process to be reconstructed
based on the most recent output history (Fig. 6.2) [7].

The neural system can have a neural regulator with 6-8-2 neurons, respectively,
on the three layers, input, hidden, and output, and a modeling network with 12-
14-2 neurons, respectively. The two subnets work with different durations during

Fig. 6.2 NN static (a) and
dinamic architecture (b)
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Fig. 6.3 NN dinamic
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a sampling interval. In the first moment, the modeling network works, using the
error between the output of the process and its output. Then the weights in the neural
controller aremodified as adaptive parameters, based on the error between the desired
output of the driven system and the output of the previously trained model network.

In this second moment, the propagation of errors for the training of the regulator
network is done through the model network, after its training, keeping its weights
obtained by training at the first moment.

Parallel processing has provided a new direction in control systems engineering.
The role of computerized control and the use of the computer in the design process
has increased, implicitly leading to total dependence on it. The general purpose
should be oriented toward a distributed and reliable (fault tolerant) control such as,
for example, testing at numerous points of a large system such as the power system
[8].

The need to obtain a high performance for a control system designed to work
in real time implies the use of a new architecture that meets the requirements. The
control systems must be parallel because they work in a real world, where paral-
lelism is a natural phenomenon of everyday life. A dynamic system is described by
differential equations that often have a laborious, sometimes almost impossible solu-
tion. Although most neural networks are static, a dynamic process can be modeled
in discrete time by providing the network with training examples consisting of past
inputs and outputs of the process (Fig. 6.3) [9].

6.2.2 Decision Trees

One of themostwell-known automatic learningmethods is the decision treesmethod,
which uses a restrictive representation of logical propositions specially built for
learning, this method being very attractive for three reasons: offers hypotheses that
give good results in new situations, is unused in the construction process; has a
reduced calculation time, which is directly proportional to the number of examples
and attributes that describe an example; and provides a representation that is easily
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understood by human operators. An automatic learning system includes three stages:
generating the database, extracting the information, and processing it [7].

Three databases which are used in an automatic learning system are:

– the primary database;
– the training base that contains the relevant data on the basis of which the automatic

learning system is built;
– the knowledge base containing the input/output interdependence relations

“learned” by the intelligent system.

Since MS SQL 2000 allows the definition and use of relational databases, the
implementation of the three databases is very easy, as they can be incorporated into
one. The link between the three modules is achieved by defining interdependence
relationships and stored procedures, through which data from a certain module is
modified based on changes in another module.

The training base contains data about different states of the power system. These
are made up of training examples, each example being characterized by the state of
the power system (states of power lines, values of active/reactive power generated/
consumed, state of adjustment means, and so on.) and by the value of an indicator
for voltage stability assessment [7, 9].

The knowledge base contains the decision tree built based on the training set
(the examples from the training base). Each element of this database is described by
the node number, the attached test, the related training set, and its two children. By
defining the interdependence relationships between the three bases and using triggers
and calculated columns, a change in an input value (for example, the voltage value
in a node) will instantly generate a change in another value (for example, the voltage
stability index). Thus, the use of an automatic learning system for the analysis of
the voltage stability of the SEE is very simple and fast, lending itself to an online
implementation [7, 8].

A decision tree is a binary ormultipath tree with the property that its nodes contain
many examples. The root of the tree contains the entire set of examples, and its leaves
contain examples that are either only positive (“YES” node) or only negative (“NO”
node). Information extraction is the essence of building a machine learning system.
Starting from the information stored in the database, in this stage the intelligent
system that can learn is built (a decision tree, a regression tree, an artificial neural
network, and so on.) [4].

6.2.3 Discrete Models of Petri Nets

To evaluate the availability of systems, it is necessary to use appropriate methods
and to know their modeling power. WithinMarkov models, the model of continuous-
time Markov Chains (MC) is equivalent, in terms of modeling power, to the model
of Generalized Stochastic Petri Nets (GSPN). The use of these models in the case of
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complex systems is limited by the large size of the state space and the large volume
of calculations.

Another limitation, specific to the MCmodel, is the difficulty in creating the state
space, for the case of complex systems. This difficulty can be removed by using the
model of generalized stochastic Petri nets, the accessibility tree associated with the
GSPN being isomorphic to the MC system.

The model is specific to systems in whose evolution there are states with random
duration, of exponential distribution, and transient states of negligible duration. They
use stochastic, exponentially distributed, and instantaneous transitions (with zero
timing). In system dependability assessment, they present two subnets: the event
modeling subnet (SME), consisting of stochastic transitions (failure, restoration);
the logical subnet (SL), giving the logical performance conditions, as well as the
functional dependency consisting of instantaneous transitions.

The SL logical subnet creates several difficulties in using the model, as follows:

– the accessibility tree (AT) associated with PN presents several transient states
(states that validate the execution of instantaneous transitions from SL). These
states do not belong to the set of distinct steady states for the evolution of the
system, they are additional states, which create an increased degree of complexity
in the assessment of dependability (like protection/automation actions, which are
mandatory to keep the power system fault tolerant);

– has a large number of places;
– for the modeling of the system with restoration, the additional construction of

a logical subnet SL’ is necessary, complementary to the logical subnet of the
system without restoration SL (which models the logical restoration conditions
of the system). For this reason, it is difficult to realize the PN for complex systems
with restoration.

Figure 6.4 presents the delivery MV system with 13 transformer posts (PT) and
the distances [m] of the cable sections between each two of the PT. To evaluate
the system availability/dependability measures, with the help of PN, a calculation
program was developed, which is structured as follows [1, 10]:

– the data input interface: the PN structure with locations and transitions, the initial
state of the PN, the logical conditions for achieving the performance of the
modeled system;

– generation of the AT associated with the PNmodel; elimination of transient states
and generation of reduced AT isomorphic with the MC;

– generating the matrix of transition probabilities associated with MC and solving
the system of algebraic equations to determine the vector of the steady-state
probabilities;

– realization of the disjoint sets of states “Success”, “Partial Success”, “Refuse”,
and the calculation of dependency measures.

With the help of the program, the following results are obtained [1]:
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Fig. 6.4 Initial data for the delivery system

– the structure of the stationary states of the MC (reduced AT markings) with the
links between them;

– coefficients of the system of algebraic equations associated with MC;
– the vector of state probabilities is solved by the Seidel-–Gauss method;
– the disjoint sets of “Success”, “Partial Success”, and “Refuse” states corre-

sponding to the success states of the system;
– the Partial success probability of some significant points in the system PSP

(availability of some parts of the system);
– the Refuse probability of the system PR;
– the Succes probability PS (availability/dependability of the system).

The results are presented in Fig. 6.5 and Table 6.1.
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Fig. 6.5 Delivery system steady-state probability computation window

6.3 Using Intelligent Models in Power Delivery Economic
Damage Computing

Using the results provided by the PN program package and the analysis of the conti-
nuity in the supply of electricity to the consumers for different types of distribution
networks Radial (RDR), Ring (RDI_A and RDI_B), and Curled (RDB), for an opera-
tion time of 1 year, the Safety andEfficiency can be evaluated. Performance indicators
can be computed as the following (Table 6.2).

The continuity indicators refer to long-term interruptions. They are computed
using the proposed algorithm and the models and are presented below:

• System Average Interruption Frequency Index (SAIFI)—the average number of
times that a customer is interrupted during the year;

• System Average Interruption Duration Index (SAIDI)—the sum of the customer
interruptions, divided by the total number of customers served;

• Customer Average Interruption Frequency Index (CAIFI)—the average number
of interruptions per customer interrupted per year;

• Customer Average Interruption Duration Index (CAIDI)—average interruption
duration time for those customers that experience an interruption during the year.

The average frequency of short-term interruptions number takes the power
delivery system short-term interruptions into account and needs to develop the
computation algorithm for the MAIFI indicator (Momentary Average Interruption
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Table 6.1 Availability/dependability computation–power delivery system example. Steady-state
number: 48; transitory state number: 27; total number: 72

Steady-state probabilities

Refuse probability 1.2985473085949e-03 Partial success 1 4.88768810567541e-03

State probability P(i) State probability P(i)

P(65) = 5.16978540947285E-15 P(2)s = 3.63124688447074E-03

P(62) = 1.88984317368446E-14 P(4) = 1.11174568791528E-03

P(59) = 1.88984317368446E-14 P(16) = 1.09128519411818E-04

P(57) = 7.00791097852979E-14 P(18) = 3.34108823579135E-05

P(54) = 5.83774188084809E-12 P(25) = 1.63979424209188E-06

P(51) = 5.83774188084809E-12 P(27) = 5.02040774140705E-07

P(48) = 2.21476342702874E-11 P(35) = 1.09458323456786E-08

P(33) = 7.27309351053396E-09 P(37) = 3.35067108157916E-09

P(44) = 2.21476342702874E-11

Partial success 2 2.41259171959008e-05 Success probability 0.998701478647951

State probability P(i) State probability P(i)

P(8) = 1.37226965319673E- P(0) = 0.960886507009012

P(9) = 4.20135264296932E-06 P(3) = 3.63124688447074E-03

P(11) = 4.20135264296932E-06 P(5) = 1.11174568791528E-03

P(13) = 1.28628976017256E-06 P(6) = 2.88771681975642E-02

P(53) = 3.87507557837895E-12 P(15) = 4.33917462599513E-04

P(50) = 1.26582423909109E-11 P(17) = 1.09128519411818E-04

P(29) = 4.12403105032493E-07 P(19) = 3.34108823579135E-05

P(30) = 1.26261692963721E-07 P(24) = 2.89787310033519E-06

P(31) = 1.26261692963721E-07 P(26) = 1.63979424209188E-06

P(32) = 3.86563896507217E-08 P(28) = 5.02040774140706E-07

P(47) = 1.26582423909109E-11 P(36) = 1.09458323456786E-08

P(39) = 6.19686266953948E-09 P(38) = 3.35067108157916E-09

P(40) = 1.89723673821917E-09

P(41) = 1.89723673821917E-09

P(42) = 5.80859639564858E-10

P(46) = 4.13498657660655E-11

Table 6.2 Power delivery continuity indicators

M[ν(TP)] M[α(TP)] ×
E+04

M[β(TP)] SAIFI SAIDI min CAIDI min MAIFI

RDR 24.3509 7.970515 294.832 8,12 98,24 12,23 79,45

RDI_B 10.8902 7.989541 104.585 3,63 34,86 14,93 27,34

RDI_A 10.5931 7.986165 103.883 3,63 34,86 14,93 27,34

RDB 1.66225 7.998733 12.6627 0,55 4,33 8,56 4,92
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Frequency Index). MAIFI is calculated by dividing the total number of momentary
customer interruptions by the total number of customers served by the utility.

The system-specific availability metrics, presented in Table 6.2, are computed
using the general steady-state performance results from Table 6.1.Mean operational
time is

M [α(T)] = PS · T (6.1)

Mean failure time, during T periodwhen power systemwill not supply the consumers
and the system it is in an outage, is

M [β(T)] = PF · T (6.2)

Mean failure interruptions number is

M [v(T)] =
⎡
⎣∑

i∈S

⎛
⎝Pi ·

∑
j∈R

qij

⎞
⎠

⎤
⎦ · T (6.3)

where

– S is the success steady-state set;
– R is the refuse steady-state set;
– qij is the transition intensity from the success state i in the failure state j;
– Pi is the success i state probability.

The calculations are made for a 20 kV power station, for which active and reactive
energy circulation measurements were made over a period of 1 year, both in summer
and in winter (Tables 6.3 and 6.4).

The active and reactive power delivered on a circuit, for an apparent power of 1
KVA flow, taking in consideration the power factor cosφ of the network, are given
by the relations:

P = 1 cosϕ = 0.855 [KW], Q = 1 sinϕ = 0.517 [KVAR] (6.4)

Active Ensa energy and reactive Ensr energy which was not delivered to the system
level (for Tu = 80000 h the time of the power station use) is

Table 6.3 Active and reactive energy not delivered because of the power interruptions

SAIDI min CAIDI min Ensa KWh Ensr KVARh Enca KWh Encr KVARh

RDR 98.24 12.23 11863.87 3822.792 1476.945 475.9033

RDI_B 34.86 14.93 4209.837 1356.5 1803.008 580.9679

RDI_A 34.86 14.93 4209.837 1356.5 1803.008 580.9679

RDB 4.33 8.56 522.9086 168.4924 1033.741 333.0934
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Table 6.4 The damage because of the not delivered energy due to power interruptions

Loss cost
Euro/h

SAIDI
min

CAIDI
min

System annual
damage Euro/year

Consumers annual damage
Euro/year

RDR 3.800.000 98.24 12.23 6221866 774566

RDI_B 34.86 14.93 2207800 945566

RDI_A 34.86 14.93 2207800 945566

RDB 4.33 8.56 274233 542133

Ensa = Ea · SAIDI/Tu · 60 (6.5)

Ensr = Er · SAIDI/Tu · 60 (6.6)

where

– Ea is the active energy delivered on 1 year through the stations;
– Er is the reactive energy delivered/year through the station).

Active Enca and reactive Encr energy which was not delivered to the consumers
are

Enca = Ea · CAIDI/Tu · 60 (6.7)

Encr = Er · CAIDI/Tu · 60 (6.8)

The costs of active energy and reactive energy transported for an apparent power
of 1 KVA, in a period of 1 year, are given by the relations:

CWp = Cp Tu cosϕ = 1592.86 ron (6.9)

CWq = Cq Tu sinϕ = 135.24 ron (6.10)

where

– Cp = 0.3105 ron is the cost of 1 KWh delivered power;
– Cq = 0.0436 ron is the cost of 1 KVARh delivered power;

The costs of active energy and reactive energy for the analyzed 20 kV power
delivery station to system level and consumer level are computed by (11, 12).

Cnsa = Ensa · Cp , Cnsr = Ensr · Cq (6.11)

Cnca = Enca · Cp , Cncr = Encr (6.12)
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The damage because of the not delivered active energy and reactive energy due to
power system interruptions are shown in Table 6.4.

6.4 Conclusions

The proposed algorithm and computing program provide a powerful tool for
analyzing delivery power system performance as well as availability/dependability
measure computation. The program is extensible by including other reliability
analysis applications.

The results obtained with this program system confirm:

• the correctness of the proposed GSPN models;
• the flexibility of the model construction;
• the correctness of the results evaluations;
• the operational accessibility for large systems;
• the possibility of evaluating the economic performance.

Due to the large amount of information, aswell as the complexity of theprocessing,
the execution time can be extended due to the operations of storing and retrieving
the information on disk, during the processing stages. The execution time becomes
acceptable (on the order of minutes) when analyzing complex systems with a large
number of MC states (thousands of states), under the conditions of a large RAM
memory and a maximum operating speed.
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Chapter 7
Smart City Parking Applications
in Romania: An Analysis
and Conclusions

Răzvan Daniel Zota and Mihai Adrian Lungu

Abstract The concept of smart cities (SC) has emerged as a focal point in contempo-
rary urban discourse, representing a paradigm shift in urban development, character-
ized by the strategic deployment of digital technologies to improve efficiency, sustain-
ability, and quality of life for residents. Our research is based on the hypothesis that
the role of information technology applications in a smart city is becoming increas-
ingly important. In this context, we analyze and compare four existing smart parking
applications in Romania based on key characteristics. Furthermore, we proposed
the integration of artificial intelligence concepts within these types of applications,
noting that none of the analyzed applications currently incorporates such technology.
Finally, we present the potential limitations of such applications and the possible
improvements that could be made to them.

7.1 Introduction

The concept of SC has increasingly captured academic and practical attention in
recent years, but a consensus on its precise delineation remains elusive. However,
there is a consensus onharnessing and implementing information and communication
technology (ICT) concepts to improve urban governance and operational efficiency.
Also, an SC today appears in the foreground as a “modernist approach to facilitate the
lives of citizens” [1]. Therefore, smart cities are built on information and communi-
cation technologies to enable a wide range of advanced services. As an overall idea,
“technologies alone cannot make a city smart or smarter” [1], it is only the right way
ICT services are used to serve all citizens of the city.
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One of the many problems of a large city area is the problem of parking spaces.
Parking problem is very important because parking vehicles in densely populated
areas poses numerous challenges, often resulting in stress and frustration for drivers
who navigate congested streets. The process can become tedious and monotonous
as drivers contend with limited parking availability, disorderly or poorly managed
parking arrangements, and a lack of access to relevant parking information at their
destination. All these factors contribute to delays in finding suitable parking spaces,
resulting in wasted time, fuel, and energy, as well as increased environmental pollu-
tion. In conclusion, “the transformation of existing infrastructure into smart cities
cannot ignore the smart management of parking systems” [2].

In this context, our study specifically focuses on examining existing smart parking
applications (used in Romania) in the context of smart cities and delineates strategies
for the improvement and refinement of such applications.

7.2 Literature Review

Creating new parking spaces is not always an effective solution to the crisis in many
cities and local communities. Amore viable alternative may be the adoption of smart
parking systems, which optimize the use of existing spaces, improve security, and
provide new ways for local authorities to generate revenue [3].

According to the study conducted by Smart City Romania [3], in 2021, the number
of smart city projects had already increased by 42% to 860 separate initiatives in this
area compared to other years. In 2024, the Romanian Association for Smart City
(ARSC) organized an award ceremony for the most revolutionary initiatives in the
field of urban development, sustainability, and digital transformation, counting more
than 1300 projects and initiatives in this field [4], demonstrating that civic pressure
is growing and bringing positive results in this direction.

The ARSC also tells us that at the ceremony, the 60 projects in the total number
had an estimated value of around 2 million euros, representing 1% of Romania’s
GDP.

According to a study conducted in 2023 [5], the Municipal Parking Company
has invested semi-significantly in modernizing the parking service in Bucharest.
This included the purchase of 18 electric vehicles and a wide range of technological
equipment. The implementation of camera-equipped cars was a major step toward
monitoring parking. The tenders for equipment such as parking meters and video
monitoring solutions had a total value of approximately RON 12,741,100. It is also
planned to optimize and expand digital payment options, including mobile apps and
SMS, to offer users more convenient and fast payment methods.

Another study [6] informs us that Bucharest is a pioneer in the implementation
of traffic management systems, advancing over time to the rest of the smaller cities.
It also tells us that between 2007 and 2009, the Bucharest City Hall implemented
an intelligent traffic management system, which at the time was the most modern
in Europe. On 18 July 2017, the new Traffic Management Center was inaugurated,
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which includes an integrated control for the public transport management system,
an urban traffic control system, and a video surveillance system. It is, in fact, a first
step toward making Bucharest a smart city.

7.3 Analysis of Four Smart Parking Solutions in Romania

7.3.1 Amparcat

The “Amparcat” application represents a significant change in parking management
in Bucharest, marking an evolution toward smart city technologies. Launched on 1
March, the app implements new tariffs according to HCGMB no. 705 of 22.12.2022,
offering a modern and efficient approach for parking users in the capital [7].

The main innovation brought about by Amparcat is the simplification of the
charging system, with a single zone and a single hourly rate, eliminating the
complexity of the previous three zones with different rates. The daily rate has also
been unified and reduced, improving the user experience and making the payment
process easier.

The app allows for saving cards, entering billing details, and listing all invoices
to make it easier to keep track of money.

Another important aspect is the diversity of payment methods offered by the app,
including cash, bank card, Apple Pay, Google Pay, Revolut Pay, Self-Pay, and SMS,
increasing convenience and accessibility for users. If we don’t want to stay and pay
by card every time, the app gives us the possibility to buy credits, through which we
can make future payments (see Fig. 7.1).

This technological approach is an important step toward modernizing the parking
infrastructure in Bucharest, aligningwith global trends in smart cities, and improving
the parking experience for residents and visitors.

At the same time, the platform offers advanced parking management options,
including the ability to purchase long-term parking passes and alert functions for the
expiration of other vehicle-related documents, such as the vehicle registration card
or the parking ticket.

With all these technological innovations, Amparcat is a prime example of how
technology can improve and simplify the urban parking experience, helping to make
Bucharest a smarter and more accessible city.

7.3.2 TPARK

TPARK is an innovative app that offers modern payment services for drivers in
Romania and Hungary. With this app, users can pay for parking, purchase vignettes,



76 R. D. Zota and M. A. Lungu

Fig. 7.1 Screenshot of
Amparcat mobile application
menu

RCA insurance (third-party driver’s liability insurance), and pay parking fines, all
directly from their mobile phone [8].

One of the distinctive features of the app is the ability to pay for parking in a fast
and efficient way, eliminating the need to use parking meters or coins. Users can
extend their parking period from the app without having to get in their car.

TPARKalso offers the possibility to purchase vignettes for Romania andHungary,
saving time and avoiding queues at physical outlets or at the border. Another benefit
of the app is the ability to pay for MTPL insurance directly from your mobile phone,
without having to visit an insurance agency or broker (Fig. 7.2).

Users can also pay parking fines at any time of the day, eliminating the risk of
higher penalties for not paying on time.

The TPARK app is easy to use and offers a wide range of functionality, such as
keeping track of payments made, saving time, and eliminating the need to carry coins
on hand.

With its modern and efficient services, TPARK is a complete solution for the car
payment needs of drivers in Romania and Hungary, helping to simplify and improve
their driving experience.

7.3.3 Parking Bucuresti

TheBucharest Parking app, developed by theBucharest ParkingMunicipal Company
S.A., is the ideal partner for parking management in the crowded city. Downloading
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Fig. 7.2 Screenshot of
TPARK mobile application
menu

and installing is quick and easy, and the log-in process is simplified, allowing us to
log in quickly through our Google or Apple account or email address [9]. The app’s
menu can be seen in Fig. 7.3.

The intuitive interface gives us quick access to essential functionality. With the
“Quick Pay” option, we can pay for parking efficiently by selecting time periods or
scheduling payments for the parking interval.

The “Search” page allows us to quickly find available parking via an interactive
map, and the “History” page gives us a detailed view of previous parking and the
ability to add time to active parking.

The “More” menu gives us the opportunity to customize our account, manage
vehicles, add funds to our wallet, or adjust account settings.

According to a study conducted in 2022 [10], the Bucharest Municipal Parking
Company aimed to transform the management of public parkings, with a target
of 1 million lei per day revenue. By investing more than 26 million lei in 2022,
including the barrier closure of 10 public car parks and the implementation ofmodern
technological solutions, the aim was to improve services and generate significant
revenue in a short time.

7.3.4 UPPark

The UPPARK mobile app stands out for its intuitive interface and advanced func-
tionalities, allowing users to manage and locate available parking spaces in real time.
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Fig. 7.3 Screenshot of
Parking Bucuresti mobile
application menu

Its nationwide deployment is a clear proof of its adaptability and relevance in the
context of changing urban mobility [11].

The systems and equipment proposed by fastPark are clearly the result of a
rigorous selection process, coming from world-renowned manufacturers such as
Flowbird, HUB Parking Technology, Magnetic Control, and others [11]. These tech-
nologies cover the full spectrum of parking management needs, including payment
process automation, video surveillance, and driver guidance systems.

FastPark’s technical support services are widely distributed throughout the
country, ensuring prompt response time and efficient resolution of technical issues.
The company’s team of specialists with expertise in various fields complements this
solid support infrastructure, bringing added competence and innovation.

Close partnerships with equipment manufacturers and positive customer refer-
ences attest to the quality and reliability of fastPark’s solutions. This industry recogni-
tion demonstrates the company’s commitment to excellence and supports its position
as a leader in parking technology in Romania.

Parking systems on the street are an essential solution for efficient urban manage-
ment. The equipment and services offered cover the full spectrum of needs, from
automating the payment process to reducing the time it takes to find parking
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spaces. These solutions not only generate additional revenue and stimulate economic
development, but also improve the quality of life of drivers [12].

Off-street parking systems provide an increased level of safety and convenience
for drivers. Working with leading suppliers such as HUB Parking Technology and
Magnetic AutoControl Access, fastPark offers high-quality equipment and solutions
tailored to specific customer needs. From ANPR cameras to automated payment
machines and guidance systems, the company is committed to providing a seamless
and efficient off-street parking management experience [13].

7.4 A Comparison of the Presented Parking Solutions

In recent decades, accelerated urbanization and the increase in the number of vehicles
have created new challenges in the management of urban space and parking. Parking
crisis and traffic congestion are becoming increasingly acute in large cities, requiring
innovative and efficient solutions to manage these problems. In this context, smart
parking applications have become increasingly popular and have started to play
a crucial role in optimizing the use of available parking space and improving the
parking experience for drivers.

This article proposes a comparative analysis of four available smart parking appli-
cations in Romania: Amparcat, TPARK, Parking Bucuresti, and UpPark. The aim of
this analysis is to examine the features and functionalities offered by each application
to identify its advantages and disadvantages in terms of urban parking management.
By evaluating these applications in a comparative framework, the aim is to provide
a more in-depth understanding of the diversity of solutions available and how they
can contribute to solving urban parking and mobility problems.

In the following, we will analyze each application individually, highlighting the
main features and functionalities offered, to provide a comprehensive overview of
the diversity of options available to users. The analysis will be complemented by
a comparative table highlighting the differences and similarities between the four
applications, making it easier to understand and evaluate them in relation to the
needs and preferences of the individual user (Table 7.1).

Comparative analysis of the four parking apps reveals several differences and
similarities between them, highlighting the diversity of functionality and options
available to users. One of the major features taken into account is the geographical
coverage, where Amparcat and Parking București are available in less than 10 cities,
while TPARK and UpPark are present in more than 10 cities, with TPARK extending
its activity to Hungary. This difference in geographical spread may influence the
choice of users, depending on their location and mobility needs.

Another important feature is the possibility of purchasing long-term parking
passes, offered only by Amparcat and Parking București. This functionality can be
essential for userswhowish to have access to long-termparkingwithout having to pay
repeatedly for each use. Amparcat also stands out by providing alerts for expiration
of car documents, including the RCA insurance and the road vignette, thus providing
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Table 7.1 Parking applications comparison

Amparcat TPARK Parking
București

Up park

Number of cities covered <10 >10 <10 >10

Countries of operations România România,
Ungaria

România România

Map ✔ X ✔ ✔

Subscription > 1 day ✔ X ✔ X

Vehicle document alerts ✔ ✔ X X

Payment of fines X ✔ X X

On-Street parking ✔ ✔ ✔ ✔

Off-Street parking X X X ✔

Roadside assistance ✔ X X X

Rewards ✔ X X X

Payment methods Card, SMS,
Google Pay,
Apple Pay,
Revolut

Card, SMS Card, SMS Card, SMS

additional functionality for users that contributes to the efficient management of their
vehicle.

In terms of paying parking fines, only TPARK offers this facility, which can be an
important factor for users who wish to avoid penalties and penalties for late payment.
Furthermore, all four applications offer parking management on the street, but only
UpPark also offers parking management on the street, thus extending the range of
options available to users in terms of available parking spaces.

Another important aspect is the roadside assistance and rewards offered by
Amparcat, which add more value to the user experience. In addition, the variety
of payment methods supported by Amparcat, including card, SMS, Google Pay,
Apple Pay, and Revolut, gives users greater flexibility in how they pay for parking
services.

Thus, the choice between these applications can be influenced by the user’s indi-
vidual preferences and specific parking and urban mobility needs. However, it is
important to consider the diversity of options and functionalities offered by each
application to find the solution that best fits your personal needs and preferences.

7.5 Conclusions

The comparative analysis of smart parking applications in Romania highlights the
diverse functionalities and options available to users, showcasing the potential of
technology in addressing urban parking challenges. However, a common thread
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throughout the analysis is the absence of integration with artificial intelligence (AI)
technologies in the existing applications. The conclusion drawn from this study
emphasizes the pressing need for incorporating AI into parking systems to enhance
efficiency, optimize resource utilization, and improve the overall parking experience
for citizens.

Integrating AI into smart parking applications can revolutionize urban mobility
by enabling predictive analytics for parking space availability, optimizing parking
allocation based on demand patterns, and facilitating dynamic pricing strategies
to manage congestion. Furthermore, AI-powered solutions can streamline parking
enforcement processes through automated detection of violations, leading to more
effective enforcement and revenue generation for municipal authorities.

Moreover, AI-driven insights can inform urban planning decisions by providing
data-driven recommendations for infrastructure development and trafficmanagement
strategies. By leveraging AI algorithms to analyze traffic flow, parking utilization,
and user behavior, city planners can design more sustainable and inclusive urban
environments that prioritize accessibility, safety, and environmental sustainability.

The integration of artificial intelligence into parking management, as described
in the second article, is a significant development in urban planning and technology.
By using advanced number plate recognition and object detection systems, such
as YOLO (You Only Look Once) technology, accurate and efficient operations
in parking management can be achieved. This approach not only simplifies the
process of identifying available parking spaces but also helps prevent accidents by
continuously detecting and monitoring vehicle movement in parking lots [14].

The benefits of integrating artificial intelligence into parking management are
multiple and tangible. By automating the processes of number plate recognition
and vehicle movement monitoring, the time taken to find a parking space can be
significantly reduced, helping to smooth traffic flow and reduce stress for drivers.
YOLO technology also enables quick and accurate identification of available parking
spaces, making the parking process easier and reducing the time spent searching for
a suitable spot.

In addition to the benefits for users, the integration of artificial intelligence into
parking management can also bring significant advantages for local authorities and
parking operators. By implementing intelligent parking management systems, real-
time data can be collected and analyzed, allowing informed decisions to be made
regarding the development and optimization of urban infrastructure. Also, by contin-
uouslymonitoring parking activity and detecting incidents or accidents, effective risk
management and increased safety in the urban environment can be ensured.

In the future, we aim to build on this analysis of the current state of parking
applications in Romania and focus on developing and integrating artificial intel-
ligence into new parking systems to bring significant improvements in efficiency
and user experience. A first goal would be to implement advanced data analytics
and machine learning algorithms to perform predictive analytics on parking space
availability. By collecting and analyzing parking usage data in real time, these appli-
cations could predict demand patterns and provide personalized suggestions to users,
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leading to more efficient use of parking spaces and reducing time spent searching
for an available space.

In conclusion, the integration of artificial intelligence into smart parking systems
represents a crucial step toward realizing the full potential of smart city initiatives
in Romania. By harnessing the power of AI technologies, parking applications can
evolve from transactional tools to intelligent platforms that actively contribute to
the creation of more livable, efficient, and resilient urban spaces. Therefore, policy-
makers, urban planners, and technology developers must collaborate to drive inno-
vation and ensure the seamless integration of AI into parking management systems,
ultimately enhancing the quality of life for residents and visitors alike.
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Chapter 8
Measurement and Verification Solution
for Energy Performance Contracting
in the Building Sector

George Suciu, Lucian Necula, Cosmina Stalidi, and Mădălin Silion

Abstract Facilitated by the global digitalization efforts and the proliferation of
innovative technologies in the past decade, the cost of energy management solutions
has decreased and they became widely available on the market. As Energy Perfor-
mance Contracts (EPC) allows customers implementing energy efficiency measures
to repay the project costs through the savings they achieve, a key aspect is to provide
an instrument for a transparent and secure measurement and verification (M&V)
of the benefit generated, both in terms of energy savings and cost. In this regard,
FinSESCo provides a toolchain of innovative applications to generate and control
the project data, manage investors, collect IoT data from the implementation premise
and assess the savings achieved through the project. In this regard, the paper presents
a M&V tool implemented within the FinSESCo toolchain for measuring the benefits
achieved as a result of EPC implementation.

8.1 Introduction

As a result of permitting repayments in the form of energy savings, Energy Perfor-
mance Contracts (EPC) have emerged as a crucial tool for promoting energy effi-
ciency in the context of growing environmental consciousness and digital progress.
An essential aspect of this method is the creation of a strong system for the clear
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and precise measurement and verification (M&V) of energy savings and cost advan-
tages. FinSESCo project leads this drive by delivering a set of cutting-edge digital
solutions designed for efficient data administration, investor involvement, and live
monitoring using Internet of Things (IoT) technology. This paper presents the effec-
tiveness and revolutionary influence of the digital solutions used by the FinSESCo
project in improving energy performance contracting, with the ultimate objective of
attaining sustainable energy management objectives.

8.2 Related Work

The FinSESCo project aims to digitalize the creation and implementation of Energy
Performance and Energy Savings Performance Contracting (EPC/ESPC). This coin-
cides with recent improvements in digital technologies that aim to improve energy
efficiency and security. The incorporation of digital tools into energy systems,
specifically through the establishment of data standardization (such as XML and
dXML files), gamification, smart contracting, andmeter-based repayment processes,
presents a novel opportunity for enhancing energy management and conservation
endeavors.

The second section of the article provides an analysis of current solutions and
approaches to the implementation of energy efficiency measures through energy
performance contracting.

Thus, recent research and projects offer a thorough analysis of how digital tech-
nology is being utilized to enhance energy efficiency and successfully handle energy
performance contracts.A study examined the effective implementation of energy effi-
ciency projects through Public–Private Partnerships (PPPs) by ensuring a fair distri-
bution of benefits and risks between the public and private sectors. The study created
a mathematical framework to determine the most advantageous way to distribute
benefits in long-term agreements. It emphasized the significance of contractual
arrangements that promote equitable partnerships and effective risk management
in investments related to energy efficiency [1].

A further investigation sought to ascertain prospective areas of inquiry by exam-
ining scholarly articles on EPC. The statement highlighted the increasing interest in
applying EPC projects, methods, business models, decision-making processes, the
involvement of ESCOs (Energy Service Companies), and risk management in EPC
projects. The analysis yielded useful insights into the prevailing research topics and
potential future directions, emphasizing the crucial significance of case studies and
descriptive statistical analyses in developing the field [2].

The digital transformation in the energy sector aims to enhance end-to-end work-
flows in order to redefine operational efficiency and support ambitious commercial
goals. Thismethod focuses on digital projects thatmake amajor contribution to future
goals, highlighting the necessity of small, practical activities to develop momentum
and practical benefit from digital technologies. The text showcases instances in the
energy industry where digital tools such as drones and predictive analytics have
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been incorporated into operational workflows to improve efficiency and get valuable
operational insights [3].

A research investigation studying the effects of digitalization on energy effi-
ciency in Zhejiang Province, China, reveals that digitalization has a favorable impact
on energy efficiency. The study investigates the correlation between digitalization
and energy efficiency using empirical techniques, highlighting the significance of
digital technology in overseeing energy systems, optimizing energy frameworks, and
enabling enhancements in energy efficiency at both small-scale and large-scale levels.
The results indicate that the implementation of digital technology, including Internet
of Things (IoT) and cloud computing, can greatly improve the energy efficiency of
systems and processes [4].

In order to substantiate the decision to implement photovoltaic solutions through
EPCs, a vital role is played by key performance indicators (KPIs) for monitoring
the operations and maintenance (O&M) of installations. A recent research investiga-
tion presents a set of KPIs classified for energy performance assessment and O&M
services assessment, which were further weighted by importance and complexity
using the stepwise weight assessment ratio analysis (SWARA) method [5].

A recent research study proposes an auction system for securing long-term
contracts for solar power generation that aims to provide stable earnings for solar
power producers. The researchers suggest a method based on mechanism design
theory, where solar power providers bid both their operating costs and the amount of
energy they can supply. The buyer then selects the winning bids and signs contracts
for a set duration. This model takes into account the efficiency of the solar panels,
ensuring that the contracts reflect the actual energy production. The proposed system
is designed to be fair and encourage honest bidding, with the goal of maximizing
the buyer’s benefits over the contract term. A specific algorithm was created to run
this auction. When tested with data from South Korea’s solar power auctions, the
new model performed comparably to existing uniform price auctions in terms of
electricity costs and bid prices and was more cost-effective than the Vickrey auction.
Although the newmodel slightly increased overall costs (by about 1%), it led to more
electricity being bought and increased the buyer’s profits [6].

Furthermore, the International Energy Agency (IEA) has emphasized the signif-
icance of digitization in advancing energy efficiency and mitigating emissions
throughout the energy industry. The European Union and countries such as the
United Kingdom are making significant advancements in the digitalization of their
energy systems. This indicates a noticeable shift toward utilizing digital technology to
enhance the efficiency, resilience, and sustainability of energy systems. The imple-
mentation of intelligent meters and interconnected devices, aided by digital tech-
nology, is considered a vital measure in the process of incorporating fluctuating
renewable energy sources, improving the alignment of energy supply and demand,
and facilitating the shift toward low-carbon energy alternatives [7].

The above findings indicate that the process of digitalizing EPC and ESPC
projects, using technologies such as IoT, cloud computing, and machine learning,
has the ability to bring about significant changes and improvements. Digital tools can
enhance energy efficiency, optimize energy systems, and promote sustainable urban
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development by facilitating precise data gathering, analysis, and real-time moni-
toring. The focus on Public–Private Partnerships (PPPs), current research patterns,
and effective digital transformation techniques offers a clear plan for utilizing digi-
talization in energy performance contracting, in line with the goals of initiatives such
as FinSESCo.

8.3 FINSESCO Concept

The FinSESCo project [8], aims to facilitate the digitalization of set-up and imple-
mentation of Energy Performance and Energy Savings Performance Contracting
EPCo/ESPCo, through a toolchain of instruments. These interoperable instruments
address the generation of standardized XML files from buildings’ passes and energy
audits and dXML files describing the EPC-based project, the investment process
through gamification, smart contracting, and meter-based repayment process from
the savings achieved. FinSESCo is designed to provide interoperable and integrated
tools that aid in building assessment, substantiation of energy performancemeasures,
project creation, crowdfunding and investment, project implementation, M&V of
savings, and digital controlling (Fig. 8.1).

To showcase the applicability and the benefits of these tools, pilot deployments
have been strategically located across various European countries, including Austria,
Germany, Romania, and Spain. The main focus of these pilots is to integrate inno-
vative solutions in EPC for building renovation, renewable energy, and digital
technologies, emphasizing energy efficiency and sustainable practices.

Fig. 8.1 Architecture of the measurement & verification tool



8 Measurement and Verification Solution for Energy Performance … 87

8.4 Measurement and Verification of Savings

TheM&V (Measurement and Verification) of the results achieved through the imple-
mentation of an EPC (Energy Performance Contract) is addressed in the FinSESCo
project through an instrument which is being implemented and validated as part
of the Romanian pilot. It provides functionalities such as IoT (Internet of Things)
data visualization, energy costs and savings monitoring, assessment of the investor
KPIs (Key Performance Indicators) associated with their share of the investment,
and project performance evaluation.

The architecture of the measurement and verification instrument integrated into
the FINSESCO toolchain is presented in Fig. 8.2.

The data inputs required for measurement and verification are:

• dXML file providing investment data as the objective of the project, the invest-
ment value, the contract duration, the expected yield, and investor data (name,
investment, and share in the total investment pool required for the action);

• energy inverters, providing insights into the total load, the consumption from the
grid, and the consumption from photovoltaics;

• smart plugs, providing insights on the consumption of various cost centers within
the building (e.g., data center or electric boiler);

• weather stations, which provide environmental data such as the ambient temper-
ature, humidity, and wind speed;

• photovoltaic monitoring station, which is attached to the solar panels and provides
valuable data as the temperature of the photovoltaic cell and the solar irradiance;

• external data sources (e.g., weather forecasts).

Fig. 8.2 Architecture of the measurement and verification instrument
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8.4.1 Sensor Data Collection and Visualization

After being gathered by RTUs equipped with sensors, the data is sent to the data
gateway (GSM, LoraWan, Zigbee, etc.) and then to the MQTT data broker in the
Cloud. For the IoT integration [9],NodeRED is being used to set up customdataflows.
All the collected data is being stored in the InfluxDB database in BEIA’s Cloud [10].
The notification service allows the customization of alerts and notifications in terms
of communication channels (SMS, Telegraf, Discord, Skype, email, etc.), frequency
of alerts, and thresholds (min or max value). The DB (database) monitoring and
analysis service allows data structuring and processing, also handling user requests
for sensor data visualization in different formats (graphs, tables, diagrams, custom
reports, etc.).

For the monitoring and management of PV panels, a Libelium SmartDataSystem
telemetry station has been used. It collects data regarding the solar irradiance and
the temperature of the photovoltaic cell, providing an overview on the environmental
data correlated with the energy produced in a specific timeframe. A dashboard model
presenting data from the photovoltaic monitoring station is presented in Fig. 8.3.

To gather environmental data, an OTTHydroMet A764 telemetry station has been
implemented on the Romanian pilot site. It is equipped with sensors to measure the
ambient temperature, wind speed and direction, air relative humidity, solar irradi-
ance, and rain volume. The solution integrates a datalogger and a GSM module
which facilitates the transmission of pre-processed data to the MQTT data broker
in the Cloud platform where the FinSESCo M&V instrument has been deployed. A
dashboard model presenting data from the weather station is presented in Fig. 8.4.

The SolarEdge SE6K inverter provides data regarding the total load, the energy
consumption from PV, and the energy consumption from the public grid. The data

Fig. 8.3 Dashboard presenting data from the photovoltaic monitoring station
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Fig. 8.4 Dashboard presenting data from the weather station

Fig. 8.5 Dashboard presenting data from the energy inverter

is being collected and sent to the FinSESCo data broker in the Cloud at 15-min
intervals. A dashboard model presenting data from the energy inverter is presented
in Fig. 8.5.

8.4.2 DXML Data

A dXML file is being used as an input to provide information regarding the project
and the investment, as presented in Fig. 8.6. The dXML file is uploaded into the
FINSESCO M&V portal where it is being parsed and information is extracted to
generate or update the project data.
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Fig. 8.6 Information included in the dXML file

8.4.3 M&V Data Analysis

The data intelligence service facilitates the analysis of project-specific data, such as
savings, energy production and consumption forecasts, ROI (Return of Investment),
NPV (Net Present Value), and IRR (Internal Rate of Return). The GUI (Graphical
User Interface) provides data visualization and interaction with the user through a
web application.

The energy data dashboard (Fig. 8.7) displays data related to the energy consump-
tion, the associated cost, and the savings achieved. This dashboard provides a general
image regarding the impact of the EPC measures on energy usage and savings.

The investor dashboard (Fig. 8.8) provides information regarding the amount
invested by each party and the share they have in the overall investment pool, the
amount returned from the investment, and specific KPIs describing the up-to-date
and the expected performance.

Fig. 8.7 Energy data dashboard
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Fig. 8.8 Investor dashboard

While the investor dashboard provides data regarding investor-specific KPIs,
which is useful for them to determine any risk associated with their individual
investment, the project performance dashboard (Fig. 8.9) facilitates a more complex
analysis allowing for timely risk management.

The project performance data can serve as a valuable reference for other projects
in regions with a similar climate or aiming to implement a similar technical solu-
tion. This information can be used in the project design phase, assisting investors in
substantiating their decision to invest in a particular project over another.

8.5 Conclusions

In conclusion, this paper presents the innovative implementation of the FINSESCO
project which provides a toolchain facilitating the adoption of energy efficiency
measures across Europe through Energy Performance Contracts, contributing to a
wave decarbonization. FinSESCo project offers a progressive approach to energy
management and efficiency, leveraging digital advances to encourage the use of envi-
ronmentally friendly and cost-effective energy solutions. It facilitates the advance-
ment of energy performance contracts, providing deep insights and methods for
enhancing energy performance measurements. FinSESCo’s extensive digital toolkit
highlights the crucial significance of digitization in revolutionizing the energy
industry, signaling a new era of improved energy management tactics. As future
work, FinSESCo aims to enhance the interoperability of these tools and finalize the
integration and testing within the national pilots.
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Fig. 8.9 Project performance dashboard
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Chapter 9
Analyzing the Antecedents of Deceived
Buying and Disinformation Risk

Luigia-Gabriela Sterie and Daniel Mican

Abstract The pervasiveness of social media advertising raises concerns about its
potential to deceive consumers and exploit their susceptibility to misinformation.
This study delves into the factors influencing deceived buying and leading to the
propensity of believing and acting on disinformation in the context of advertised
products on social media platforms. Employing Partial Least Squares—Structural
Equation Modeling, the research analyzes data collected from 334 consumers. The
findings reveal that perceived benefits, perceived risks of social media advertised
products, and openness to change play an important role in deceived buying, while
informativeness has no significant influence. Deceived buying, in turn, exhibits a
strong positive association with the propensity of believing and acting on disinfor-
mation. The results hold significant implications for various stakeholders such as
businesses, organizations, social media users, and policymakers. To combat decep-
tive social media ads, this study proposes a two-pronged approach: empowering
platforms with algorithms specialized in deceived or false ad detection and creating
educational programs for users to become more discerning consumers.

9.1 Introduction

The ubiquitous presence of social media demonstrably shapes the contemporary
landscape of consumer buying decisions. Hence, the dissemination of deceptive
content on social media fosters a concerning trend: deceived buying and an increased
susceptibility to disinformation. Advertisement is a form of social media marketing
that can influence purchasing behavior [4, 8], especially because it can be targeted
to specific demographics or interests and can be very persuasive. Social media has
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made it easier for people to share information, including false or deceiving ones [9,
18, 24]. This can be a problem when it comes to purchasing behavior, as people may
be misled into buying products or services that are not what they are advertised to be.
Hence, deceived buying can occurwhen people are influenced by false information or
do not have enough information to make an informed decision [10, 14, 21]. This can
lead to people buying products they do not need or that are not what they expected,
or that can even be harmful to health. False or misleading advertising is advertising
that contains false or deceptive information [21]. This can include claims about the
product’s performance, ingredients, or benefits, and even testimonials from fake or
paid actors that can have a devastating impact on a brand. When consumers are
misled by false advertising, they are likely to lose trust in the brand [14] which can
lead to lost sales, damaged reputation, and even legal action.

There are many examples of brands that have been hurt by false or misleading
advertising. In 2015, the Federal Trade Commission (FTC) fined Herbalife $200
million for making false claims about its products’ weight loss benefits [1]. In 2017,
Volkswagen was caught cheating on emissions tests for its diesel vehicles, costing
the company billions of dollars in fines and lost sales [23]. Moreover, in the context
of misinformation and misled purchase behavior, Truth in Advertising, a consumer
protection organization, investigated health claims made by nutritional supplement
companies within the Direct Selling Organization. A shocking 97% (60 out of 62
companies) were found making illegal claims, promising their products could treat
or prevent diseases [1]. This raises serious concerns about misleading consumers
for profit. The consequences of rampant misinformation extend beyond the realm of
a single purchase. Consumers who are repeatedly exposed to deceptive marketing
tactics on social media can become more susceptible to believing and acting upon
disinformation in general.

Thus, this phenomenonnecessitates amultifaceted approach tomitigating the risks
associated with deceived buying and disinformation vulnerability. This study aims
to analyze the impact of a series of potential drivers of deceived buying, which are
perceived risk and benefits of social media promoted products, social media adver-
tising informativeness and openness to change. The impact that the deceived buying
has on propensity of believing and acting on disinformation was also analyzed. The
results of this research highlighted that perceived benefits, risks, and openness to
change significantly impact susceptibility to deceived buying, while the informa-
tiveness of the ad itself has no significant effect. Furthermore, deceived buying is
strongly linked to a greater tendency to believe and act on disinformation.

Thefindings hold significant implications for researchers, businesses, socialmedia
companies and users, brands, organizations, governments and more, as social media
is an omnipresent part of people’s everyday lives. Hence, it is suggested for social
media platforms to develop stronger algorithms that can identify deceptive content
and fake ads. Second, educational programs canhelp users become savvier consumers
of online information.



9 Analyzing the Antecedents of Deceived Buying and Disinformation Risk 99

9.2 Theoretical Background and Hypothesis Development

Social media is an omnipresent part of our lives and it’s becoming more and
more important. In social media, influencers leverage their perceived authenticity
to endorse products or services, blurring the lines between genuine recommendation
and paid promotion [1, 7]. Hence, consumers can be swayed by the product choices
of those they admire, which can lead to impulsive or uninformed purchases they
may regret after [26]. Moreover, consumers are increasingly exposed to content that
reinforces their existing beliefs [15], which can make them less likely to critically
evaluate the veracity of information surrounding promoted products.

Considering the importance of this phenomenon and its effect on people’ lives,
and the effect that it holds on to branding trust and companies sales, analyzing
what lead social media users to deceived buying, and to propensity of believing
and acting on disinformation is essential. However, this is a wholly unexplored area
of research. Thus, building upon the research model established by Kumar et al.
[16], this study ventures into the critical domain of social media disinformation.
Specifically, it investigates the phenomenon of deceived buying triggered by various
factors and its link to the increased likelihood of the propensity of believing and acting
on disinformation. Hence, various factors considered important in the context of
impulsive buying behavior, social media advertisements or influencers endorsement
were brought together in the proposed research model in the context of deceived
buying, as potentially drivers of it. The following section provides a detailed analysis
of each one, along with the developed hypotheses of this study.

The informativeness of social media ads, which refers to the amount of accurate
and helpful details they provide about products or services, can be a double-edged
sword. On the one hand, these ads can be highly informative, offering consumers
in-depth product descriptions with features, benefits, and specifications [6]. They
can integrate customer reviews and price comparisons, empowering users to make
well-rounded purchase decisions [12]. However, the very same informativeness can
be deceptive if the information itself is inaccurate or incomplete. Nam & Dân [19]
showed that the quality of information positively influence customer buying inten-
tion. Arora et al. showed that informativeness have a positive and strong influence
of attitude towards social media advertising, which lead to behavioral intention [3].
Hanaysha [13] also showed that informativeness has a direct and positive effect
on purchase decision. Moreover, Nasir et al. [20] classified consumers under three
segments, namely susceptible ones, dispassionate ones and impervious ones. They
found that for consumers in the dispassionate segment, informativeness plays a
major role in shaping their buying decisions, followed by ease of being persuaded,
and social network proneness. Thus, considering the previous attention accorded to
informativeness impact in buying behavior, the following hypothesis is developed:

H1: Informativeness positively influences the deceived buying.
When it comes to choose an advertised product to buy, perceived benefits and

risks are very important [16]. They can be a deal maker or braker in the buying
decision process. Kumar et al. [16] showed that the potential advantages individuals
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can enjoy when using social media advertised products, namely the perceived bene-
fits, are positively, direct, and strongly associated with purchase intentions. On the
other hand, they showed that perceived risks of social media advertised products,
that encompass the potential concerns and uncertainties that consumers associate
with purchasing products promoted through social media has no effect on purchase
intention. However, Martínez-López et al. [17] showed that a core element of buying
behavior is perceived risk, which in their study have a negative, direct and very strong
effect on intention to buy. Building on the previous results in the literature, we argue
that consumer perception of both benefits and risks of social media advertised prod-
ucts can influence them to deceived buying. Hence, the following hypotheses were
issued:

H2: Perceived benefits positively influence the deceived buying.
H3: Perceived risks negatively influence the deceived buying.
Openness to change is a personality factor influencing consumer behavior, char-

acterized by a desire for novelty and independent decision-making, that makes
consumers susceptible to the constant stream of new products advertised on social
media [16]. Kumar et al. [16] previously highlighted a positive and strong indirect
influence that openness to change has on purchase intention through perceived bene-
fits moderator. Moreover, Tewari et al. [25] highlighted that openness to change has
an indirect influence on purchase intention through attitude. However, until now, the
influence that openness to change has on deceived buying was not studied. Hence,
the next hypothesis was developed:

H4: Openness to change has a positive influence on deceived buying.
Deceived buying encompasses situationswhere consumers are influenced by inac-

curate or incomplete information, hindering their ability to make informed decisions
[10, 14, 21]. Previously, Kumar et al. [16] proposed a novel perspective regarding
purchasing intentions in the context of fake news: consumers with a strong inten-
tion to buy a product might become more susceptible to believing and acting on
fake news about that product. Their revealed that propensity of believing and acting
on fake news had a strong, direct, and positive effect of purchase intentions. Awal
et al. [5] also investigated how customer product purchase intentions influence their
propensity of believing and acting on scam/fraud news related to online shopping.
They revealed that male customers with online purchase intentions display lower
tendencies to believe and act upon scam news regarding online shopping compared
to female customers. Looking from another perspective, if consumers are convinced
by social media advertised products into deceived buying, they can be more suscep-
tible to propensity of believing and acting on disinformation on social media. Thus,
the final hypothesis was issued:

H5: Deceived buying has a positive influence on propensity of believing and acting
on disinformation.
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9.3 Research Methodology, Results, and Discussion

9.3.1 Survey Instrument and Data Collection

This study employed an online survey with variables previously established in
literature, adopted, or adapted on the current context, ensuring its relevance and
comprehensiveness. Regarding informativeness construct, the measurement scale
was adopted from Nasir et al. [20]. Perceived benefits, perceived risks, and openness
to change measurement scales were adopted from Kumar et al. [16]. The deceived
buying construct is a new construct proposed in this study, based on the Apuke and
Omar research [2]. The propensity of believing and acting on disinformation scale
was adapted fromKumar et al. [16]. A seven-point Likert scale anchored by “strongly
disagree” (1) and “strongly agree” (7) was used. The survey was distributed to indi-
viduals that had bought social media advertised products. A total of 334 consumers
participated in the study, with a gender breakdown of 61.98% female and 38.02%
male. The age range spanned from 19 to 51 years old.

9.3.2 Data Analysis

To analyze the collected data, we utilized Partial Least Squares—Structural Equa-
tion Modeling (PLS-SEM) through SmartPLS software [22]. Given the exploratory
nature of the current research, the PLS-SEMmethodology is particularly suitable due
to its ability to assess both direct and indirect relationships between variables while
focusing on model quality evaluation. Moreover, it offers flexibility in analyzing
complex models with multiple regressions, which have predictive power rather than
simply explaining observed phenomena at the population level. Additionally, as is
common in most social science research, the collected data exhibited a non-normal
distribution, and the PLS-SEM technique performs well with such data. Hence,
we evaluated the model’s reliability, internal consistency, convergent validity, and
collinearity issues. The assessment for all these measures met established standards
[11] confirming the model’s validation. The structural model visual representation
is presented in Fig. 9.1.

Table 9.1 showcases the results of our analysis concerning construct reliability and
validity. These measures, including indicator loadings, Cronbach’s alpha, composite
reliability, and average variance extracted, fall within acceptable ranges [11]. This
indicates a lack of any significant concerns regarding the model’s validity. Hence,
the measures used have proven internally consistent and effectively capture the
intended concepts they represent. This strengthens our confidence in the model’s
overall reliability and validity.

Table 9.2 presents the results of the discriminant validity analysis using the
heterotrait-monotrait ratio of correlations (HTMT). All HTMT values fall below the
threshold of 0.85 [11], indicating that our constructs are distinct and capture unique
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Fig. 9.1 Structural model relationships and obtained results

Table 9.1 Evaluation of convergent validity and internal consistency

Construct Items Factor
loadings

Cronbach’s
alpha

Composite
reliability

Average
variance
extracted

Deceived Buying
(DB)

DB1 0.795 0.884 0.911 0.632

DB2 0.837

DB3 0.785

DB4 0.766

DB5 0.774

DB6 0.809

Informativeness
(INF)

INF1 0.858 0.821 0.882 0.653

INF2 0.840

INF3 0.822

INF5 0.705

Openness to change
(OC)

OC1 0.932 0.806 0.911 0.836

OC2 0.896

Perceived benefits
(PB)

PB1 0.819 0.758 0.861 0.674

PB2 0.799

PB3 0.844

Propensity of
believing and
acting on
disinformation
(PBAD)

PBAD1 0.871 0.876 0.923 0.800

PBAD2 0.891

PBAD3 0.883

PBAD4 0.828

Perceived risks
(PR)

PR1 0.863 0.892 0.925 0.755

PR2 0.922

PR3 0.896
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Table 9.2 Discriminant validity (HTMT criterion)

DB INF OC PB PR PBAD

Deceived Buying (DB)

Informativeness (INF) 0.213

Openness to change (OC) 0.309 0.438

Perceived benefits (PB) 0.344 0.692 0.393

Perceived risks (PR) 0.226 0.074 0.221 0.16

Propensity of believing and acting
on disinformation (PBAD)

0.528 0.062 0.11 0.155 0.449

Table 9.3 Outcomes of hypothesis testing

H # Hypothesis β t P Support

H1 Informativeness → Deceived Buying 0.014 0.231 0.818 No

H2 Perceived benefits → Deceived Buying 0.197 2.786 0.006 Yes

H3 Perceived risks → Deceived Buying 0.161 2.843 0.005 Yes

H4 Openness to change → Deceived Buying 0.163 2.725 0.007 Yes

H5 Deceived Buying → Propensity of
believing and acting on disinformation

0.480 10.315 0.000 Yes

concepts within the study. This further strengthens our confidence in the model’s
ability to accurately assess the relationships between these constructs.

In the case of structural model assessment, VIF values fall below the recom-
mended threshold, resulting in the absence of collinearity issues. The results of the
bootstrapping procedure can be seen in Fig. 9.1 and Table 9.3. The R2 values indi-
cate that in the case of deceived buying, 13.4% of the variance of the final dependent
variable is explained by its predictors included in the model, and 23.0% in the case
of propensity of believing and acting on disinformation.

9.3.3 Discussion, Limitations, and Future Research

This study empirically analyzed four variables that might drive people into deceived
buying, and how deceived buying can lead to propensity of believing and acting on
disinformation. These variables are informativeness, perceived benefits and risks,
and openness to change.

Concerning hypothesis H1, the findings showed that informativeness of social
media ads has no effect ondeceivedbuying (β=0.014; p>0.05)whichmeans that this
hypothesis was not confirmed. The results differ from previous findings in the context
of customer buying intention [19], behavioral intention [3], and purchase decision
[13, 20]. There are two possible explanations for this result: either the persuasion
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in the advertisements overwhelms the information presented, or the informativeness
does not focus on the essential, truthful details that would influence the deceived
buying.

On the other hand, hypothesis H2 and H3 were confirmed, as both perceived
benefits (β= 0.197; p < 0.01) and perceived risks of social media promoted products
(β = 0.161; p < 0.01) have a direct, positive, and strong impact on deceived buying.
The results regarding perceived benefits are similar with those obtained by [16],
while the findings regarding perceived risks are not in line with those of [17]. Hence,
in this case, a higher level of perceived risks can lead consumers to the deceived
buying.

Hypothesis H4 was also confirmed, the results showing that openness to change
has a direct, positive, and strong impact on deceived buying (β = 0.163; p < 0.01).
This finding is in linewith previous research byKumar et al. andTewari et al. [16, 25].

Finally, hypothesis H5was also confirmed, the findings highlighting a direct, posi-
tive, and very strong impact that deceived buying has on the propensity of believing
and acting on disinformation (β= 0.480; p < 0.001). The result is in linewith previous
finding of Kumar et al. [16] in the fake news context, and Awal et al. [5] in the context
of scam/fraud news related to online shopping.

There are certain limitations inherent in current research. For example, this study
utilized an Eastern European sample, potentially limiting the generalizability of the
findings to other cultures and countries. Hence, future research on an international
scale could leverage this validated model to explore potential cultural disparities or
variations in motivations across different populations. For future investigations, we
recommend that scholars in this field employ the research model in their inquiries,
augmenting it with diverse variables to observe shifts in the behavior of social media
users. In addition, this research model can be used for analyzing the deceived buying
behavior of different brands or companies’ customers and consumers.

9.4 Conclusions and Implications

This research investigates the factors influencing deceived buying of social media
promoted products, that leads further to the propensity of believing and acting on
disinformation. The findings demonstrate that perceived benefits associated with
social media advertised products, alongside the perceived risks of such products,
and an individual’s openness to change, all exert a strong influence on the likelihood
of engaging in deceived buying. The informativeness of the advertisement itself does
not have a statistically significant impact on deceived buying. The research reveals a
strong positive correlation between deceived buying and the propensity of believing
and acting on disinformation.

The results provide significant contributions both theoretically and practically.
From a theoretical perspective, this research establishes a novel link between
deceived buying and the tendency to believe and act on disinformation suggesting
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that falling victim to deceptive marketing practices leads individuals more suscep-
tible to believing and spreading false information online. From a practical perspec-
tive, this study offers valuable insights for various stakeholders. Policymakers can
leverage the findings to craft regulations safeguarding consumers from deceptive
online marketing. Social media platforms can utilize this knowledge to refine strate-
gies and implement algorithms for identifying and eliminating misleading advertise-
ments. Consumer protection organizations are empowered to develop educational
tools based on this research, fostering informed online purchasing decisions. Busi-
nesses, too, can benefit by adopting more ethical and transparent marketing practices
thatminimize the risk of deceiving consumers. Ultimately, this research equips stake-
holders with a deeper understanding of factors influencing susceptibility to deceived
buying, paving the way for effective strategies to combat this issue.
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Chapter 10
Driving Factors of Social Commerce
Intention: The Role of Social Commerce
Constructs, Social Influence, and Trust

Diana-Ștefania Ghenie , Virgil-Vasile Şoncutean ,
and Dan-Andrei Sitar-Tăut

Abstract The emergence of social commerce has revolutionized how consumers
engage in purchasing experiences over social media platforms due to its novel
technical features and interaction possibilities in online communities or forums.
This research aims to assess how social commerce constructs, social influence, and
trust, as a main driver, influence usage intention. Two conceptual frameworks were
selected and combined to emphasize the structures, social support (informational
and emotional), and perceived value (hedonic and utilitarian), resulting in a final
strong relationship between trust and usage intention. Based on a sample of 299
social commerce users, the proposed research model was tested using the PLS-SEM
methodology. The study’s findings demonstrated that almost all hypotheses were
confirmed, which fulfilled our research gap and postulated that social commerce
constructs and social influence have a positive effect on usage intention, mediated
by trust. However, one relationship was not confirmed, regarding the effect of the
utilitarian value on usage intention.
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10.1 Introduction

Social commerce (or s-commerce) encompasses the use of social media platforms
for online sales [1, 2] and Web 2.0 technologies in order to support online consumer
interactions, and internet purchases before, during and after acquisitions [3]. Social
commerce constructs (or SCCs) allow users to create content, assess goods and
services and share their experiences, serving as a source of online social support
[4]. This social support consists of both informational (cognitive) and emotional
(affective) states [5, 6]. These are in line with other research showing that users’
information generated and shared on social media influences other customers’ trust
when engaging in s-commerce activities [4]. Perceived value consists of hedonic
value (affective state) and utilitarian value (cognitive state), distinct dimensions [7].
Researchers have also discovered that the tendency of consumers to utilize social
commerce is positively correlated with trust [8–13].

The main purpose of this study is to assess the influence of SCCs and social influ-
ence, mediated by constructor trust on usage intention. A quantitative study has been
conducted with the support of two conceptual frameworks adapted and expanded
upon from two specific studies [6, 14]. Particularly, we evaluated the social constructs
that explain trust in the context of online communities, facilitatedby s-commerceplat-
forms and conversely, this research assessed a secondary research structure, which
incorporated facets of social influence and its impact on the intention to utilize s-
commerce for purchases. The relationship among SCCs, social influence, trust, and
usage intention has not been fully investigated in prior research. The fusion of two
research frameworks resulted in a final strong relationship between trust and usage
intention, which fulfills the gap of our research purpose. The analysis is drawn on
the stimulus–organism–response (SOR) model, where stimulus incorporates SCCs
and social influence, organism encompasses social support (emotional and informa-
tional) [10] and perceived value (hedonic and utilitarian value) [15], and the response
is represented by trust and usage intention, both variables being investigated as stim-
ulants for using these services [16]. The results demonstrated that the hypotheses
were confirmed, except one, the relationship between utilitarian value and usage
intention.

10.2 Theoretical Foundation

SCCs, in the form of forums, communities, ratings, reviews, recommendations, and
referrals, create a more friendly environment where users discuss their experiences
[11]. This fosters a more trustworthy environment for s-commerce platforms and
increases social support [17]. Previous studies [18, 19] suggest that social influence
is a crucial factor that influences people’s attitudes and intentions toward a particular
behavior.
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Social support, in the context of s-commerce refers to the emotional and informa-
tional support that users of social networking sites (or SNSs) and online communities
receive [17, 20, 21]. Emotional support involves affective and relational charac-
teristics, which may strengthen social bond between peers, generating trust [22].
On the other side, informational support focuses on offering brief guidance or
answers, which can assist customers in directly learning about a good or service
[21]. Customers usually purchase commercial goods and services and consume them
for two main motives: utilitarian advantages or functional and hedonic awareness,
derived from sensory features. Higher perceived value users (such as those with
hedonic and utilitarian values) are more likely to experience satisfaction and to find
s-commerce platforms as reliable, which in turn generate purchase intentions [23].

Users’ decisions to adopt and believe in different technologies are mostly deter-
mined by their experiences and interactions, which in turn shape their perception of
trust [19, 24]. This aligns with the perspective of other studies that have claimed that
SCCs encourage and enhance trust, contributing to a boost in customers’ intention
to make purchases [6, 25]. Research on recommendations and usage habits on social
media platforms has demonstrated how social interaction affects a user’s perception
toward a particular social media platform, which in turn affects recommendations
and intention to use [26].

10.3 Research Model and Hypotheses Development

Consumers create interactions through SCCs that in turn enhance the provision of
social support [5]. This will help users in receiving social support within s-commerce
platforms. As a result, we think that applying SCCswill enhance users’ social support
[8, 27]. The following research hypotheses are proposed:

H1a: Social commerce constructs have a positive influence on emotional support
H1b: Social commerce constructs have a positive influence on informational support

Social influence may impact usage intention by influencing users’ perception of
value. According to the social influence hypothesis, the volume of SNSs users will
have an impact on the perceived value [14]. This affirmation suggests that social
interactions have an impact on an individual’s behavior [18]. If a s-commerce plat-
form makes it possible for more individuals to interact and share information with
them, perceived value can rise [14]. The following hypotheses are presented in this
study:

H2a: Social influence has a positive influence on hedonic value
H2b: Social influence has a positive influence on utilitarian value

Trust is developed and purchase decisions are subsequently guided by the
availability of social support, which includes both emotional and informational
support [19]. When consumers receive accurate, timely, and credible information
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Fig. 10.1 Conceptual model

and resources from s-commerce networks, their level of trust increases [24, 28]. As
a result, we propose the following hypotheses:

H3: Emotional support has a positive influence on trust
H4: Informational support has a positive influence on trust

Users aremore likely to develop contentment and intend to utilize the s-commerce
platforms for buying when they have a positive experience and perceive interest and
enjoyment from the shopping process. Further evidence provides that the reliability
of the information has a favorable impact on users’ perceived value, which we infer
is leading to increased users’ intentions to use the social commerce system [12, 23].

H5: Hedonic value has a positive influence on usage intention
H6: Utilitarian value has a positive influence on usage intention

SCCs are applied in the context of s-commerce to analyze variations in usage
intention [4, 17]. Additionally, different SCCs have different effects on risk and
trust, which ultimately influence users’ intentions for using specific platforms [16].
The following hypothesis is proposed:

H7: Trust influences usage intention positively (Fig. 10.1).
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10.4 Research Methodology

10.4.1 Survey and Scales

The model proposed in this study is built on two models which are joined by two
variableswe consider appropriate connectors in this research environment. The scales
we adopted and adapted have been previously validated. Thus, the scales for SCC,
ES, IS, and TR were taken from Shanmugam et al. [6], since those for SI, UV, HV,
and UI from Y.-S. Yen [14]. All the items were scored using a 7-point Likert scale.

10.4.2 Sampling and Data Collection

The studywas conducted concerning the confidentiality and anonymity of the respon-
ders, subjected to an informed consent. Data were collected in 2023 using Google
Forms. The eligibility criterion was the existence of experience with s-commerce
platforms. The data cleaning process consisted of incomplete responses, duplicates,
and straightliners removal. Finally, a number of 299 responses were retained, being
distributed by gender, age, and graduation level, as follows. There were 66.56%
females, 32.44% males, 1.00% diverse. By age, the sample distribution consists of
27.76% s-commerce consumers under 21 years, almost half (47.49%) are between
21 and 22 years old, since 24.75% are older than 22 years. They declare the higher
graduation level is high school (82.61%), bachelor’s (12.71%), and 4.68% graduated
from a master’s program or above.

The PLS-SEMmethodology was successfully used in survey-related studies from
various fields, such as behavior in social media [29], e-commerce tackling [30], or s-
commerce analysis [31]. The methodology we have previously mentioned is used to
confirm and assemble complex reflective, and formative models, as well. PLS-SEM
works well with small samples without prerequisite tests regarding distribution’s
normality. To assess the launched hypotheses, a set of preliminary tests is run, and
quality indicators are computed, as depicted in Hair et al. [32]. The data analysis was
accomplished by employing SmartPLS v4.1.0.0 software [33].

10.5 Data Analysis, Results

Both, outer and inner model assessments are driven by steps and procedures outlined
by Hair et al.’s [32] work.
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Table 10.1 Discriminant validity assessment

Construct ES HV IS SCC SI TR UI UV

ES

HV 0.493

IS 0.859 0.393

SCC 0.705 0.434 0.665

SI 0.223 0.658 0.199 0.209

TR 0.585 0.566 0.59 0.535 0.348

UI 0.529 0.633 0.496 0.445 0.533 0.777

UV 0.463 0.784 0.467 0.484 0.568 0.607 0.568

Note Values represent heterotrait–monotrait ratios of correlations (HTMT values)

10.5.1 Outer Model Assessment

The outer or measurement assessment in reflective models consists of performing
indicator reliability and internal consistency reliability tests, followed by conver-
gent and discriminant validity assessments. The lowest outer loading value is 0.713
and belongs to SI1. Thus, the theoretical reference of 0.7 is accomplished for all
indicators. Composite reliability (CR) and Cronbach’s Alpha (CA) indicators are
considered and calculated to evaluate the internal consistency reliability and then
compared with the lower accepted threshold of 0.7. Since this test is passed, there are
no internal consistency issues identified. Furthermore, Average Variance Extracted
(AVE) computation is essential to determine convergent validity legitimacy. Since
the lower AVE value is 0.670, for SI, the lower boundary of 0.5 is passed by all
the constructs. Consequently, the convergent validity is validated. Finally, at this
measurement level assessment, heterotrait–monotrait (HTMT) is involved in discrim-
inant validity evaluation [34]. Thiswork stipulates a superior threshold of 0.85,which
is passed by all construct pairs (see Table 10.1), except the IS–ES ratio.

The related value of 0.859 slightly exceeds the theoretical limit. Even so, addi-
tional tests are required [35]. According to this, we had to compute the percentile
bootstrap confidence interval for IS-ES. Discovering that its HTMT value deviates
significantly from 1, we can affirm that no discriminant validity issues were revealed
in our data.

10.5.2 Inner Model Assessment

The inner or structural model assessment investigates collinearity presence issues,
relationships’ significance and strength, and determining the explanatory power.
Because the highest value of the inner VIF is 2.818, which is below the most severe
threshold of 3, then we can argue that our model is free of any collinearity problems.
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Fig. 10.2 Research model with path coefficients and R2 values. Note *** = p < 0.001, ** = p <
0.01, * = p < 0.05

Furthermore, the explanatory power is checked, being given the R2 values of
endogenous factors. The final target construct, usage intention, reveals a high predic-
tive accuracy (R2 = 0.555). Moreover, the two immediate predictors, HV and TR
(R2= 0.352 and R2= 0.322) experience moderate predictive accuracies (Fig. 10.2).

Finally, we explored the significance and the path coefficients associated to the
hypotheses we formulated. The bootstrapping involves iterations on 10,000 subsam-
ples. A number of seven out of eight hypotheses were supported. Their magnitude
and significance are presented in Table 10.2 and Fig. 10.2.

The most important relationships are between SCC and ES (β= 0.621), followed
by SI and HV (β = 0.594), being very close to the third, between SCC and IS (β =
0.591). Oppositely, the most fragile associations are among HV and UI (β= 0.278),
and between ES and TR (β= 0.272). Even if these are the weakest relationships, their
strength is still moderate. However, the link between UV and UI was not confirmed.

Survey questions used to validate the hypotheses in the research model, Table S1,
are included in the Supplementary material.
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Table 10.2 Structural model assessment—direct effects

# H# Path Effect t statistics p values

Direct effects

1 H1a SCC → ES 0.621 15.443 0.000

2 H1b SCC → IS 0.591 13.656 0.000

3 H2a SI → HV 0.594 15.917 0.000

4 H2b SI → UV 0.496 9.230 0.000

5 H3 ES → TR 0.272 4.037 0.000

6 H4 IS → TR 0.325 4.751 0.000

7 H5 HV → UI 0.278 4.076 0.000

8 H6 UV → UI 0.023 0.340 0.734

9 H7 TR → UI 0.550 10.707 0.000

10.6 Discussion, Implications, Limitations, Conclusion

The results indicate that our two core variables, social constructs, and social influence
significantly influence usage intentionmediated by the trust variable, the relationship
between the two revealing a quite strong relationship of β= 0.550 and our final target
construct, usage intention, indicating a high predictive accuracy (R2 = 0.555).

Firstly, our research demonstrates that user involvement and communication via
SCCs builds an emotional and informational sense of support among social network
users. These findings support also earlier research that demonstrated these results [5,
6]. Likewise, informational and emotional support have a positive impact on trust,
which is in line with further studies [10, 36]. One interesting aspect that emerged
from the analysis is that the relation between utilitarian value and usage intentionwas
not confirmed. Although some studies confirm that utilitarian value has an impact
on purchase intention, satisfaction, or user behavior [23, 37], hedonic value had a
greater impact thanutilitarian value on thefinal construct. Thus, our results are consis-
tent with the study conducted by Y.-S. Yen. [14]. Hedonistic purchasing is connected
to happiness and can satisfy customers’ experience demands. We can presume that
with the evolution of social media and its innovative features, like promoting short
videos ads, s-commerce has transformed the way to promote products and services in
an enjoyable, funny, and satisfying way. Rather than practicality or helpful informa-
tion, social network interactions and entertainment are the consumers’ primary social
incentives. Our final target relationship between trust and usage intention was also
positively confirmed. This result is in line with the literature mentioned above [4, 16,
17]. From the theoretical point of view, our research adopted the S–O–R framework
and tried to fill the gap through the fusion of the two research models, which demon-
strated that our investigation gathered further essential factors that can influence the
adoption of s-commerce platforms for online purchases. Trust can be considered
an essential incentive that increases the likelihood of usage intention of these plat-
forms, when a sense of community and hedonistic experiences are available. Thus,
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we argue that our addition to the current literature, by linking two research models
and discovering a strong relationship between the final constructs, lies in building
a new conceptual structure that has not been earlier provided. Our results suggest
insight into how managers or vendors could employ SCCs and social support factors
to develop trust among online participants in an online community. When users can
engage and produce information on social media platforms through SCCs, it signif-
icantly boosts trust. Vendors should focus on promoting a feeling of community
among customers increasing their desire to engage in s-commerce.

Some limitations should be considered. First, the empirical results are not fully
generalizable. Our work took into consideration s-commerce consumers or users
on s-commerce platforms; therefore, the study might not be applicable to some
specific social commerce contexts. Further investigations should take into consid-
eration different s-commerce platforms. Also, the representativeness of the sample
is constrained. In order to improve the study’s accuracy, larger data from different
countries, geographical areas, or corporate employees should be taken into consider-
ation. Third, considering that utilitarian value has no effect on usage intention, future
investigations should be conducted in order to test and examine this relationship. In
order to evaluate trust-building in s-commerce platforms, we chose to conduct an
empirical analysis in order to verify our conceptual structure and data were gathered
from s-commerce users. The findings indicate that both SCCs and social influence
have a beneficial impact on usage intention, mediated by trust, but it was discovered
that utilitarian value has no effect on usage intention.

References

1. Liang,T.-P., Turban,E.: Introduction to the special issue social commerce: a research framework
for social commerce. Int. J. Electron. Commer. 16(2), 5–14 (2011). https://doi.org/10.2753/JEC
1086-4415160201

2. Lin, X., Li, Y.,Wang, X.: Social commerce research: definition, research themes and the trends.
Int. J. Inf. Manage. 37(3), 190–201 (2017). https://doi.org/10.1016/j.ijinfomgt.2016.06.006

3. Meilatinova, N.: Social commerce: factors affecting customer repurchase and word-of-mouth
intentions. Int. J. Inf. Manage. 57, 102300 (2021). https://doi.org/10.1016/j.ijinfomgt.2020.
102300

4. Hajli, N.: Social commerce constructs and consumer’s intention to buy. Int. J. Inf. Manage.
35(2), 183–191 (2015). https://doi.org/10.1016/j.ijinfomgt.2014.12.005

5. Hajli, N., Sims, J.: Social commerce: the transfer of power from sellers to buyers. Technol.
Forecast. Soc. Change 94, 350–358 (2015). https://doi.org/10.1016/j.techfore.2015.01.012

6. Shanmugam,M., Sun, S., Amidi, A., Khani, F., Khani, F.: The applications of social commerce
constructs. Int. J. Inf. Manage. 36(3), 425–432 (2016). https://doi.org/10.1016/j.ijinfomgt.
2016.01.007

7. Zheng, X., Men, J., Yang, F., Gong, X.: Understanding impulse buying in mobile commerce:
an investigation into hedonic and utilitarian browsing. Int. J. Inf. Manage. 48, 151–160 (2019).
https://doi.org/10.1016/j.ijinfomgt.2019.02.010

8. Li, C.-Y.: How social commerce constructs influence customers’ social shopping intention? An
empirical study of a social commerce website. Technol. Forecast. Soc. Change 144, 282–294
(2019). https://doi.org/10.1016/j.techfore.2017.11.026

https://doi.org/10.2753/JEC1086-4415160201
https://doi.org/10.1016/j.ijinfomgt.2016.06.006
https://doi.org/10.1016/j.ijinfomgt.2020.102300
https://doi.org/10.1016/j.ijinfomgt.2014.12.005
https://doi.org/10.1016/j.techfore.2015.01.012
https://doi.org/10.1016/j.ijinfomgt.2016.01.007
https://doi.org/10.1016/j.ijinfomgt.2019.02.010
https://doi.org/10.1016/j.techfore.2017.11.026


116 D.-Ș. Ghenie et al.

9. Zhao, W., Hu, F., Wang, J., Shu, T., Xu, Y.: A systematic literature review on social commerce:
assessing the past and guiding the future. Electron. Commer. Res. Appl.Commer. Res. Appl.
57, 101219 (2023). https://doi.org/10.1016/j.elerap.2022.101219

10. Alalwan, A.A., et al.: Examining the impact of social commerce dimensions on customers’
value cocreation: the mediating effect of social trust. J. Consum. Behav.Consum. Behav. 18(6),
431–446 (2019). https://doi.org/10.1002/cb.1782

11. Kim, S., Park, H.: Effects of various characteristics of social commerce (s-commerce) on
consumers’ trust and trust performance. Int. J. Inf. Manage. 33(2), 318–332 (2013). https://doi.
org/10.1016/j.ijinfomgt.2012.11.006

12. Hajli, N., Sims, J., Zadeh, A.H., Richard, M.-O.: A social commerce investigation of the role
of trust in a social networking site on purchase intentions. J. Bus. Res. 71, 133–141 (2017).
https://doi.org/10.1016/j.jbusres.2016.10.004

13. Lu, B., Fan, W., Zhou, M.: Social presence, trust, and social commerce purchase intention: An
empirical research. Comput. Human Behav. 56, 225–237 (2016). https://doi.org/10.1016/j.chb.
2015.11.057

14. Yen, Y.-S.: The relationship among social influence, perceived value, and usage intention
in social networking sites, in 2013 3rd International Conference on Consumer Electronics,
Communications and Networks, IEEE, pp. 699–702 (2013). https://doi.org/10.1109/CECNet.
2013.6703427

15. Hsiao, K.-L., Chen, C.-C.: What drives in-app purchase intention for mobile games? An exam-
ination of perceived values and loyalty. Electron. Commer. Res. Appl.Commer. Res. Appl. 16,
18–29 (2016). https://doi.org/10.1016/j.elerap.2016.01.001

16. Bugshan,H., Attar, R.W.: Social commerce information sharing and their impact on consumers.
Technol. Forecast. Soc. Change 153, 119875 (2020). https://doi.org/10.1016/j.techfore.2019.
119875

17. Sheikh, Z., Yezheng, L., Islam, T., Hameed, Z., Khan, I.U.: Impact of social commerce
constructs and social support on social commerce intentions. Inf. Technol. People 32(1), 68–93
(2019). https://doi.org/10.1108/ITP-04-2018-0195

18. Zhao, K., Stylianou, A.C., Zheng, Y.: Sources and impacts of social influence from online
anonymous user reviews. Inf. Manag. 55(1), 16–30 (2018). https://doi.org/10.1016/j.im.2017.
03.006

19. Asanprakit, S., Kraiwanit, T.: Causal factors influencing the use of social commerce platforms.
J. Open Innov. Technol. Mark. Complex. 9(4), 100172 (2023). https://doi.org/10.1016/j.joitmc.
2023.100172

20. Hu, X., Chen, Z., Davison, R.M., Liu, Y.: Charting consumers’ continued social commerce
intention. Internet Res. 32(1), 120–149 (2022). https://doi.org/10.1108/INTR-07-2020-0397

21. Wang, Y.: Humor and camera view on mobile short-form video apps influence user experience
and technology-adoption intent, an example of TikTok (DouYin). Comput. Human Behav. 110,
106373 (2020). https://doi.org/10.1016/j.chb.2020.106373

22. Hu, X., Chen, X., Davison, R.M.: Social support, source credibility, social influence, and
impulsive purchase behavior in social commerce. Int. J. Electron. Commer.Commer. 23(3),
297–327 (2019). https://doi.org/10.1080/10864415.2019.1619905

23. Gan, C., Wang, W.: The influence of perceived value on purchase intention in social commerce
context. Internet Res. 27(4), 772–785 (2017). https://doi.org/10.1108/IntR-06-2016-0164

24. Yeon, J., Park, I., Lee, D.: What creates trust and who gets loyalty in social commerce? J.
Retail. Consum. Serv.Consum. Serv. 50, 138–144 (2019). https://doi.org/10.1016/j.jretconser.
2019.05.009

25. Al-Tit, A.A., Omri, A., Hadj, T.B.: The driving factors of the social commerce intention of
Saudi Arabia’s online communities. Int. J. Eng. Bus. Manag. 12, 184797901989974 (2020).
https://doi.org/10.1177/1847979019899746

26. Curras-Perez, R., Ruiz-Mafe, C., Sanz-Blas, S.: Determinants of user behaviour and recom-
mendation in social networks. Ind. Manag. Data Syst.Manag. Data Syst. 114(9), 1477–1498
(2014). https://doi.org/10.1108/IMDS-07-2014-0219

https://doi.org/10.1016/j.elerap.2022.101219
https://doi.org/10.1002/cb.1782
https://doi.org/10.1016/j.ijinfomgt.2012.11.006
https://doi.org/10.1016/j.jbusres.2016.10.004
https://doi.org/10.1016/j.chb.2015.11.057
https://doi.org/10.1109/CECNet.2013.6703427
https://doi.org/10.1016/j.elerap.2016.01.001
https://doi.org/10.1016/j.techfore.2019.119875
https://doi.org/10.1108/ITP-04-2018-0195
https://doi.org/10.1016/j.im.2017.03.006
https://doi.org/10.1016/j.joitmc.2023.100172
https://doi.org/10.1108/INTR-07-2020-0397
https://doi.org/10.1016/j.chb.2020.106373
https://doi.org/10.1080/10864415.2019.1619905
https://doi.org/10.1108/IntR-06-2016-0164
https://doi.org/10.1016/j.jretconser.2019.05.009
https://doi.org/10.1177/1847979019899746
https://doi.org/10.1108/IMDS-07-2014-0219


10 Driving Factors of Social Commerce Intention: The Role of Social … 117

27. Riaz,M.U.,Guang,L.X., Zafar,M., Shahzad, F., Shahbaz,M., Lateef,M.:Consumers’ purchase
intention and decision-making process through social networking sites: a social commerce
construct. Behav. Inf. Technol. 40(1), 99–115 (2021). https://doi.org/10.1080/0144929X.2020.
1846790

28. Yang, X.: Exchanging social support in social commerce: the role of peer relations. Comput.
Human Behav. 124, 106911 (2021). https://doi.org/10.1016/j.chb.2021.106911

29. Sitar-Taut, D.-A., Mican, D., Frömbling, L., Sarstedt, M.: Digital socialligators? Social media-
induced perceived support during the transition to the COVID-19 lockdown. Soc. Sci. Comput.
Rev.Comput. Rev. 41(3), 748–767 (2023). https://doi.org/10.1177/08944393211065872

30. Mican, D., Sitar-Taut, D.-A.: The effect of perceived usefulness of recommender systems and
information sources on purchase intention. Kybernetes (2023). https://doi.org/10.1108/K-08-
2022-1145

31. Mousavi, S., Roper, S.: Enhancing relationships through online brand communities: comparing
posters and Lurkers. Int. J. Electron. Commer.Commer. 27(1), 66–99 (2023). https://doi.org/
10.1080/10864415.2022.2158596

32. Hair, J. F., Hult, G.T.M., Ringle, C.M., Sarstedt, M.: A primer on partial least squares structural
equation modeling (PLS-SEM), 3rd ed. Sage (2022)

33. Ringle, C.M., Wende, S., Becker, J.-M.: SmartPLS 4. SmartPLS GmbH (2022)
34. Henseler, J., Ringle, C.M., Sarstedt, M.: A new criterion for assessing discriminant validity

in variance-based structural equation modeling. J. Acad. Mark. Sci. 43(1), 115–135 (2015).
https://doi.org/10.1007/s11747-014-0403-8

35. Franke, G., Sarstedt, M.: Heuristics versus statistics in discriminant validity testing: a compar-
ison of four procedures. Internet Res. 29(3), 430–447 (2019). https://doi.org/10.1108/IntR-12-
2017-0515

36. Zhang, M., Liu, Y., Wang, Y., Zhao, L.: How to retain customers: Understanding the role of
trust in live streaming commerce with a socio-technical perspective. Comput. Human Behav.
127, 107052 (2022). https://doi.org/10.1016/j.chb.2021.107052

37. Pang, H.: Identifying associations between mobile social media users’ perceived values, atti-
tude, satisfaction, and eWOM engagement: the moderating role of affective factors. Telemat.
Inform. 59, 101561 (2021). https://doi.org/10.1016/j.tele.2020.101561

https://doi.org/10.1080/0144929X.2020.1846790
https://doi.org/10.1016/j.chb.2021.106911
https://doi.org/10.1177/08944393211065872
https://doi.org/10.1108/K-08-2022-1145
https://doi.org/10.1080/10864415.2022.2158596
https://doi.org/10.1007/s11747-014-0403-8
https://doi.org/10.1108/IntR-12-2017-0515
https://doi.org/10.1016/j.chb.2021.107052
https://doi.org/10.1016/j.tele.2020.101561


Chapter 11
Strategic Collaboration in International
University Networks–Case Study

Margarita Bogdanova , Evelina Parashkevova-Velikova ,
and Yuriy Kuznetsov

Abstract The purpose of the research is to explore the conditions for transforming
project partnerships into a strategic network, identify the key challenges facing indi-
vidual participants, and outline research intentions for analyzing the transformation
from operational to strategic interaction within the network. A case study of a univer-
sity alliance of the non-spatial collaboration type is presented. The study of network
connections through social network analysis is in its early stages but patterns of inter-
action are already emerging—subgroups (clusters) for which data are being gener-
ated for future research. GEPHI is applied for visualization. Due to the early stage
of development of the Alliance, the study is still in a conceptual stage, outlining the
main risks to interactive relationships within the network. These include managing
subgroups, the collision between intra-organizational and network decision-making
mechanisms, especially when there are institutional and cultural differences among
participants, the balance between institutional and personal connections, and, broadly
speaking, between formal and informal relationships within networks. A research
intention is outlined based on the specifics of the case study.

11.1 Introduction

International university networks are widely used for implementing both large and
small projects that require joint participation from partners in multiple countries.
Typically, they are externally funded, and in this sense, the funding donor defines the
conditions under which the partnership arises and develops. These types of networks
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have clearly defined boundaries and a framework for collaboration since the partic-
ipating universities are known. However, managing the network raises numerous
questions for which the literature has not yet provided clear answers. These ques-
tions are related to sustainable relationship management and the transformation of
the network from project operational to strategic.

This study aims to investigate the conditions for transforming project partnerships
into a strategic network and to identify the key challenges facing individual partici-
pants. Additionally, it intends to present research intentions for analyzing networks
and their transformation.

Relevant literature has been explored, and qualitative methods have been applied
for empirical research through observation, interpretation of documents, and inten-
sive self-reflection [1], with the authors’ participation in the process of creating and
growing a university network. A partnership network for non-spatial collaboration
[2] between universities [3] has been examined, based on cognitive proximity among
actively collaborating universities.

The study of network connectionswas conducted through social network analysis.
Patterns of interaction are already emerging—subgroups (clusters) that are visual-
ized through GEPHI. The authors have developed a research program for future
examination tailored to the observed specificities in the network’s development.

11.2 Literature Review

Interorganizational networks emerge and exist to address specific challenges that no
single organization could handle alone [4, 5]. In the scientific literature, the develop-
ment of networks is assessed from two perspectives [6, 7]: (1) The resource-based
perspective, which emphasizes the importance of network participants who possess
key resources and share them within the network [8]; (2) The theory of social capital
[9], which suggests that collective actions in society depend on the relationships
within the community.

Based on these perspectives, two approaches to network formation are observed.
In the first approach, the initiative stems from an active entity that actively recruits
potential members to join the consortium [4]. This approach is intentional, with the
process being designed by the initiator who has identified an opportunity but requires
more resources to realize it.

In the second approach, collaborative processes arise almost spontaneously, trig-
gered by changes in the environment and a shared interest and similar perspectives
among potential members. These types of networks are also known as multi-actor
networks [10]. Most often, they are characterized by a single overarching contrac-
tual agreement, sharedmanagement, and the pursuit of a common objective requiring
each partner to interact within the alliance [10]. These two approaches, due to their
nature, imply differences in partner network management strategies.
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According to Baraldi et al., the two main types of networks—intentionally
created networks and emergent networks—are characterized by different manage-
ment approaches [11]. In intentionally created networks, management can be exer-
cised either by a single participant (the initiator of the network who holds authority)
or by establishing a new organizational structure tasked with managing the entire
network [12].

Meanwhile, in emergent networks, management is exercised by all participants, as
each of them seeks to manage their own position within the network [13], depending
on their individual goals, strategies, and challenges [14].

Different are also the mechanisms of management. While in intentionally created
networks, the participants do not know each other, do not have a common history of
joint projects, formal mechanisms for regulating relationships [15] can be applied,
most often by the central participant or by a separate group of participants who are
in immediate proximity to him. Formal mechanisms may include role allocation,
establishment of management committees empowered to make decisions, develop-
ment and adoption of contracts, rules for resource allocation, reporting and control,
introduction of deadlines, centralized determination of participants in project initia-
tives, etc. Integrating them, for example, between roles, resources, and deadlines,
may require the parties involved to adapt management processes to the network’s
requirements, i.e., to demonstrate flexibility in favor of the network’s common goals.

Spontaneously emerging networks are characterized by informal mechanisms (at
least initially), based on mutual trust, responsibility, and reciprocity, established in
prior contacts [16].

According to Vivien Lowndes and Chris Skelcher, the key challenge for partner-
ships lies in the necessity to apply various approaches and methods of management
within the network, which may interact with each other. In some cases, this will
generate competition, while in others, cooperation.

As a rule, the objectives of inter-university partnerships in project implementa-
tion are externally defined by public entities, which are the main source of funding
for participating academic and private institutions and organizations [11]. Therefore,
outcome indicators are determined by the governing body that provides the funding.
However, sometimes these indicators are not sufficient for tracking sustainable
network development.

Among the notable strategies for managing inter-university partnership networks
are: exploring content, connecting, arranging, and process agreements [5].

Mechanisms for management frame inter-organizational relationships for when
and how individual participants interact with each other; for example, the presence of
contracts and routine procedures reduces risk. Encouraging free collaboration leads to
the formation of dyads, triads, and other subgroups. They will be further incentivized
if bilateral, trilateral, and other agreements are applied within the network. This, in
turn, can lead to new ideas and diversify the sources of funding for initiatives within
the network. However, it is also possible to become a risk under certain conditions.

The set of management tools applied by network participants also depends on the
internal organizational mechanisms within individual universities. Private universi-
ties place much greater emphasis on efficiency and competitiveness, so return on
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investment is highly sought after there. State-funded universities, on the other hand,
tend to lean toward bureaucratic approaches, and hierarchy continues to be a leading
mechanism or at least applied to some extent in decision-making.

Furthermore, there is the issue of the clash between the two approaches—central-
ized and decentralized. Typically, partnerships with external counterparts (other
universities or industries) result from faculty members’ professional connections
and are owed to their specialized skills. At the same time, the official counterpart in
a partnership network is the university itself, meaning other representatives of the
university who are part of the management board [18].

This poses the risk of intersecting and reducing motivation for external engage-
ment due to conflicts of interest between academics and administrators. Furthermore,
changes in priorities or management views regarding the university’s development or
the departure of key academic staff may freeze or even eliminate their participation
in the network. This is defined as “organized anarchy” [19, 20] and represents an
extreme understanding of academic autonomy.

The bureaucratic style of management is difficult to transfer into networks
that require broad coordination among diverse partners. This introduces additional
diversity in management practices within the consortium.

11.3 Approaches to Network Analysis

Analyzing interaction approaches and the degree of collaboration between network
actors is a complexprocess that requires an assessment of the intensity of participation
and the exchange of resources. Effective collaboration can be a key factor in the
success of projects, especially in complex or interdisciplinary fields.

Network interaction assessment methods can also be used in assessing the intra-
institutional patterns of organizational governance and communication observed
within the individual participating organizations.

Measuring the level of collaboration is a multidimensional process that requires
combining quantitative and qualitative methods for the most accurate assessment.
Success in collaboration often depends on the culture of organizations, relationships
between teams,working patterns practiced throughout the project cycle, and effective
project management.

The following basic evaluation methods and metrics can be considered when
analyzing communications:

– Measuring and evaluating communication and interaction. Common platforms
used for communication and project management and ways of integrating and
using these platforms are evaluated. For example, integrating tools like Slack,
Microsoft Teams, or Asana for collaborative work can improve coordination and
efficiency.
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– Assessment of volume andmanner of sharing resources and knowledge. Investing
in shared resources and infrastructure can show commitment to the project and
mutual trust, which is a good foundation for partnership and network sustainability

– Evaluation of interaction in carrying out joint activities. The publication of
common research results can be an indicator of successful collaboration and
integration of knowledge with long-term effects.

– Evaluation of goal setting and performance reporting. Measuring project success
against predetermined indicators and goals can reflect the level of effectiveness
of collaborative efforts.

– Evaluation of data collection methods and analysis tools used. The use of social
network analysis (SNA) can identify the structure of interactions in the project
[21].

Social network analysis (SNA) is a specialized approach to network analysis that
focuses on studying social structures through the use of networks and graphs. It
differs from “normal” network analysis (which can refer to a wider range of network
structures, including telecommunications networks, the Internet, transport networks,
etc.) in several key respects, focusing specifically on the interactions and relationships
between people or groups.

SNA is distinguished by its focus on social interactions and the importance of
network structure for understanding social processes. It provides specific methods
and algorithms that are used to analyze the complex and dynamic social structures
that are formed in the real and virtual world.

Social network analysis uses several groups of metrics to measure and evaluate
different network parameters. The indicators for centrality, betweenness, and close-
ness are most often applied, as well as for structural holes and network density. They
analyze network connections to identify nodes that act as brokers between otherwise
unconnected groups, offering opportunities for information control and innovation.

There is relatively little research on dynamic social networks (dynamic network
analysis), the use of agent-based simulationmodels (ABM), and the variable structure
of models (temporal network models). The latter group analyzes how changes in the
structure of ties over time affect information dissemination, community formation,
and social dynamics.

11.4 Case Description—Alliance of EU Universities

This article examines a specific type of network structure—an Alliance of European
Universities (Alliance). The European alliances are created on the basis of a leading
initiative of the European strategy for the development of universities, which aims
to create 60 alliances uniting over 500 institutions by the middle of 2024. Due to the
need to respect the confidentiality of the partnership, the study will not comment on
specific universities.
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Each EU Alliance is a kind of project-based network that develops and imple-
ments an integrated long-term joint development strategy, i.e., the idea is to make
the network sustainable in the long term.

The creation of a joint network management structure within the Alliance is a
prerequisite for its funding, as it is a key factor in ensuring shared governance and
sustainable development. Every single Alliance of European Universities is based
on the principle of sharing, not only of management but also of resources—human,
informational, financial, administrative, infrastructural, intellectual, etc.

As a result, the network should provide access to a wide range of stakeholders to
high-quality and inclusive education, research and innovation, and mobility on Euro-
pean inter-university campuses. The fundamental aspects include the application
of interdisciplinary and cross-sector approaches, personalized support for students
and researchers, the development of various forms of education including lifelong
learning, the provision of microcredits, internships, and career development oppor-
tunities. The networks are based on the principles of publicity and transparency, not
only in terms of their governance and funding but also in terms of the need to ensure
access, namely: open science, open education, and open data practices.

11.5 Research Methodology

The research followed a qualitative and explorative approach, adopting the case
study methodology [22]. Furthermore, the lack of sufficient studies that examine the
transition from operational to strategic interaction in research networks highlights
the need for case studies to gain in-depth knowledge on this topic.

Qualitativemethods of empirical researchwere applied throughobservation, inter-
pretation of documents, and intensive self-reflection [1] with the participation of the
authors in the process of creating and growing a university network. The study
of network connections through social network analysis is still in its early stages.
Patterns of interaction are already emerging—subgroups (clusters) for which data are
being generated for future research. The SNA is made by GEPHI. In perspective, the
authors’ research program includes the application of Python and R software tools
with which to study the network topology in the distinct stages of alliance devel-
opment [23]. Particularly useful would be the stage in which communication with
the various groups of stakeholders should be deployed, especially related industries
that expand sectoral and functional cooperation in the network. In this way, network
dynamics [24] will be analyzed, which will give a new perspective to research in the
subject area.
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11.6 Preliminary Analysis Results and Discussion

In the present study, the network topology in the first two stages of alliance formation
is presented. The initial network is composed of 7 universities from 7 countries.
During this first stage, when the project proposal for funding itself was prepared,
dozens of virtual and 7 common physical meetings were held—in each country of
the consortium.Bilateral contractswere signed and individualmobilitieswere carried
out under them, which started the implementation of informal relations. The need to
expand contacts even before the official funding led to a second stage of the network,
in which 4 new universities from 4 new countries were joined.

The increase in the number of partners also increased the potential undirected
contacts in the network from 21 during the first stage to 55 in the second stage. In
other words, the network density (n × (n − 1)/2) increased by more than 2.5 times.
However, the networkof universities, i.e., organizations, is represented bypeoplewho
work in those organizations. The participation of an average of three people from
each universitymultiplies the possible number of contacts. Eachwork package devel-
opment team exchanged information with the others and with the central unit, which
summarizes and consolidates the information, causing communication to become
sporadic and clustered depending on the nature of the tasks.

The measurement of relationships (connections between universities) in such a
type of network should be considered from at least two perspectives. On the one
hand, these are the official relationships at the university management level. They
are certified by signingmemoranda—common to the alliance and between individual
universities.

But at the next level, the network begins to thicken not fromofficial documents, but
from contacts between individual researchers. It is here that one of the essential risks
for network management can be pointed out. Common interest, of course, moves the
network forward through the project cycle, but it is the efficiency of interpersonal
contacts that determines the speed and success (quality) of some of the results.

This is largely related to the culture of the participating universities,which respects
contractual relationships but cannot take place without close contacts on a personal
level.

The emergence of the Alliance can be defined as a combination of orchestrated
network and spontaneous emergence. In other words, it is created deliberately [11],
but its goals are not related to the benefit of the initiator, but of allmembers—this is the
mechanism of this type of university alliance. That is why governance is shared and
carried out by all participants, but it is also formalized. This combination of formal
and informal contacts is considered a major factor in favor of the sustainability of
the alliance.

The nature of European alliances is such that the key performance indicators
(KPIs) are determined by the managing authority that provided the funding. This
pretty much solves the issue of network performance metrics. But it does not answer
the question of how, with what tools the results should be achieved. This question
is decided by the participants. This is where the next risk in the management of
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the Alliance is rooted—how to correctly observe the key indicators, i.e., to satisfy
short- and medium-term program requirements while avoiding conflict with long-
term strategies.

The question of the cohesion of the organizational strategies within the Alliance
was not discussed in depth at the beginning—during the formation of the Alliance,
but its neglect can have serious consequences at subsequent stages.

This was particularly evident during the second stage of the alliance’s develop-
ment, when four more universities joined it.

It was here that differences in organizational management strategies came to
the fore. Some cultural and institutional differences made it necessary during the
negotiations to adapt internal organizational processes in some universities to the
requirements of the network. But with the help of accepted and established cultural
norms of behavior, disagreements were contained.

When associated organizations are included in the network during the third stage
(on average 4–5 for each university), the network is about to grow evenmore. Investi-
gation of network metrics such as centrality, modularity, and density are forthcoming
at that stage, as well as a more in-depth study of structural holes and communities
(clusters) and how they reveal important network characteristics.

The alliance of universities in the case study is conceived as a polycentric terrain
[17] for generating innovation. But the relationships between the participants are not
equally intense. Therefore, a study of the strong and weak ties in the network is to be
done [25]. This is important because the already formed strong ties form inner social
circles and even clusters. At the same time, the presence of weak ties opens up access
to new possibilities as participants seek to access more knowledge and information.
In this sense, the analysis of relationships will form a forecast for the development of
the network and, respectively, will suggest strategies and management approaches.

In view of the possibility of directly observing the development of the network
from its inception, the authors are also interested in the application of dynamic
network analysis (DNA) and tools such as ORA (Organizational Risk Analyzer)
to analyze networks that change over time. Python and R software tools could be
implemented due to their flexibility and extensive library collection for data manipu-
lation and network analysis. Such flexible tools are particularly useful in distributed
networks, as they cover not only local partners but also those that are geographically
very distant.

A typical social network analysis focusing on centrality indicators (such as the
number of inward or outward links) provides a basis for analysis, but is not sufficient
to guarantee the achievement of interaction density. In other words, social network
analysis does not illuminate all the ways in which two system components without
a direct relationship can influence each other [26].

To improve interaction, the network is to be analyzed through additional tech-
niques, such as cognitive maps, gap analysis, historical lessons learned analysis,
functional analysis of network participation, etc.

The development of a network management model must consider the answers to
several questions: purpose (the why), process (the how), partnership (the who), and
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product (the what) [26, 27] and what are the attitudes of the participants in the short
and long term.

When the network sets out to build a strategic partnership, the participants must
make decisions about what business model the network will follow and what will be
the contribution of everyone involved in the decision-making. The strategic nature
focuses not on the direct consequences of decisions for individual actors in the
short term, but on the consequences at the systemic level—for the entire network.
This means overcoming institutional short-sightedness [24] in the name of achieving
strategic advantages.

11.7 Conclusion

This article adds knowledge about the conditions and risks for strategic collaboration
in university networks, which is a poorly developed niche in the literature.

Due to the early stage of development of the Alliance, the research is still in
the conceptual stage, but the main risks to interactive relationships in the network
have been outlined, such as the management of dyads, triads, and other subgroups
(clusters); the collision between intra-organizational and network decision-making
mechanisms, especially when there are institutional and cultural differences between
participants; the balance between institutional and personal ties, and in a broad
sense—between formal and informal relationships. Last but not least, the strategic
orientation depends on the quality of the interactive relationships in the network.

The topic is broad and interdisciplinary, as it binds on the one hand the network
theories, respectively, the factors for the emergence and development of networks,
and on the other—the approaches and tools for strategic management, but applied in
distributed networks for non-spatial collaboration with the aim of cross-enrichment
of ideas between participants. This compilation of perspectives calls for deepening
research and shaping future research intentions that combine networkmetrics at each
stage of network development and the relationship of network topology statistics to
strategic network analysis.
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Chapter 12
Comparative Analysis of Natural
Language Query Responses on BPMN
Model Serializations: RDF Graphs
Versus BPMN XML

Damaris Naomi Dolha and Robert Andrei Buchmann

Abstract Leveraging the power of symbolic knowledge representation, this study
compares outcomes of natural language interactionwith BPMNmodel serializations,
examining semantic graphs derived from RDF export of BPMN provided by Bee-
Up, in contrast to the conventional BPMN XML export from the process modeler of
SAP Signavio. By prompt engineering, we investigate the proficiency of certain GPT
services of OpenAI in navigating the semantic intricacies of RDF and the structural
hierarchy of XML, ultimately illuminating implications for knowledge retrieval.
The findings delve into the complexities of querying BPMN representations using
natural language, revealing the transformative capabilities of RDF, but also the value
of BPMN employed as a schema for procedural knowledge graphs—i.e., shifting
away from their traditional role as diagrams or automation configurators. As per
the experimental results, the RDF export showcases superior richness for natural
language queries as the graph-like structure of visual diagrams is closer to semantic
networks than to XML tag structures, carrying implications for Business Process
Management.

12.1 Introduction

In the practice of business processmodeling, the choice between serialization formats
significantly influences how organizations perceive, analyze, process, and imple-
ment their business processes. XML and RDF, two prominent content structuring
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approaches, offer distinct ways of encoding BPMN diagrams, each carrying advan-
tages and implications for process management and automation. While XML has
long been the standard for the interchange of BPMNmodels, the emergence of RDF
export capabilities, particularly by Bee-Up [1] and other experimental tools [2],
introduces new possibilities for semantic process enrichment. This study explores
how Large Language Models (LLMs)—for now specifically those from OpenAI
(to be expanded in future work to others)—benefit from this richness compared to
the traditional formats. Although multimodal image interpretation capabilities have
also been recently introduced, the typical APIs of Business Process Management
Systems (BPMS) and automation platforms will deliver serializations (rather than
images) to client apps or partnering services, therefore, we focus this stage of our
research on such serializations. Moreover, some process knowledge is not found
on the visual canvas—modeling tools often allow to store data attributes in model
elements (e.g., costs, execution times of process tasks) or non-visual links (e.g.,
subprocesses, individual RACI roles linked to specific tasks).

The current study explores the interplay between natural language queries and
BPMN models in RDF representation compared to conventional XML export,
in a setting showcasing human–LLM interaction over serialized business process
diagrams. We test various prompts equivalent to process querying different patterns
found in BPMN diagrams, although acknowledging some comparability limitations:
while BPMN XML is a universally adopted standard, RDF is only standardized
as a knowledge structuring method and lacks standardization as a process descrip-
tion vocabulary—these vocabularies are emerging in experimental implementations
such as [2, 3] and public tools such as Bee-Up. Nevertheless, this investigation offers
valuable insights into how diagram serialization can enhance diagrammatic model
interpretability for LLMs. Although our current results are preliminary and limited
in experimentation diversity, we plan to expand our study to include a range of LLM
services and multimodal capabilities. The current exploration underscores that the
choice between RDF and XML export extends beyond technical preference; it signi-
fies a shift in conceptualizing BPMN models as semantic networks rather than hier-
archical XML tags decomposing a control flow. Through this analysis, we suggest
a transformative potential of RDF diagram exports within the BPMN ecosystem,
which has been advocated for a while in domain-specific, semantically supported
Business Process Management (BPM) [3, 4].

This paper is structured as follows: Sect. 12.2 outlines challenges in BPM and
discusses the benefits of integrating LLMs. In Sect. 12.3, we provide a comprehen-
sive review of past solutions proposed for process queries. Immediately afterward,
Sect. 12.4 details the tools used in our study, ensuring transparent documentation
of our methodology for reproducibility and meaningful comparisons with future
research. The outcomes of our experiments, presenting empirical evidence regarding
the comparative performance of RDF and XML exports in responding to natural
language queries, are detailed in Sect. 12.5. Finally, Sect. 12.6 synthesizes findings,
discusses limitations, and provides an outlook for future exploration within the field.
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12.2 Problem Statement and Background

The potential integration of LLMs into BPM presents both opportunities and chal-
lenges [5]. During the first phase of the BPM lifecycle, namely process identifica-
tion phase, LLMs can aid in extracting key information from unstructured proce-
dural documentation. Additionally, they may contribute to process prioritization
by semantically matching with strategic statements. During the process discovery,
Generative AI can enhance traditional process mining methods by handling XML
formats that currently capture process logs and serializations. Process querying,
traditionally XML-based, could benefit from the diagram understanding capabilities
of multimodal models like GPT-4 [6]. In the analysis phase, LLMs can assist in
issue discovery, by summarizing large volumes of text from various platforms where
complaints may arise and identifying patterns. For process redesign, LLMs may
employ mechanisms akin to those used in code generation. In the implementation
phase, LLMs provide textual explanations of BPMNmodels, aid in process execution
and enhance interaction between users and models. Processes can serve as orches-
trators of Artificial Intelligence and chatbots. For process monitoring, visualization
support or interpretation through dashboards are conceivable.

To navigate this diverse landscape of use cases, it is crucial to explore the extent to
which LLM can offer alternatives to traditional process queries, since traditionally,
process queries have relied on formal languages and visual grammars [7] or they
have repurposed graph database queries [2, 3].

12.3 Related Works

An article that explores the potential of LLMs in accomplishing text-related BPM
tasks is [8], where, through tailored prompts, the study evaluates the performance of
an LLM in the context of mining declarative process models from natural language
descriptions. There is interest in leveraging the structured nature of business process
modeling languages for knowledge graph integration. Notably, a recent paper [2]
introduced a converter translating BPMN XML format to Neo4J labeled property
graphs, ensuring conceptual alignment with BPMN 2.0 standards. Similarly, another
work [3] presents BPMN2KG, a tool converting BPMN 2.0 process models into
knowledge graphs, facilitating process-centric data integration and SPARQLqueries.
The authors demonstrate the utility of the tool through a real-world industrial use case
in quality management. The evolving landscape of BPMS underscores the need for
semantic agility, especially as knowledge-driven applications become more context-
aware. Paper [4] addresses this need, integrating process knowledge with contextual
data. The proficiency of ChatGPT in generating and interpreting conceptual models
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like ER diagrams and UML Class diagrams is demonstrated in [9], while paper
[10] discusses leveraging pre-trained language models for BPM research, noting
that the application of GPT-3 in BPM often requires fine-tuning and significant
training data. Integrating GPT-3.5 Turbo into Lean Six Sigma 4.0 methodologies
offers transformative capabilities for real-time data-driven strategies [11]. Study [12]
explores integrating GPT with Robotic Process Automation (RPA), noting potential
security and legal risks. Researchers have proposed enhancingLLMswith knowledge
graphs to overcome these challenges, as discussed in article [13], complemented by
our study on applying knowledge graph treatment to BPMN models.

12.4 Experimental Setup

In order to conduct our investigation, we harnessed several tools. Firstly, Bee-Up 1.7
is the core tool within the OMiLAB Digital Innovation environment [14]. The RDF
export functionality in Bee-Up was based on patterns elucidated in the paper refer-
enced at [15].We employedOntotext GraphDB10.5 [16], a scalable and robust graph
database with RDF and SPARQL support. This allowed us to apply various types
of SPARQL queries, including “magic predicates” to redirect inquiries to gpt-3.5-
turbo model [17]—on the RDF serialization exported from Bee-Up 1.7, facilitating
in-depth analysis and exploration of the semantic relationships within the BPMN
models. Secondly, SAP Signavio Process Transformation Suite, Academic Edition
17.13.0 [18] was part of our experimental setup for exporting BPMN into stan-
dard XML serialization, subsequently parsed and analyzed by ChatGPT 3.5 from
OpenAI. While using a local solution with an OpenAI API key or a private chatbot
for secure document handling can be important, ChatGPT also ensures safety and
privacy through several robust measures. OpenAI employs stringent security prac-
tices, including SOC 2 Type 2 compliance, verified through rigorous audits to ensure
high data protection standards [19]. Moreover, data encryption, both at rest and in
transit using AES-256 and TLS 1.2+, further secures data handling. Additionally, the
OpenAI Privacy Request Portal [20] allows users to manage their data and privacy
settings efficiently. Users can opt out of sharing their data for training purposes in
the ChatGPT settings, before starting the conversation.

TheBPMNexemplar used for the discussed prompting cases is shown in Fig. 12.1.
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Fig. 12.1 Main BPMN process diagram (top) and the two embedded subprocesses

12.5 Commented Prompting Strategies

The responses generated by the OpenAI model for each prompt will be compared
for process descriptions exported from Bee-Up 1.7 in RDF format (noted as CASE
I) and from SAP Signavio Process Transformation Suite, Academic Edition 17.13.0
in XML format (represented by CASE II). It is crucial to note that the emphasis
of this study lies not on uncovering limitations inherent to any particular tool, but
rather on the broader exploration of the comparative analysis between the afore-
mentioned representation formats. This approach ensures a holistic examination of
the effectiveness and implications of different representation formats on the inter-
pretation of natural language queries within the BPMN context. The repertoire of
prompt types encompasses a range of methodologies aimed at discerning differ-
ences and nuances in the model output, based on the examined BPMN process and
subprocesses exported from the aforementioned tools.
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Scenario 1. Open-ended prompt. “Can you summarize the overall workflow of the BPMN process?”

Case I (GraphDB queries redirected together with RDF
export to OpenAI gpt-3.5-turbo)

Case II (ChatGPT 3.5 on XML export)

The BPMN process generally involves several tasks or
activities that are interconnected and flow in a sequence to
achieve a specific goal. In the provided RDF data example,
we have tasks such as “Check suitability,” “Check scientific
suitability,” “Finalize evaluations,” “Reject,” “Offer
recommendations for refinement,” “Receive revised draft,”
and “Format and upload draft.” These tasks are part of the
BPMN process flow and typically require input, processing,
and output to progress from one task to another. The
workflow of the BPMN process might involve the following
steps based on the tasks mentioned: 1. Check suitability and
check scientific suitability tasks are performed to assess the
suitability and scientific aspects of a particular process or
project. 2. Based on the evaluations and assessments, a
decision is made to either finalize evaluations or reject the
proposal. 3. If the evaluations need refinement,
recommendations are offered for further improvement. 4. The
revised draft is received and processed through the “Receive
revised draft” task. 5. Lastly, the formatted and reviewed draft
is uploaded as the final output. This workflow represents a
sequential flow of tasks within the BPMN process, where each
task contributes to the overall goal or objective of the process

The overall workflow of the BPMN process can be
summarized as follows: 1. Article Submission: The process
begins with the Author submitting a draft article for
publication. 2. Review and Feedback: Upon submission, the
Publisher initiates the review process. The Publisher and
other reviewers provide feedback on the submitted article. If
revisions are needed, the Author is notified and required to
make the necessary changes. 3. Revision and Resubmission:
The Author revises the article based on the feedback received.
Once revisions are completed, the Author resubmits the
revised article for further review. 4. Review Process
Management: The Publisher manages the review process,
ensuring timely feedback and resolution of any issues that
arise. Notifications regarding delays or required actions are
communicated between the Author and Publisher as needed.
5. Final Approval and Publication: Once the article meets
the required standards and receives approval, the Publisher
coordinates its publication. The finalized article is published,
completing the workflow. Throughout the process, there is a
continuous exchange of information and feedback between
the Author and Publisher, ensuring the quality and timely
publication of articles

While both cases capture the essence of the provided BPMN process, CASE I
offers a more granular breakdown of the process steps—with each task explicitly
named and interconnected—whereas the approach within CASE II is in a rather
higher-level approach, with a sole focus on the key stages of the workflow.

Scenario 2. Clarification prompt. “What is the last task within the current BPMN process?”

Case I Case II

Based on the provided RDF triples, the last task within the
current BPMN process is labeled as “Format and Upload
draft” with the URI: https://www.omilab.org/#Task_BPMN-
16315-Format_and_Upload_draft

The last task within the current BPMN process is the “Update
publication schedule” user task in the “AuthorDelay”
subprocess

In CASE I, the last task identifiedwithin the current BPMNprocess is “Format and
Upload draft”, which clearly pinpoints the final action within the main process flow.
However, in CASE II, the focus shifts to a task within the “AuthorDelay” subprocess,
namely “Update publication schedule”. While this task is part of the overall BPMN
process, it pertains to a subprocess rather than the main process itself.

“What is the type of task ‘Finalise evaluations’?”

Case I Case II

The type of task ‘Finalise evaluations’ is “Manual” The type of task “Finalise evaluations” in the BPMN (Business Process
Model and Notation) diagram is a manual task

Both descriptions aptly detect the task type (explicitly available in both serializa-
tions) of “Finalise evaluations”, albeit with slight differences in terminology. Neither
description performs noticeably better than the other in terms of accuracy or clarity.

https://www.omilab.org/%23Task_BPMN-16315-Format_and_Upload_draft
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“Could you clarify how author delays are managed in the BPMN process and who is responsible for each activity?”

Case I Case II

In the provided RDF data, the responsibilities for managing
author delays in the BPMN process are outlined for each
activity. Here is a breakdown of the tasks and their
responsible performer: 1. Task: Record delay—Responsible
Performer: Mary J.—Activity: Recording the delay 2. Task:
Update publication schedule—Responsible Performer: Mary
J.—Activity: Updating the publication schedule based on the
delay recorded 3. Task: Notify editorial team—Responsible
Performer: Mary J.—Activity: Informing the editorial team
about the delay and any schedule changes 4. Task: Send
approval confirmation to Author and Set new
deadline—Responsible Performer: Mary J.—Activity:
Sending confirmation of approval to the author and setting a
new deadline for the revised schedule 5. Task: Notify Author
to proceed without delay—Responsible Performer: Mary
J.—Activity: Communicating with the author to ensure they
proceed promptly without further delays. In this BPMN
process, Mary J. is assigned as the responsible performer for
all the activities related to managing author delays. This
indicates that she is responsible for coordinating and
executing the necessary steps to address and mitigate any
delays that may occur in the process

In the provided BPMN (Business Process Model and
Notation) process, which seems to represent the editorial
workflow for publishing academic articles, author delays are
managed through a subprocess called “AuthorDelay.” Let’s
break down the process and responsibilities associated with
managing author delays: 1. Initial Notification of Delay:
When a delay notification is received from the author
(represented as the start event “delay request received”), the
subprocess “AuthorDelay” is triggered. 2. Record and
Confirm Delay: The delay is recorded by a manual task
named “Record delay.” After recording the delay, a decision is
made to confirm whether the delay is valid or not. This is
depicted by the exclusive gateway “Confirm delay?” which
diverges the flow into two possible paths based on the
decision outcome. 3. Handling Confirmed Delay: If the
delay is confirmed to be valid, the process proceeds to update
the publication schedule by assigning a new deadline. This is
managed by the user task “Update publication schedule.”
After updating the schedule, the editorial team is notified
about the delay through the service task “Notify editorial
team.” Subsequently, approval confirmation is sent to the
author along with the new deadline using the send task “Send
approval confirmation to Author and Set new deadline.”
Finally, an end event “approval confirmation sent” marks the
completion of this path. 4. Handling Rejected Delay: If the
delay is deemed invalid, the process moves to notify the
author to proceed without delay. This is done through the send
task “Notify Author to proceed without delay.” An end event
“declined delay” indicates the completion of this path. 5.
Responsibilities: The responsibilities for managing author
delays primarily lie within the subprocess “AuthorDelay.” The
tasks involved include recording the delay, confirming its
validity, updating the publication schedule, notifying the
editorial team, and communicating with the author. The
editorial team and the publisher might be involved in
decision-making regarding the validity of the delay and in
communicating with the author accordingly. This BPMN
process provides a structured approach for managing author
delays in the publication workflow, ensuring timely
communication and decision-making to minimize disruptions
in the publishing schedule
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Although both CASE I and CASE II aim to correctly handle author delays
within the provided BPMN process, CASE I stands out for explicitly mentioning the
performers responsible for handling author delays, a detail that CASE II lacks. Both
tools allow the assignment of responsibilities (e.g., RACI—responsible, accountable,
consulted, informed); however, in the case of RDF, these are explicit semantic links
to elements of an organigram, whereas in SAP Signavio, they are attributes that do
not make it into the standard XML export, being used only by in-tool features or
exported separately as Excel. This is a major difference between the open-ended
semantics enabled by annotating BPMN elements with RDF resources (as available
in Bee-Up) and the standard-grounded closed semantics of the XML export—prob-
ably not intended to be used in an open semantic space such as being explored by
LLM products.

Scenario 3. Evaluation Prompt. “How effective do you think the communication between the Author and Publisher is in the BPMN process
and what improvements could be made?”

Case I Case II

answers generated by Ontotext GraphDB 10.5 using OpenAI
gpt-3.5-turbo model on RDF formatted data

answers provided by ChatGPT 3.5 on XML formatted data

The communication between the Author and Publisher in the BPMN
process as depicted by the provided RDF triples seems to be
structured through specific tasks with labels like “Check suitability”,
“Finalize evaluations”, “Reject”, “Offer recommendations for
refinement”, “Receive revised draft”, and “Format and Upload draft”.
These tasks suggest a linear flow of activities from initial evaluation
to final publishing stages. Improvements that could be made to
enhance communication between the Author and Publisher in the
BPMN process based on the provided triples include: 1. **Clarity on
Task Dependencies**: There should be explicit relationships or
dependencies defined between tasks to understand the sequence of
activities better. This could be achieved by adding properties like
“precedes” or “follows” to show the order of execution. 2.
**Feedback Mechanism**: Introducing tasks related to feedback
provision or review cycles can make the communication process
more interactive. For example, after the Author uploads a draft, there
could be a “Reviewer feedback” task that feeds back into the revision
process. 3. **Notification Mechanism**: Implementing a task that
notifies relevant parties (Author, Publisher) about the completion of
specific tasks can streamline the communication process and avoid
delays. 4. **Collaborative Task Assignment**: Enabling features
that allow the assignment of tasks to specific individuals or roles can
improve accountability and streamline the workflow. 5. **Integration
with Communication Tools**: Integrating communication tools
within the BPMN process, such as notifications via email or project
management platforms, can facilitate quicker responses and updates
between the Author and Publisher. Overall, incorporating these
improvements could enhance the effectiveness of communication
between the Author and Publisher in the BPMN process, ensuring
smoother collaboration and efficient progression from manuscript
submission to publication

Based on the BPMN process, the communication between the Author
and Publisher seems fairly effective. The process includes clear steps
for the Author to submit the manuscript and for the Publisher to
review and accept or reject it. However, there are a few potential
improvements that could be made to enhance communication and
efficiency: Feedback Loop: Implement a feedback loop where the
Publisher provides detailed feedback to the Author in case of
rejection. This can help the Author understand reasons for rejection
and improve the manuscript for future submissions. Real-time
Notifications: Introduce real-time notifications to keep both parties
informed about the status of the manuscript. This could include
automated emails or notifications within the BPMN system to inform
the Author when the manuscript is received, under review, or
accepted/rejected. Collaborative Review: Allow for a collaborative
review process where the Author and Publisher can discuss changes
or improvements to the manuscript before a final decision is made.
This can lead to better quality submissions and reduce the likelihood
of misunderstandings. Transparent Workflow: Ensure transparency
in the workflow by clearly defining each step of the process and
providing access to status updates for both the Author and Publisher.
This can help manage expectations and prevent delays or
misunderstandings
Overall, by implementing these improvements, the communication
between the Author and Publisher can become more streamlined,
transparent, and collaborative, leading to a more efficient manuscript
submission and review process

CASE I shows amore detailed comprehension of the graph elements, also pointing
to the design detail that the graph treats sequence flow arrows as nodes, with no
direct precedes/follows edge present in the graph. It appears to be more stimulated
by the graph structure in generating extrapolations and recommendations. CASE
II shows a good understanding of the importance of communication and suggests
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improvements that can enhance the efficiency of the BPMN process, but it lacks the
depth of specificity and granularity found in the first case.

Scenario 4. Prediction prompt. “Based on the BPMN process description, what do you anticipate would be the most
common reasons for article rejection?”

Case I Case II

Based on the provided BPMN process description, the most
common reasons for article rejection could include: 1. Lack
of suitability: If the article does not meet the criteria for
scientific suitability or general suitability, it may be rejected
during the “Check suitability” and “Check scientific
suitability” tasks. 2. Insufficient quality or content: Articles
that do not meet certain quality standards or lack in-depth
scientific content may be rejected during the evaluation
process, leading to the “Reject” task. 3. Failure to address
reviewer feedback: If authors do not adequately address
feedback or make necessary revisions after receiving
evaluations, their article may be rejected upon receiving the
revised draft during the “Receive revised draft” task. 4.
Formatting issues: Articles that are not properly formatted or
uploaded as per the guidelines may also face rejection during
the final stages of the process in the “Format and Upload
draft” task. Overall, it seems that the rejection of articles in
this BPMN process could be influenced by factors related to
suitability, quality, responsiveness to feedback, and adherence
to formatting requirements

Based on the BPMN process description provided, the most
common reasons for article rejection could include:
Incomplete Submission: If the article submission does not
include all required components or information as specified in
the submission guidelines, it may be rejected. Violation of
Guidelines: Articles that fail to adhere to the journal’s
formatting guidelines, citation style, or ethical standards may
face rejection. Poor Quality: Articles with substandard
writing, lack of clarity, or insufficient depth of research are
likely to be rejected. Lack of Originality: Articles that do not
present new or innovative findings, or that merely replicate
existing research without significant contributions, may be
rejected. Inappropriate Scope: Articles that fall outside the
scope of the journal, or that do not address topics of relevance
to its audience, may face rejection. Methodological Flaws:
Articles with flawed research methodologies, inadequate data
analysis, or unreliable results may be rejected due to concerns
about the validity of findings. Language Issues: Articles with
poor grammar, spelling errors, or language that is not
appropriate for publication may be rejected or returned for
revision. Lack of Significance: Articles that do not offer
significant contributions to the field or fail to advance current
understanding may be deemed unsuitable for publication.
These reasons reflect common criteria used by journals to
assess the quality and suitability of submitted articles for
publication
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In CASE I, specific tasks within the BPMN process, such as “Check suitabil-
ity”, “Check scientific suitability”, “Reject”, “Receive revised draft” and “Format
and Upload draft” are indicated for potential reasons for article rejection. This
focused approach provides clear and explicit answers tailored to the provided BPMN
process description, making CASE I excellent concerning prediction prompts. On
the contrary, CASE II provides a more generalized overview of potential reasons
for article rejection, encompassing a broader range of criteria. While these reasons
may apply to article rejections in general, they are not explicitly tied to the provided
BPMN process description. As a result, CASE II offers a less targeted and more
generalized analysis.

Scenario 5. Chain of thought prompt. “Starting from the submission of the article draft by the Author, trace the sequence of
events leading to the preparation of the article for printing in the BPMN process.”

Case I Case II

1. The Author submits the article draft. 2. The submitted
draft goes through the “Check suitability” task (Task_
BPMN-15569). This task assesses if the draft is suitable
for the intended purpose. 3. If the draft passes the
suitability check, it moves on to the “Check scientific
suitability” task (Task_BPMN-15573), which evaluates
the scientific credibility and relevance of the content. 4.
After passing the scientific suitability check, the draft
proceeds to the “Finalise evaluations” task (Task_
BPMN-15587), where the final evaluations and feedback
are consolidated. 5. If the draft does not meet the criteria
during the evaluation tasks, it is sent to the “Reject” task
(Task_BPMN-15627). 6. If revisions are needed, the draft
is sent to the “Offer recommendations for refinement” task
(Task_BPMN-15635) for suggestions on how to improve
it. 7. Once the Author incorporates the revisions and
improvements, the updated draft is submitted again and
goes to the “Receive revised draft” task (Task_
BPMN-15651). 8. After receiving the revised draft, the
final step in the process is the “Format and Upload draft”
task (Task_BPMN-16315), where the document is
prepared for printing and uploaded for publication

Based on the provided BPMN process, here is the sequence
of events leading to the preparation of the article for printing:
Submission of Article Draft by Author: The process starts
with the submission of the article draft by the author. This
triggers the process. Editorial Review: After the article draft
is submitted, it undergoes an editorial review. During this
phase, editors review the draft for quality, clarity, and
adherence to guidelines. Review Decision: Following the
editorial review, a decision is made regarding the draft. If the
draft meets the publication criteria, it moves forward to the
next stage. If it requires revisions, it is sent back to the author
for revisions and resubmission. Revision by Author: If
revisions are needed, the author revises the article
accordingly and resubmits it. Final Review: Once the revised
draft is submitted, it undergoes a final review. Editorial
Approval: If the final review is satisfactory, the article
receives editorial approval. This indicates that the article is
ready for the next phase of the process. Preparation for
Printing: After editorial approval, the article is prepared for
printing. This involves formatting, layout design, and any
other necessary preparations. Printing: Once the preparation
is complete, the article is sent to the printing stage. This is the
final stage before the article is published and distributed.
Article Published: Finally, the printed article is published
and made available to readers. This sequence outlines the
steps involved in preparing the article for printing in the
BPMN process, starting from the submission of the article
draft by the author to its publication

CASE I breaks down the process into distinct tasks, providing a thorough view
of each step involved in the preparation of the article for printing. This level of
detail allows for a more precise understanding of the workflow and potential points
for optimization or improvement. CASE II presents a higher-level overview of the
process, focusing on broader stages, such as review, revision, approval and others.
Nonetheless, while this provides a clear outline of the overall flow, it may overlook
specific tasks.
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12.6 Conclusions and Future Work

Our examination reveals that RDF exports, characterized by their directed graph-
based structure and labeling of edges and nodes, outperform standard XML exports
in addressing natural language queries, even if the process description vocabulary is
tool-specific and non-standard in contrast to the XML serialization. Our reliance on
LLM services, notably GPT-3 by OpenAI, underscores the imperative of exploring
alternative methodologies and platforms to ensure more comprehensive research
coverage and diversity of prompts. A challenge arises with ChatGPT 3.5 during the
examination of XML-based business processes: it tends to deviate from the focal
BPMN process and furnish inaccurate responses after multiple prompts. To recali-
brate the alignment of ChatGPT 3.5 with the provided BPMN process and subpro-
cesses, it is required to reintroduce the XML contents as a prompt prior to advancing
with the analysis. Our further work regards ongoing investigation on how results
compare with the new generations of GPT models (GPT-4 and newer), particularly
in multimodal setups where images are also used in combination with semantic links
and narrative content.

Additionally, we plan to further employ the Retrieval Augmented Generation
Assessment (RAGAs) framework [21] to systematically compare the accuracy and
relevance of answers generated by LLM across RDF and XML formatted BPMN
content. This framework will help us identify strengths and weaknesses in how each
data format influences the performance of themodel in handling queries over complex
workflows.
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Chapter 13
A Hybrid Retrieval-Augmented
Generation Approach for Heterogeneous
Knowledge Bases

Andrei Chiș and Ana-Maria Ghiran

Abstract Context andmotivation. Large languagemodels have the potential to bring
important benefits in the context of processing high volumes of data and documents.
LLMs led to the appearance of retrieval-augmented generation in which chunks
of relevant data are being injected into large language models prompts in order to
ensure the generation of higher quality content, anchored in verified facts and data.
Question/problem. Large language model generation capabilities can be improved
by providing parts of data in a more structured format, expressing information with a
lesser amount of characters and tokens, without losing its semantic richness, situation
where knowledge graphs can play a vital role in storing, at least partially, facts and
data. Principal ideas/results. The paper at hand present a hybrid RAG approach in
which data is gathered from both natural language documents and RDF knowledge
graphs in order to provide an interplay betweenmultiple heterogeneous data sources.
Contribution. The presented hybrid RAG aims to improve the quality of LLM-based
retrieval and querying of data, subsequently offering more flexibility when storing
information.

13.1 Introduction

Large Language Models or LLMs [1] became one of the most used technologies
from the AI spectrum over the course of the last 2 years due to the advances made in
this field by companies such as OpenAI or Google. It has demonstrated its useful-
ness in scenarios that include human language processing by offering capabilities
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of querying on rather unstructured documents through the use of vector stores [2],
embeddings [3], and pre-trained models [4].

Having LLMs technology as a foundation, a new framework was developed,
named Retrieval-Augmented Generation (RAG), which relies on chunking textual
data and storing it in dedicated vector stores, such as ChromaDB [5] having the
purpose to improve the quality of LLM-generated content by grounding LLMs
on external sources of knowledge in order to supplement their capacity of repre-
senting information with access to trusted data, with a higher degree of domain
specificity, tailored to different fields of work. The way RAG approaches [6] signifi-
cantly increase the quality of generated content is by injecting retrieved information
as context to the user prompts when they are sent to the large language models,
ensuring better quality in response generation, reducing the risk of hallucinations.

Besides all the improvements and advantages provided by LLMs and retrieval-
augmented generation, they also tend to have one prominent downside which is
correlated to the size of the chunks, in tokens, when they are fed to large language
models. Large chunksmay lead tomaking themodel less accurate in generating high-
quality content as it uses more resources in processing the context. This shortcoming
can be addressed by storing information from knowledge bases that are used in RAG
processes, totally or partially, as RDF Knowledge Graphs [7] or in other structured
data formats.

This paper presents a research in progress that follows the development of a
hybrid RAG that aggregates information on one side from natural language docu-
ments and on the other side from an RDF graph stored in GraphDB [8], following
a Design Science Research approach [9]. By doing so, parts of knowledge can be
serialized in machine-readable format which is more efficient in terms of expressing
knowledge with a reduced number of tokens. The rest of the paper is structured
as follows: Sect. 13.2 presents the research objectives formulated after the Design
Science problem template [10]. Section 13.3 provides a solution overview, while
Sect. 13.4 discusses implementation details. Section 13.5 presents a literature review,
while Sect. 13.6 concludes the paper.

13.2 Objectives Definition

By following the Design Science problem template [10], the following research
objective was formulated:

Improving retrieval-augmented generation capabilities of LLMs tailored for
academic or organizational settings (problem context).

…by treating itwith a hybrid layer that aggregatesknowledgegraphsandnatural
language documents (artifact).
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… to satisfy a need for higher quality and more factually grounded LLM-
generated content (requirements).

… in order to increase the quality of generated content and dependent
organizational flows (goals).

The DSR process is planned to undergo three engineering and evaluation cycles,
the paper at hand presenting results obtained over the course of the first cycle.

13.3 Solution Overview

The artifact developed over the course of the first Design Science Research cycle
consists of chatbot-like system that performs queries over local heterogeneous data
sources, namely natural language text documents and knowledge graphs, by lever-
aging the models made available by OpenAI [11]. Concretely, the case of a fictional
company was analyzed, for which a knowledge base was developed consisting of
four elements:

• Textual documents consisting of data about the company’s mission and vision;
• Textual documents consisting of data about the company’s offered services;
• Textual documents consisting of data about the founder of the company, their

previous ventures, and domain expertise;
• A GraphDB-hosted knowledge graph consisting of information about the

company’s budgets, contracts, clients, and suppliers. The decision to serialize
this sort of information as a knowledge graph was taken in the aforementioned
fictional company use-case because such data can be easily gathered from ERP
systems, legacy databases, or accounting systems of each organization.

On top of the constructed knowledge base there is a web client developed with
Streamlit [12] which sends requests to backend developed leveraging LangChain
[13], ChromaDB [5], and the SPARQLWrapper Python library [14] for querying
knowledge graph endpoints. The backend side also performs the embeddingof textual
document for being stored on ChromaDB.

Figure 13.1 displays the information flow in the approach presented in this paper.
Firstly, a user query is inputted in the frontend component. Then, an execution chain
is triggered, using LangChain-specific functions in order to send requests to the
large language model. The middleware component also performs the chunking and
vectorization of the textual data sources every time the web client is started. On the
KG side, the procedure is different as no vectorization is performed but a query is
sent in order to return graph fragments that include information relevant to the user
query. After data from both textual documents and knowledge graph is obtained, it
is used by the large language model as contextual information in order to provide a
response for the user query, which is being sent to the frontend component.



144 A. Chiș and A.-M. Ghiran

Fig. 13.1 Solution overview

13.4 Implementation Details

The technical implementation is split between two main components:

• The Natural Language Documents Component uses LangChain, ChromaDB,
OpenAI LLM (GPT-4), and OpenAI Embeddings in order to perform the
chunking, vectorization, and LLM querying over documents written in natural
language;

• The Knowledge Graph Component relies on LangChain, OpenAI LLM (GPT-
4), GraphDB, and SPARQLWrapper in order to extract query-relevant subgraphs
from the main graph which are then used as context for the large language model.

13.4.1 Natural Language Documents Component

In order to process natural language documents a document loading then chunking
strategy was needed. LangChain provides dedicated functions for both document
loading through the “Directory Loader” function while chunking can be done by
using the “Recursive Character Text Splitter” function. After the chunking part, data
is being stored on the ChromaDB vector database, going through an embedding
process done by accessing the OpenAI embeddings endpoint through LangChain.
The algorithm that enables document querying can be split into two main parts:
document processing and document querying using LLMs. These steps are described
in Fig. 13.2, as a flowchart diagram.

A code fragment depicting document loading and document chunking functions
is available in Fig. 13.3. One notable aspect is in the split_docs function used for
chunking, namely using the Recursive Character Text Splitter function available in
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Fig. 13.2 Document processing (upper side) and document querying (lower side)

Fig. 13.3 Document loading and document splitting functions

LangChain which performs splitting by searching for special characters such as “\n”
in order to preserve as much as possible of the context of each chunk unaltered. The
chunk size is set to 1000 characters, which represents roughly around 220 tokens
per chunk, while the overlapping is set to 200 characters. The overlapping parameter
shows how many characters can be shared between two subsequent chunks, in order
to help in preserving the context of chunks.

13.4.2 Knowledge Graph Component

In order to implement the knowledge graph component of the knowledge base, a
series of concepts were defined starting from schema.org [15] terms. The ontology
and instances obtained this way helped in populating the knowledge graph with
data about the employees, clients, suppliers, contracts, and budgets of X Corp. The
main classes from the obtained ontology can be seen in Table 13.1, while the main
properties are available in Table 13.2.

On the properties side, there was a need to have a rich ontology tailored for
the specified use-case, even including some properties that are inverse one to each
other because in the graph retrieval-augmented generation process, there are selected
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Table 13.1 Classes of the knowledge graph ontology

Class name Superclass Description

schema:Organization schema:Thing Used to instantiate the business entities available in the
knowledge graph

schema:Person schema:Thing Used to instantiate persons available in the knowledge
graph, such as employees or managers

ex:Budget schema:Thing Term defined as part of a locally created dictionary used
to define URIs of yearly budgets for the company

ex:Business Contract schema:Thing Locally defined term to define business contracts of X
Corp

only graph fragments, not the whole graph in order to reduce the number of tokens
necessary for each call. An excerpt from the knowledge graph can be seen in Fig. 13.4.

The algorithm that is used for gathering graph fragments and adding them as
a context for the large language model functions is described in Fig. 13.5. It is
functioning in parallel with the natural language document querying algorithm as
they both are called when a prompt is inputted by the user in the frontend.

One key aspect of the algorithm is represented by extracting graph fragments
using a DESCRIBE SPARQL [16, 17] query to identify the subgraph containing
information about the subject of the query inputted by the user. This way, instead of
loading all the graph’s content to the large language model, only the query-relevant
part is sent as context. In order to obtain the subject of the user query a prompt is
sent to OpenAI. The prompt content was obtained by running a few experiments and
performing prompt engineering in order to reach the optimal form:

Identify the subject of the question {question}.When providing the responsewrite
only the subject without other comments or details.

The SPARQL query used for the graph fragment gathering part can be seen below:

13.5 Related Works

The work presented in [18] explores the application of large language models over
the course of the whole BPM lifecycle mostly relying on textual documents in order
to identify processes from documentation or mapping processes through chatbots
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Table 13.2 Properties of the knowledge graph ontology

Property name Domain Range Description

schema:Name schema:Thing Text datatype Adds labels to entities from
the KG

schema:Url schema:Thing Url datatype Adds URLs for different
entities

schema:Employee schema:Organization schema:Person Defines a relationship of
employment between a
person and an organization

ex:has Budget schema:Organization ex:Budget Defines a relationship
between an organization and
its yearly budget

schema:Provider schema:Organization schema:Organization Shows a business relationship
between two organizations in
which the domain
organization has the range
organization as a supplier

schema:Customer schema:Organization schema:Organization Shows a business relationship
in which the range
organization is a client for the
domain organization

ex:has Contract schema:Organization ex:Business Contract Shows a relationship between
an organization and the
business contracts in which it
is involved

schema:job Title schema:Person Text datatype Used to add job titles for
persons who are employees

schema:works For schema:Person schema:Organization Shows the relationship
depicting the fact that one
person is the employee of an
organization

ex:total Amount ex:Budget xsd:decimal Shows the value of a yearly
budget

ex:currency ex:Budget Text datatype Shows the currency of a
yearly budget

ex:for Year ex:Budget xsd:gYear Shows the year for which a
budget was defined

ex:supplies schema:Organization schema:Organization The inverse of schema:
provider

ex:client Of schema:Organization schema:Organization The inverse of schema:
customer

ex:contractor ex:Business Contract schema:Organization Shows which company is the
contractor of a specific
business contract

ex:contractee ex:Business Contract schema:Organization Shows which company is the
contractee of a specific
business contract

(continued)
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Table 13.2 (continued)

Property name Domain Range Description

ex:start Date ex:Business Contract xsd:date Shows the start date of a
specific business contract

ex:end Date ex:Business Contract xsd:date Shows the end date of a
specific business contract

ex:contract Value ex:Business Contract xsd:decimal Shows the value of a specific
business contract

ex:currency ex:Business Contract Text datatype Shows the currency of a
specific business contract

Fig. 13.4 Knowledge graph fragment

Fig. 13.5 The algorithm for graph querying
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which interact with employees or stakeholders, also leveraging XML data formats.
The hybrid RAG approach presented in our paper is oriented toward implementing a
proof of concept for another organizational use-case, related to data processing from
heterogeneous sources, putting an emphasis on RDF serializations of information
rather than XML.

The article depicted in [19] describes a retrieval-augmented large language model
for sentiment analysis in financial scenarios, by relying on information provided in
financial news. The approach presented by Zhang et al. consists of an instruction-
tuned LLM and a retrieval-augmented module that gathers additional context from
external data sources. Our approach was tailored for a different scenario of providing
information gathered from internal organizational databases, but through fine-tuning
and different prompting operations, it could be used for sentiment analysis tasks as
well.

Taju et al. [20] present an information service virtual assistant that was developed
relying on OpenAI GPT-3 models. The mechanism showcased in the paper consists
of an intent recognition part, which enhances a semantic search component which
ensures better quality in offering responses to user queries. The information retrieval
mechanism is based on selecting the closest chunk, obtained through embedding,
from the external knowledge bases. Our approach discussed in the paper at hand
presents several similarities, but is differentiated by obtaining information not only
from textual document databases but also from knowledge graphs, implementing
a query subject recognition mechanism supported by AI, which leads to obtaining
subgraphs rather than chunks of textual data, as context for the large language model.

Zhao et al. [21] present a survey on different types of information that can be fed
to multimodal large language models, such as the ones made available by OpenAI.
The article discusses cases in which knowledge formats can range from text, images
or audio to graphs, tables, or machine-readable codes. Wenhao [22] provides several
supplementary approaches in RAG methods across heterogeneous knowledge by
leveragingboth structured andunstructured data approaches.Ourwork is another step
in usingmultimodal knowledge in the context of large languagemodels and retrieval-
augmented generation as we aggregate information from textual and knowledge
graph sources.

13.6 SWOT-Based Conclusions

This paper presents a Design Science motivated approach of combining data
from natural language documents and knowledge graphs when building retrieval-
augmented generation-based chatbots and virtual assistants. Unstructured and struc-
tured data can be combined, providing better results andmore specificity in satisfying
user prompts. The artifact is still in an early stage, being in its first Design Science
cycle, therefore several evaluation mechanisms will be defined for future cycles from
the foundations laid in [23]. Below, a SWOT analysis is summarized, which will be
used as a starting point for future iterations of the presented artifact:
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Strengths: The proposed hybrid RAG supports integrating data from hetero-
geneous data sources, namely natural language documents and semantic graph
databases. This approach improves generation capabilities as at least parts of the
knowledge bases that are fed to large language models are serialized in a machine-
readable format, expressingmore information as structured data, to help in generating
better quality responses.

Weaknesses: Currently, this approach is built and limited to using OpenAI
endpoints, but this can be mitigated thanks to the integrations to other large language
models made available by LangChain. Another weak point resides in the need for
defining a reliable evaluation framework for this approach, in order to furtherly
investigate its practical applicability across different settings and scenarios.

Opportunities: Future work can explore the addition of LPG [24] graphs along-
side RDF ones as sources of knowledge for the RAGartifact.Moreover, the presented
ontology can be refined in order to support multiple use-cases, also exploring the
possibilities of automated text-to-knowledge graph generation by implementing large
language model integrations.

Threats: The current approach is dependent on dedicated graph triple stores
which gained more popularity over the course of the last years, but their licensing
costs and implementation complexity can still pose blockades for small or medium
organizations.
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Chapter 14
Digitalization in Higher
Education—Designing and Implementing
an Application to Facilitate the University
Final Thesis Collaboration Process

Cristina Iancu , Simona Vasilica Oprea , and Cristian-Eugen Ciurea

Abstract In the academic universe, the process of registering for the bachelor’s
degree final examination often poses major logistical challenges for both parties:
students and faculty. Because traditional procedures are marked by bureaucracy and
inefficient communication, this important part of scholarly study needs to be stream-
lined using new technological solutions. In order to streamline administrative proce-
dures and promote smooth collaboration between students and instructors, this paper
presents a novel web application that aims to transform the registration process.With
the aid of contemporary technology and innovative design principles, this applica-
tion aims to lessen current challenges and promote greater collaboration between
students and professors, by seamlessly bridging the gap between both categories.
Additionally, this solution offers a unique point of access for the head of department,
secretaries, students, and professors, where the flow of documents can be verified at
any time and from any location.

14.1 Introduction

With the onset of the “Digitalization in A.S.E.” competition, an interest was piqued
in developing the application that will be described in the following pages. This
application seeks to empower students to seamlessly register for their bachelor’s
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degree thesis defenses while also facilitating the process of connecting with a suit-
able collaborating professor. Inspired by the actual challenges faced during being a
senior year student, we embarked on a mission to craft an innovative solution, thus
choosing this field. Students’ experiences, in which they struggle with the difficul-
ties of communicating with professors during the final stage of their undergraduate
education, served as inspiration for our choice [7].

Before the creation of this application, students would often reach out to several
professors via email seeking supervision for their thesis, with uncertainty concerning
the availability of spots, given the absence of a digital platform to streamline the allo-
cation process. Furthermore, finalizing the thesis title and formalizing collaboration
agreements entailed navigating through a deluge of emails (Chelsea [2]).

The need of a platform to facilitate interaction and communication between
students wishing to enroll in the thesis examination and available supervising profes-
sors was evident. Through a client–server web application, any disadvantages from
the scenario are eliminated, such as the uncertainty of finding a professor with avail-
able spots. Moreover, a concrete and official record is maintained throughout the
entire search, request, confirmation, and signing process. With that being said, effi-
ciency, speed, and security are combined in a platform that can streamline the alloca-
tion process throughwhich hundreds of students and professors pass annually (Noble
2002).

14.2 Similar Applications in the Academic Field

Romanian universities have developed, to varying degrees, platforms, websites, or
applications aimed at facilitating the enrollment process for thesis defense and grad-
uation process. But the majority of these systems fall short in covering a good deal
of the functionality needed for a completely automated procedure. Generally, they
only provide information, necessary steps, a few documents, and maybe some forms
for uploading files, with the remaining steps needing to be completed through other
means.

Faculty of Mathematics and Computer Science at the University of Bucharest

By far, the most comprehensive and intriguing platform we will discuss is the one
utilized within this faculty. Graduating students can easily and efficiently find a
supervising professor for their thesis through the creation of an account (using their
institutional email), providing personal details, and selecting an area of interest to
receive suggestions. The entire collaboration process is covered by this application,
serving as a true inspirationmodel for our application. Students can seewhich profes-
sors are available at the time of authentication and what topics they can address and
then request collaboration. One aspect that stands out, and which the application we
have developed possesses, is the ability to automatically generate a thesis request
based on the details provided in the personal account, as well as the existence of
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these data. But, within the platform of this other faculty, students can add very few
personal details.

14.3 Method Used for Design and Implementation

14.3.1 Functionalities

The functionalities encapsulated within the application are meticulously defined and
seamlessly align with the specified requirements. This owes much to the recurrent
consultations convened with the guiding professors, alongside the invaluable support
extended by other esteemed faculty members throughout this journey.

The application caters to both categories of users: professors and students, clearly
defining them as two distinct user types, with special pages. For authentication,
the application utilizes the Google account associated with the institutional email
provided by the faculty. This process relies on an external service integrated into
the application, known as the Google API. Furthermore, the system incorporates an
Administrator account type, overseen by the department director within the faculty.
This account has specialized functionalities, such as adjusting the maximum student
limit allocated to coordinating professors and generating comprehensive reports.
As a result, the administrator gains access to view and modify any information
within the application.Authentication for this account type utilizes a distinct no-reply
mechanism, featuring a unique interface accessed via a separate URL.

The application shows a user-friendly interface catering to the specific user’s
needs as soon as they log in. They can easily enter, view, and modify essential
personal details required for the registration process by creating a detailed profile
that captures everything the program needs. This feature ensures that all information
provided is accurate and up-to-date and that both parties are guided through the maze
of bachelor’s degree registration with just a few clicks because, at its core, this web
app is all about efficiency.

Professors gain a comprehensive insight into their academic cohorts, empowering
them to efficiently manage their engagements. This includes access to a detailed page
of accepted students, real-time updates on available slots and current occupancy,
as well as visibility into pending collaboration requests and documents awaiting
signature. Such transparency empowers professors to make informed decisions and
optimize their academic collaborations.

14.3.2 Projecting the Process

In this subchapter, the structure and design of the application will be depicted with
the aid of visual representations like UML diagrams [4].
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Fig. 14.1 General use case diagram

The primary feature of the app is its ability to connect students with professors.
Through a filtered list, students can easily find professors who match their academic
profile and who are available to collaborate with for their final paper project. With
just a click of a button, they can express their interest in working with a specific
professor.

Figure 14.1 below illustrates the main use case diagram corresponding to the
computer system presented in this paper. It outlines, overall, how the flow of cases
will unfold, but also the general functionalities of the web application. The main
actors who will interact with the system are highlighted, each capable of performing
various operations, which will be detailed further.

Following a student’s initial request, a 3-day grace period is established for the
professor to provide a response. If the response is not received within this timeframe,
the student can explore alternative avenues of collaboration by submitting a request to
another professor. Importantly, to maintain integrity and prevent redundancy, the app
prohibits the submission of duplicate requests to the same professor, thus ensuring a
balanced and efficient process for both students and professors alike.

On the other side, professors are provided with a user-friendly interface to review
and respond to these requests within a designated timeframe, thereby promoting
transparency and accountability in the selection process. They are afforded with
the flexibility to select suitable candidates for academic collaboration based on their
expertise and availability. This not only saves time but also opens possibilities beyond
the traditional classroom.

Upon acceptance of a collaboration request, students can generate a standard-
ized PDF document incorporating their profile information and project details. This
document serves as a formal agreement between the student and professor, outlining
their respective roles and responsibilities throughout this academic process. Feed-
back mechanisms are integrated to facilitate ongoing communication and revisions
as necessary, ensuring a collaborative and iterative approach to academic inquiry.

Administrative personnel play a pivotal role in overseeing the system, possessing
the capability to adjust critical parameters such as themaximumstudent quota allotted
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to individual professors.Moreover, they hold jurisdiction over approving requests for
altering bachelor’s degree paper titles and allocating unassigned students, ensuring
optimal resource allocation and utilization.

Thus, focusing on administrative efficiency, this type of user is vested with
comprehensive administrative privileges, enabling him to oversee, append, amend, or
remove data as necessary. Furthermore, they have the authority to generate detailed
reports, providing valuable insights for informed decision-making and strategic
planning.

14.3.3 The Application Structure

The Class Diagram serves the purpose of describing the static component used to
efficiently implement all the functionalities outlined in the diagrams above, namely
the entities within the system. Figure 14.2 shows the existing eight classes, along
with their attributes, operations, and relations [5].

User—this class encapsulates the concept of the application’s user, containing the
necessary authentication details, along with some common methods.

Fig. 14.2 Class diagram
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Student—derived from User, this class represents any student within our faculty
who is in their final or additional year and wishes to defend their bachelor’s final
paper in the current academic year.

Professor—inheriting theUser class, the professor is also amember of this faculty,
capable of supervising students in the development of their project.

Administrator—this class is the last of the concrete representatives of the applica-
tion, also acting as a stakeholder within the system. They have special duties, being
able to view and modify information within the application.

Specialization—represents an attribute of the user, with each of the two derived
classes belonging to a specialization of the faculty.

Request—within the collaboration request flow, this class is essential, serving as
the first step in the communication between student and professor. A student can
submit multiple requests to several professors, but never multiple requests to the
same professor.

Title—this entity encapsulates the potential title of the paper that a student can
save in the database, before deciding its final version.

Document—like a “contract” between the student and professor, the request seals
the collaboration between the two actors of the system. Once a collaboration request
is accepted, a document is generated, signed, and uploaded containing the necessary
details for this targeted collaboration within the application.

14.4 Results Obtained in a Real Scenario

The main page, featuring the authentication form, is the first encounter users have
with the application, accessible at https://als.csie.ase.ro. The login button triggers a
modal redirect to Google since a Gmail account, specifically the institutional one
provided by the university, is mandatory. Additionally, users can review the terms
and conditions required for the application to connect to their Google account and
process the requested information.

Both users are initially prompted with an on-screen message indicating the neces-
sity of completing their personal details to initiate the application process. Thus,
the student provides information such as group, phone number, year of enrollment,
study year, form of education, and specialization to view corresponding profes-
sors. Similarly, the professor must specify their specialization or specializations,
with the possibility of multiple selections. Following this step, professors from the
same specialization become visible, but only after the administrator validates the
professor’s account by setting the maximum student limit to 15 or another nonzero
natural number.Bydefault, the limit is set to 0 to prevent anyuniversity employeewith
an institutional account from logging in, thereby misleading students and disrupting
the process.

Upon completion of the data by both parties, the student encounters an interactive
table facilitating filtering, pagination, and sorting to streamline the search process.
The displayed professors are those within the same specialization, with positive and

https://als.csie.ase.ro
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nonzero available spots. If a student has been previously rejected by a professor, they
will not appear in the table.

In this stage, any professor can be selected by clicking the “Request” button. This
button opens a personalized modal window with two fields (Fig. 14.3): a textbox for
entering the initial thesis topic and a text area for conveying amessage to the professor
to facilitate the acceptance process. A brief overview of academic progress, chosen
topics, and technologies can be provided, along with an expression of collaboration
interest. By clicking “Request,” the entered data is transmitted to the professor within
the application, accompanied by an email alert.

Following the submission of the request, the student cannot submit a new one to
another professor, nor can they withdraw the pending one earlier than three days.
Subsequently, the “scene” shifts to the professor’s interface, who is notified of the
pending responsewhile the student awaits. The professor reviews the details provided
by the student, with the option to reject or accept, as seen in Fig. 14.4.

Upon clicking either button, the professor confirms their choice, and the response
is transmitted to the student within the application and via email. In the case of
an affirmative response, a spot is reserved from the available ones, and the list of
accepted students in the professor’s interface’s second tab is updated. Otherwise,
the student cannot resubmit the request to the same professor and must repeat the
process until they find a coordinator.

The subsequent major step in this flow is the request cycle. It begins with the
automatic document generation within the platform by the student. The accepted title
by both parties is all that is needed to generate and upload the request. An important
aspect is that the documentmust be initially signed by the prospective graduate before
being transmitted to the coordinator. Similarly to the request submission, once a PDF
is submitted, the student must await a response from the professor, whether positive
or negative. Consequently, they cannot resubmit or overwrite what has already been
sent, ensuring data persistence.

Fig. 14.3 Request form
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Fig. 14.4 Awaiting student
details

Upon receiving an email notification, as well as within the website, the professor
can view the title and student details of who has just uploaded the document and can
either directly refuse or download, sign, and reupload the document.

Regardless of the professor’s response, their coordinated student will be alerted
via email. In the case of rejection, a reason can also be provided to offer guidance
and suggestions for the future request to be accepted. If the request is ultimately
signed by both parties, the student can download the final version from the third
tab—otherwise, they will resubmit the request until accepted.

Once this step is completed, the collaboration process concludes successfully. All
that remains is for the student to stay in touch with the coordinating professor for
developing the thesis.

However, if the studentwishes to change their thesis title after a request has already
been accepted during the registration period, they can do so by simply generating and
uploading a new request. Similarly to before, the modification can be either accepted
or refused. The final request will always be the most recently accepted, regardless of
the number of submissions.

If the coordinating professor runs out of available spots, the administrator can
increase the maximum limit allowed. This update can be made in exceptional cases
or if there are students unassigned to a coordinator.Additionally, the administrator can
manually allocate those less fortunate (without any coordinator) via their dedicated
page.
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14.4.1 Importance of the Application

The significance of thisweb application extends beyond simple convenience; it repre-
sents a paradigm shift in the way academic collaboration is facilitated and adminis-
tered. The bachelor’s degree registration procedure has been streamlined to enable
students to participate more actively in their research projects and to give faculty
members better insight into the interests and skills of their students [8].

Furthermore, the application serves as an inspiration for fostering mentorship
and professional development opportunities within the academic community. By
facilitating direct communication and collaboration between students and professors,
it creates an appropriate environment for knowledge exchange and communication.

Compared to traditional approaches, web applications offer unparalleled accessi-
bility and flexibility. Users may manage their profiles from anywhere at any time by
using this platform, which is accessible from any device with an internet connection.
This is essential in a dynamic environment in which we live nowadays, where both
professors and students have different, sometimes chaotic schedules.

Furthermore, the openness and visibility of this whole coordinating process are
significantly increased by centralizing information into a single database. Clearer and
more effective communication between the parties is made possible by the ability
for students to rapidly check the status of their applications and for professors to
manage lists of accepted students and incoming applications.

Lastly, a fluid transfer from conventional techniques to a contemporary digital
working environment is ensured by this application’s user-friendly interface, which
is developed to different levels of digital competence and aids all types of users.

14.4.2 Impact of Administrative Efficiency

The adoption of this program has greatly increased efficiency from the standpoint
of faculty management. The head of the department, known as administrator, can
simply oversee and control every step of the procedure, from assigning professors
to approving and signing applications, thanks to the admin interface. Wisely taking
decisions when necessary is made easier by the capacity to create comprehensive
reports and monitor the current status of requests in real time. By doing this, people
from management can guarantee the fair and effective distribution of resources,
ensuring a more structured and functioning learning environment. In addition to this,
the program has raised student happiness and made faculty management’s adminis-
trative tasks easier. The significance of using technology in education and academic
administration is shown by these combined advantages. Also, the data speaks for
itself. As shown in Table 14.1 below, a great number of students have registered
the platform, generating one or more requests, judging by the numbers. The reason
behind the discrepancy between the smaller number of students (1155) compared
to the one for requests (1224) is that a request can be denied by the professor, thus
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Table 14.1 Real number of
entries in the database Entity name Number of entries

Student 1155

Professor 78

Request 1224

Document 1083

leading to the generation of a new one. Unfortunately, not every student manages to
find a collaborator until the end, so the data shows us that last year 72 students did
not upload a document that would seal an agreement with a professor.

14.5 Conclusion

A technologized university represents an academic environment fully adapted and
integrated into the comprehensive informational context of society, a conducive and
perfectly suitable environment for innovation, through which both performance and
academic excellence can be achieved. It is also important to consider that technology
is not a substitute for existing activities but rather an adjunct. Although the physical
mode of teaching, face-to-face, will continue to dominate among teaching methods,
technology adds value and enhances the efficiency of the education system. The
complete automation of routine activities, such as registration for final exams, allows
all involved parties to focus their attention and interest on aspects that are truly
important, such as imparting knowledge to future generations, innovation, or even
research [1].

The idea of transforming a repetitive and manual activity into an automated one is
the foundation of modern technology, as people seek to optimize their time and
resources to redirect them to areas that truly require human intervention. Thus,
bureaucratic processes, which involve soliciting and completing information and
requests, can easily be replaced by a specially designed web system.

Recognizing that this remains awork in progress, the commitment is to continually
refine its functionality to ensure accuracy, coherence, and efficiency. By addressing
any emerging issues promptly, the aim is to create a seamless experience for all
users. Moreover, as the scope expands to encompass dissertation coordination, the
application will serve as an invaluable guide for every student in our faculty. Looking
ahead, there is potential for further expansion to encompass all faculties within our
university, making it an indispensable tool for our academic community.

In conclusion, the application described in this paper represents a pioneering step
toward enhancing academic collaboration and administrative efficiency within the
realm of higher education. By using the power of technology and innovation, it
offers a scalable solution to the various challenges associated with the enrolling for
the bachelor‘s degree examination, thereby empowering students to navigate their
academic journeywith confidence and clarity.As the educational landscape continues
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to evolve, the role of digital tools in facilitating scholarly inquiry and collaboration
will undoubtedly become increasingly indispensable.

In the future the application will be extended with features to measure the users’
behavior, in order to improve the correspondence between students and professors
in terms of bachelor collaboration. Indicators such as the number of authentications,
the number of requests accepted or rejected, and the number of titles changed during
the collaboration will be introduced in the application. These characteristics will
improve the overall process and it will facilitate a better collaboration between all
the actors involved (students, professors, secretaries, and department director) [3].
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Chapter 15
An Overlook of IoT Finance
and Pre-existing Security Challenges
in Financial Transactions via IoT Devices
on Blockchain Networks

Alisa Harkai

Abstract The nearness of IoT (Internet of Things) gadgets in everyday life these
days is expanding, each of us owning at slightest one IoT gadget. Therefore, the
adoption of this technology is as global as possible and spread on a very large scale
throughout the civilized world. Utilizing IoT gadgets most of the time on a day-by-
day premise, we end up doing nearly any action with their offer assistance, as we also
make online payments through different web or mobile applications, or specifically
with the phone/smartwatch at physical portable POS (Point of Sale). For people, this
possibility of carrying out financial transactions online is no longer a novelty, but
we must indicate the fact that these exchanges are attempted through a mediator,
specifically the issuing Bank of each client. Regarding financial transactions, the
novelty exists when we talk about making them with cryptocurrencies, so using
the same smart or IoT devices to make payments, but this time we no longer do
them through an intermediary, i.e., the Bank, we do them directly on the so-called
blockchain. The main purpose of this paper is to cover a brief overlook of how these
financial transactions made on blockchain through IoT devices are vulnerable from
a cybersecurity point of view.

15.1 Introduction

The Internet of Things (IoT) has become a transformative paradigm, revolutionizing
the way devices interact and communicate across a variety of sectors, including
finance [1].

IoT devices, from smart cards to wearables, have become ubiquitous, facilitating
seamless data exchange and automating tasks. The widespread popularity of these
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IoTdevices has expanded their utility tofinancial transactions, providingunparalleled
convenience and accessibility.

However, integrating IoT devices into financial systems poses new security
challenges that require innovative solutions.

Financial transactions conducted through IoT devices present unique opportu-
nities and risks. On one hand, IoT-enabled payment methods, such as contactless
payments and mobile wallets, streamline transactions, improve user experience, and
promote financial inclusion. On the other hand, the connected nature of IoT devices
exposes them to countless security threats, including data breaches, identity theft, and
unauthorized access. As financial institutions increasingly adopt IoT technology to
meet growing consumer demands, protecting the integrity and security of transactions
becomes paramount.

In response to these challenges, blockchain technology has emerged as a
promising solution to improve the security and transparency of financial transactions
conducted through IoT devices [2].

Blockchain, a decentralized and immutable ledger, provides a tamper-proof plat-
form for recording and verifying transactions in a trustless environment. By lever-
aging cryptographic techniques and consensus algorithms, blockchain ensures the
integrity and authenticity of financial data exchanged between IoT devices.

Additionally, the decentralized nature of the blockchain network eliminates single
points of failure, reducing the risk of cyberattacks and unauthorized modifications.

This article aims to explore the convergence of IoT devices and blockchain tech-
nology to facilitate financial transactions. Drawing on insights from academic litera-
ture and scientific research,we examine the security implications of using IoTdevices
for financial transactions and the role of blockchain in mitigating risk-related risks.

15.1.1 General Aspects of Financial Transactions

Wecan say that a financial transaction represents any act of exchanging or substituting
financial capital for another with a different maturity [3, 4]. Financial transactions are
an integral part of the economic system, facilitating the exchange of goods, services
and assets between different stakeholders.

They cover a wide range of activities, from everyday purchases to complex invest-
ment transactions. Because of their importance, researchers have extensively studied
the role of financial transactions in economic development and the functioning of
financial markets.

You don’t have to be a specialist to carry out financial transactions. In fact, almost
everyone can do it. Most people interact with different banks to accomplish specific
financial objectives. These interactions can take place both in person and digitally,
and we’ll look at what are the main types of banking activities below. There are two
important types of banking, namely: traditional banking and modern banking, the
second one being classified in online and digital banking.
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1. Traditional banking:

• Known by the fact that it refers to financial institutions that operate in physical
branches and also hold national banking licenses [5];

• Financial transactions are conducted face-to-face or in one-to-one customer
service [5];

• Considered to be safe in general and easier for some of users in making
withdrawals or in handling cash payments [5];

2. Online banking:

• Any type of personal banking that we perform online is referred to as online
banking: from monitoring our balance and past statements to establishing
direct debits, making payments, or transferring funds to a different person’s
account [6];

• Simple banking transactions are available seven days a week, at any time of
day or night [7];

• Much faster than traditional banking, but comes with other challenges such
as cyber vulnerabilities (e.g., unauthorized access) [7];

3. Digital banking

• All financial transactions including technology are referred to as “digital bank-
ing”. Considering this fact, we can say that online banking is only a part of
digital banking. [6];

• Digital banking refers to the various digital solutions offered to businesses to
help them run more efficiently, such as accounting and payroll software and
payment technologies. This could be a physical store or an internet merchant
[6];

In this article we will refer exclusively to online banking and financial activities
undertaken online and we will see in the next subsection some general information
about how IoT devices are used in their implementation.

15.1.2 IoT’s Impact on Banking and Finance

In recent years, the integration of Internet of Things (IoT) technology has emerged
as a promising avenue for revolutionizing banking and financial transactions. IoT
devices, ranging from smart sensors to wearables, are increasingly being utilized to
streamline processes, enhance security measures, and provide real-time insights into
customer behavior and preferences.

One significant application of IoT in finance is the optimization of ATM (Auto-
mated Teller Machine) networks. Internet-connected Automated Teller Machines
(ATMs) are a critical development in IoT for financial transactions. Unlike tradi-
tional ATMs, these devices leverage IoT technology to offer enhanced services and
connectivity. They can connect to banking networks in real time, providing customers
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with up-to-date account information and enabling a range of transactions beyond
cash withdrawals, such as bill payments and fund transfers. Advanced ATMs also
feature biometric authentication methods, including fingerprint and facial recogni-
tion, to improve security and user experience. The real-time data capabilities of
IoT-enabled ATMs facilitate better service delivery, immediate fraud detection, and
reduced downtime through predictive maintenance. This evolution of ATMs under-
scores the transformative impact of IoT on traditional banking infrastructure. We can
sure make financial transactions through other IoT digital devices like:

• Smart Payment Wearables

Smart payment wearables, such as smartwatches and fitness trackers, are increas-
ingly popular IoT devices facilitating financial transactions. These devices often
incorporate Near Field Communication (NFC) technology, allowing users to make
contactless payments. For instance, Apple Watch and Fitbit Pay enable users to link
their bank accounts or credit cards to the device and pay for goods and services
by simply tapping their wearable on a compatible point-of-sale terminal. This tech-
nology not only enhances convenience but also adds a layer of security as it typically
requires biometric authentication (e.g., a fingerprint or facial recognition) to complete
a transaction. The integration of IoT in wearables exemplifies how technology can
simplify everyday financial interactions, making transactions seamless and secure.

• Connected Point-of-Sale (POS) Systems

Modern connected POS systems are another prime example of IoT devices revo-
lutionizing financial transactions. These systems, such as Square and Clover, are
equipped with advanced sensors and connectivity options, includingWi-Fi and Blue-
tooth, enabling them to process payments quickly and efficiently. Connected POS
systems can accept various payment methods, including traditional magnetic stripe
cards, chip cards, and contactless payments from mobile devices or wearables. They
also offer additional functionalities like inventory management, sales analytics, and
customer relationship management. The adoption of IoT in POS systems enhances
the transaction process by providing real-time data and improving overall business
operations through automation and connectivity.

• Smart Vending Machines

Smart vending machines represent a significant leap forward in the application of
IoT in financial transactions. These machines are equipped with various sensors
and internet connectivity, allowing them to accept multiple forms of payment, such
as credit/debit cards, mobile payments, and even cryptocurrencies. For example,
Coca-Cola has implemented smart vending machines that accept payments through
mobile wallets like Apple Pay and Google Wallet. These machines also provide
real-time inventory data to operators, enabling more efficient restocking and main-
tenance. Additionally, smart vending machines can offer personalized promotions
and discounts based on customer data, enhancing the purchasing experience and
driving sales. The integration of IoT in vending machines illustrates the potential for
automated and intelligent transaction processes in everyday scenarios.
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By equipping ATMs and the rest of devices with IoT sensors and monitoring
devices, banks can remotely track the operational status of machines, detect poten-
tial malfunctions in advance, and ensure timely maintenance. According to a study
conducted by McKinsey & Company [8], this proactive approach not only reduces
downtime but also minimizes the risk of fraudulent activities, thereby safeguarding
customers’ funds.

Furthermore, IoT-enabled devices play an important role in increasing the secu-
rity of financial transactions. For example, biometric authentication technologies
included in IoT-enabled payment terminals provide a more secure and convenient
alternative to traditional methods like PINs or signatures. This strategy reduces the
danger of identity theft and unauthorized access, according to research published in
the Journal of Information Security and Applications.

In the next paragraphs, we will talk a little about the trend of using IoT devices
when making financial transactions. We can see in different research studies by that
a significant surge was indicated in the usage of IoT devices among users for banking
and financial purposes. As consumers increasingly seek seamless and personalized
experiences, the convenience and efficiency offered by IoT-enabled solutions are
expected to drive adoption rates. One prominent trend anticipated in the coming years
is the proliferation of IoT-poweredwearables for financial transactions.Many studies
suggest that wearables, including smartwatches and payment-enabled accessories,
will become ubiquitous tools for conducting secure and contactless payments. With
built-in biometric authentication and tokenization capabilities, these wearables offer
users a convenient and securemeans of accessing their financial accounts andmaking
transactions on the go.

Moreover, the utilization of IoT devices for personalized financial management
is forecasted to gain traction. Through IoT-powered analytics and recommendation
systems, users can expect tailored financial advice and insights to optimize their
financial health and achieve their long-term goals.

So, we can see that there is indeed a growing trend in terms of the use of IoT
devices to do banking, trend which is also shown in Table 15.1 which can be seen
below, as well as in Fig. 15.1.

Table 15.1 illustrates actual data for the year 2020 concerning mobile payment
transactions, along with some forecasted data for the year 2025, indicating their
growth in several European countries, with CAGR representing compound annual
growth. We can surely see that the trends will grow and the growing rate will in some
cases increase exponentially.

Figure 15.1 also emphasizes the same forecasted growth of mobile payment
transactions conducted by the study from [9] but in a more graphical way.

For a brief discussion on Romania, Table 15.2 provides specific data from 2023,
as per a study conducted in January 2024 [10], detailing the manner in which Roma-
nians utilize digital devices for diverse online operations, payments, and financial
transactions, specifically highlighting the percentage of total Romanian users (users
over fifteen years) who employed online apps for these purposes. Additionally, the
table also provides the same activities represented as percentages for the year 2021
[11], clearly indicating the increasing use of IoT for transactions in Romania.
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Table 15.1 Growth of mobile payment transactions (Adapted from [9])

Europe country 2020 2025 CAGR (Compound annual
growth) (%)

Germany 17,120.40 105,219.80 43.8

France 16,822.70 66,892.60 31.8

Spain 13,319.60 40,110.70 24.7

Netherlands 7,317.60 20,371 22.7

Sweden 6,818.90 29,978.40 34.5

Denmark 4,273.40 12,483 23.9

Norway 2,876.70 10,825.60 30.4

Portugal 1,888.50 9,823.40 39.1

Fig. 15.1 Graph of forecasted growth of mobile payments transactions in Europe

Table 15.2 Romanian trends in mobile online financial transactions behavior: 2023 insights

Romania 2021 (%) 2023 (%)

Made a digital payment 47.2 56.1

Made a purchase using a mobile phone or the Internet 15.6 37.3

Used a mobile phone or the Internet for mobile banking 12.3 16.8

Used a mobile phone or the Internet to pay bills 12.0 34.1



15 An Overlook of IoT Finance and Pre-existing Security Challenges … 173

Aswe see this growth in the use of IoT devices for banking inEurope, it is certainly
about as high, or higher, globally. However, we come with a novelty, namely the use
of these devices but in a blockchain network.

15.2 Types of Blockchain and the Impact of Blockchain
in Finance

Further on, we will briefly see a definition of blockchain, the classification of
blockchain networks, some information about the adoption of blockchain in making
payments or other types of financial transactions directly with cryptocurrencies, as
well as some of the security challenges at this level.

15.2.1 General Blockchain Definitions and Types
of Blockchain

As a short general definition, we can say that the term “blockchain” refers to a
paradigm to maintain information in a distributed system. However, we must make
a distinction between the definition of blockchain and its characteristics, even if the
definition of blockchain is not universally agreed upon, the basic properties of this
technology are increasingly being explored [12].

We will next mention above some key features of blockchain (see Fig. 15.2).
As we can see in Fig. 15.2, some key features of blockchain are:

Fig. 15.2 Features of
blockchain (Adapted from
[12])
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• Immutable: Immutability refers to the inherent quality of the blockchain as a
network that is permanent and unchangeable [13].

• Distributed.
• Decentralized: Blockchain technology operates as a decentralized system, indi-

cating the absence of a central authority governing the network. Rather, the
network comprises numerous nodes collaborating to authenticate and validate
transactions [13].

• Secure: Each record within the blockchain undergoes individual encryption,
enhancing the overall security of the network. Encryption serves to fortify the
security of the entire process within the blockchain network [13].

• Consensus.
• Unanimous.
• Faster settlement.

Now that we have seen some fundamental characteristics of blockchain, the
following figure highlights the types of blockchain networks and some characteristics
of each type (Public, Private, Consortium, and Hybrid):

• Public Blockchain: it is an open access network where anyone can participate
in the validation of transactions and operates in a decentralized system. Also,
transactions are transparent and accessible to all network participants. It offers
a very high level of security thanks to the so-called Proof of Work (PoW [14])
mechanism;

• Private Blockchain: a restricted-access network, often utilized within organiza-
tions or consortia, operates on a centralized or semi-decentralized model with
limited permissions, offering enhanced control over access, governance, privacy,
and scalability compared to public blockchains;

• Consortium Blockchain: a collaborative network overseen by organizations with
aligned interests, blending features of both public and private blockchains. Partic-
ipants collectively manage the network, fostering consensus and governance,
leading to enhanced efficiency and trust compared to conventional centralized
systems.

• Hybrid Blockchain: integrates features from both public and private blockchains,
providing flexibility in access control and transparency, enabling the integration
of private and public networks to harness their individual advantages.

15.2.2 Blockchain Integration in IoT Financial Operations

The integration of blockchain technology in IoT finance represents a signifi-
cant advancement in financial transactions, offering enhanced security and effi-
ciency. Blockchain’s decentralized ledger system ensures that financial transactions
conducted through IoT devices are secure, transparent, and tamper-proof. Unlike
traditional bank intermediaries, blockchain enables direct peer-to-peer transactions,
eliminating the need for third-party involvement. This direct transfer of value between
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Fig. 15.3 Three-layer architecture of IoT comparison with IoT systems integrated with blockchain
(Adapted from [15])

IoT devices, such as transferring money to a colleague, is inherently safer as it elim-
inates the risk of potential data breaches or unauthorized access associated with
centralized banking systems.

With blockchain, transactions are cryptographically secured and recorded on a
distributed ledger, making them immutable and resistant to manipulation (could be
seen in Fig. 15.3). As a result, payments made through blockchain technology offer
greater security and trust, making them an increasingly attractive option for financial
transactions in the IoT ecosystem.

Through this comparison depicted in Fig. 15.3, between the simple IoT archi-
tecture and the IoT architecture integrating an additional blockchain layer, it can be
observed that the blockchain layer is positioned at the transmission protocol level,
ensuring information security. Here, the connected objects situated at the applica-
tion level take on the role of generating transactions on the blockchain. Employing
cryptographic mechanisms, each object possesses a private key used to authenti-
cate transactions. The blockchain aims to validate these transactions, incorporating
them into the chain associated with the object, thereby ensuring the ownership of the
information tied to the connected object [15].

Nowadays, more and more users have already adopted the crypto trend and own
cryptocurrencies with which they of course carry out financial operations. We saw
briefly why we prefer to carry out financial transactions via blockchain, for example
a transfer, but in this article, we will no longer insist on the details of the benefits
and how exactly they are carried out, but we will focus further on the security issues
that still exist and in this system.
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15.3 Navigating Security Challenges in Blockchain
Financial Operations

As we have seen in the previous descriptions, even if the blockchain networks are
secure, there are still some security problems at the level of these networks and we
will see some of them below. These security vulnerabilities.

• Double spending: In some blockchain systems, particularly those with weaker
consensus processes, attackers can use flaws to spend the same bitcoin units’
numerous times;

• Smart Contract Security Vulnerabilities: Vulnerabilities in smart contracts, which
are self-contained code segments kept on the blockchain, may result in financial
losses and exploits. For example, flaws or logical mistakes in smart contracts
could allow attackers to take advantage of them to withdraw money or carry out
illegal activities;

• Sybil Attacks: Sybil attacks [16] in decentralized networks entail the creation
of numerous fictitious identities (Sybil nodes) in an effort to take over or exert
influence over the network. These assaults have the ability to alter transactions,
jeopardize security, and interfere with network functionality.

• Insider Threats: Those having special access to blockchain systems, like devel-
opers or administrators, run the risk of endangering the integrity of the system
by deliberate or inadvertent means. Malicious acts, data breaches, or unapproved
blockchain updates are examples of insider dangers;

• 51%Attacks: It means that if one person or organization has more than 50% of the
mining power on a proof-of-work blockchain network, they may be able to alter
transactions, reverse transactions, or stop new transactions from being completed;

• Routing Attacks: By now, it should be clear to us that the operation of blockchain
technology depends on a strong network. Through the BGP (Border Gateway
Protocol), the ISPs are able to communicate with one another and exchange route
data. Due to its age, this protocol contains certain vulnerabilities that could be
used by an attacker [17]. An attacker in charge of an ISP, for example, might split
the blockchain network in half or broadcast a fake route, which would prevent
transactions for certain nodes.

• Private Key Security Attacks: Blockchain technology is based on public-key cryp-
tography. As a result, poor public-key cryptography handling or implementation
can result in some very major blockchain security problems. If your blockchain’s
key signing isn’t done right—for example, by utilizing the same key for repeated
signings rather than aMerkle tree—an attacker may be able to deduce your private
key from the public key. Being in charge of your private key essentially entails
being the owner of every piece of information linked to you on a blockchain.
Holding all of your coins in the case of cryptocurrencies. That being said, the
likelihood of this occurring is quite low unless your blockchain is built with
incredibly flawed code. The misuse of your private key is the main problem [17].
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• Flash Loan Attacks: These are attacks to steal assets from smart contracts
intended to enable flash loans, which allow borrowers to borrow money without
requiring collateral. These exploits use smart contract inputs to take advantage of
uncollateralized loans [18].

• Phishing Attacks: These entail the use of social engineering tactics by hostile
actors to get users’ credentials, infect users’ devices with malware, and obtain
users’ private keys and seed phrases—recovery phrases produced by cryptocur-
rency wallets during setup that allow users to access their wallets in the event that
they misplace their device or forget their password [18].

We have listed as it can be seen, in general, some of the types of vulnerabilities
when it comes to blockchain networks, following that in the next conducted studies
we will also see how they are in detail and also how they can be prevented at the user
level as well as on a larger scale wide.

15.4 Conclusion

Finally, integrating Internet of Things (IoT) devices with blockchain technology
in financial transactions creates both intriguing prospects and serious obstacles.
Throughout this article, we have depicted how IoT influenced financial sector and
also the possible benefits of using IoT devices for financial transactions on blockchain
networks, such as increased efficiency, transparency, and accessibility. However, it
is critical to recognize the pre-existing security risks in this evolving ecosystem.

Moving forward, resolving these security concerns will necessitate a multifaceted
approach combining collaboration among industry players, legislators, and cyberse-
curity specialists. Implementing strong encryption standards, improving authentica-
tion procedures, conducting frequent security audits, and increasing user knowledge
and education are all critical steps toward mitigating risks and strengthening the
resilience of IoT finance on blockchain networks.

Furthermore, continued research and development activities aimed at improving
the security, scalability, and interoperability of blockchain technology will be critical
in instilling trust and confidence in IoT-enabled financial transactions. By empha-
sizing security and implementing proactive tactics, the potential of IoT finance on
blockchain networks to transform financial services while protecting user data and
assets can be fully realized in the coming years.
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Chapter 16
Models for Network Traffic Behavioral
Analysis in IoT Systems

Alin Zamfiroiu , Iustin Floroiu , Daniel Savu , Lorena Bătăgan ,
and Anupriya Sharma Ghai

Abstract In today’s interconnected world, the proliferation of Internet of Things
(IoT) devices has revolutionized the way we interact with technology. From smart
homes and wearable devices to industrial sensors and autonomous vehicles, IoT
systems have permeated nearly every aspect of our daily lives. However, with
this exponential growth in IoT adoption comes a host of challenges, particularly
concerning the security and performance of these interconnected networks. One of
the keymethodologies employed to address these challenges is network traffic behav-
ioral analysis. Moreover, network traffic behavioral analysis plays a crucial role in
threat intelligence and incident response. By aggregating and analyzing network
data over time, organizations can identify recurring attack patterns and indicators
of compromise. This rich contextual information enhances their ability to anticipate
and preempt future cyber threats. Additionally, in the event of a security incident,
network traffic analysis provides invaluable forensic evidence, allowing investiga-
tors to reconstruct the sequence of events, attribute responsibility, and mitigate the
impact of the breach. In this paper, we propose some models for the network traffic
generated by sensors and actuators in IoT systems.
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16.1 Introduction

At its core, network traffic behavioral analysis involves the systematic monitoring,
analysis, and interpretation of data flows within an IoT network. By scrutinizing
the patterns, trends, and anomalies present in network traffic, organizations can gain
valuable insights into the behavior of IoT devices, users, and applications [1]. This
proactive approach enables them to detect and mitigate security threats, optimize
network performance, and ensure the reliability of IoT systems [2].

Security is undeniably oneof the foremost concerns surrounding IoTdeployments.
With an ever-expanding attack surface and increasingly sophisticated cyber threats,
safeguarding IoT networks against malicious activities is paramount. Network traffic
behavioral analysis serves as a linchpin in the defense against such threats by
providing continuous visibility into network activities. Bymonitoring traffic patterns
in real time, organizations can detect and respond to anomalous behavior indicative of
potential security breaches. Whether it’s unusual data exfiltration attempts, unautho-
rized access attempts, or suspicious communication patterns, network traffic analysis
enables security teams to swiftly identify and neutralize threats before they escalate
into full-blown incidents [3].

Beyond security considerations, network traffic behavioral analysis also holds
significant implications for optimizing the performance and efficiency of IoT
systems. In complex and dynamic IoT environments, understanding the flow of data
between devices, gateways, and cloud services is essential for ensuring smooth oper-
ation and timely delivery of services. By analyzing traffic patterns and identifying
bottlenecks or latency issues, organizations can fine-tune their network infrastruc-
ture, allocate resources more effectively, and enhance the overall performance of IoT
applications. Furthermore, insights gleaned from traffic analysis can inform capacity
planning, resource allocation, and network optimization strategies, enabling organi-
zations to scale their IoT deployments tomeet growing demand and evolving business
requirements.

One of the distinctive challenges of network traffic analysis in IoT systems lies
in the sheer diversity and heterogeneity of devices, protocols, and communica-
tion patterns involved. Unlike traditional IT networks characterized by standard-
ized architectures and protocols, IoT ecosystems encompass a myriad of intercon-
nected devices with varying capabilities, interfaces, and communication protocols.
This complexity necessitates sophisticated analytical techniques capable of handling
diverse data formats, extracting meaningful insights, and adapting to dynamic
network environments [4].

Machine learning and artificial intelligence (AI) have emerged as powerful tools
in the arsenal of network traffic analysis, enabling organizations to tackle the intrica-
cies of IoT data at scale. By leveraging advanced algorithms and statistical models,
machine learning algorithms can discern subtle patterns and anomalies within vast
volumes of network traffic data. Supervised learning techniques can be trained on
labeled datasets to classify normal and malicious behavior, while unsupervised
learning algorithms can detect outliers and deviations from established norms.
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Furthermore, reinforcement learning approaches enable adaptive decision-making
in response to evolving threats and changing network conditions, enhancing the
resilience and effectiveness of network security measures.

16.2 IoT Systems in Smart Homes

In the last decades, technology has rapidly evolved and brought with it a series of
innovations that have completely changed the way people carry out their activities
and interact with the environment. More than ever the present is marked by the
impressive technological advances of recent years, with every aspect of everyday
life changing at an amazing pace. Even our homes are changing more and more with
the help of today’s extraordinary technology.

Transforming home into a smart ecosystem (smart home) has become a neces-
sity for those who want a comfortable and energy-efficient lifestyle [5]. The “smart
home” concept involves the integration of cutting-edge technologies that allow resi-
dents to remotely control various systems and devices, such as lighting, heating, air
conditioning, security systems, and electronics at home [6]. The Smart Homes Asso-
ciation defines a smart home as “the integration of technology and services through
home networking for a better quality of living” [7].

Driven by technological advancements, the smart home market has been rapidly
evolving across the globe. In 2023, the global smart homemarket was valued at USD
102.3 billion and is expected to grow to USD 263.6 billion by 2032, at a compound
annual growth rate (CAGR) of 10.0% during the projected period [8].

Smart home technology is based on the Internet ofThings (IoT) concept and allows
users to manage and control systems and devices through a single device, such as a
smartphone, tablet, or laptop, or even through voice commands and personal assis-
tants (such as Alexa, Google Assistant, and Siri). IoT creates a connected ecosystem
where devices work together to create an intelligent living environment. The IoT
smart home is a concept that, in addition to automation and remote control, benefits
from two extremely important attributes: interconnection and contextual adaptation
[9].

The concept of the (IoT) refers to all devices, phones, computers, gadgets, and
household appliances in the home, that are interconnected in a single network, gather
information from around, and exchange data. IoT applications allow devices to
connect to each other and communicate without any human action.

The most commonly used IoT technologies that enable connectivity and automa-
tion in smart homes are smart sensors, voice assistants, smart appliances, security
systems, and energy management.

There is a variety of IoT devices that can be used to create smart home systems.
Smart home devices are designed to automate and simplify various aspects of
everyday life. Among the most commonly used devices of this type are the following
[6, 10]:
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• Smart thermostats. Devices such as Nest and Ecobee allow for remote control
of ambient temperature and have the ability to learn the user’s temperature pref-
erences and adjust heating and cooling systems to save energy, thereby reducing
energy consumption and lowering costs.

• Smart security cameras. Allow remote home monitoring and send alerts to your
smartphone if they detect any unusual activity.

• Smart doors lock. Allow doors to be locked or unlocked remotely, eliminating
the need to use a physical key.

• Smart lighting. Bulbs, LEDs, and smart lamps can be controlled remotely to
adjust their intensity, thus creating a relaxing environment. Also, they contribute
to saving energy and reducing costs.

• Smart sockets. Can be programmed to turn on or off the power supply to devices.
The smart sockets are equipped with sensors that automatically turn off when they
detect high temperatures. They also include safety systems to protect children and
pets.

• Smart kitchen appliances. IoT technology for the kitchen includes smart refrig-
erators, ovens, and coffee machines. These devices can be remotely controlled
and provide information on food supplies, recipes, and cooking times.

• Health monitoring devices. Provide real-time health data, encouraging a
healthier lifestyle.

• Entertainment and streaming devices. Smart TVs, game consoles, and
streaming devices include built-in IoT capabilities, allowing users to access
content and control their entertainment systems through voice commands or
mobile apps.

• Smart window blinds. Light sensors on the outside of the blinds will automati-
cally open them in the morning to provide natural sunlight. These blinds can be
opened or closed remotely. Thermal blinds insulate thewindows, thus contributing
to ensuring an optimal ambient temperature.

• Smoke and flood detection systems. In cases of smoke detection, the sensors stop
the consumers and trigger the fire protection system. The flood detection sensors
can determine the unauthorized consumption of water if the taps are closed and
can interpret it as a pipe break and flood hazard.

• Lawnandgarden irrigation systems. The sprinkler system forwatering the lawn
can be programmed according to the temperature over the day and the existing
evaporation. For the garden, there are programmable drip systems.

Some of these devices are presented in Fig. 16.1. IoT smart home technologies
offer a number of important benefits, such as [11, 12]:

• Control andmonitoring. IoT significantly improves thewayevents andprocesses
that take place at home can be controlled andmonitored. Thus, the IoT application
collects day-to-day data about how a household works, processes it, and presents
the most relevant insights.

• Cost and energy savings. Benefiting from detailed statistics on the energy
consumption of each smart device, the user can optimize and adjust the settings
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Fig. 16.1 IoT devices in a smart home

of the smart home in a more economical way. The smart home system can be
allowed to do everything by itself. It will turn off devices that are not in use and
reduce power consumption if no one is at home.

• Impact on the environment. Energy saving also ensures, in addition to reducing
costs, reducing the negative impact on the environment.

• Improved security. The smart home security system provides total control over
the entire home, both inside and outside. The smart devices that make up this
system allow the user to check what the situation is, regardless of where they are.

• Comfort. IoT for smart homes simplifies and improves everyday life. The user is
always in control, even though the processes in the home run autonomously.

In order for smart home devices to integrate into a smart home ecosystem, it is
necessary to use an appropriate protocol. A smart home protocol is a set of standards
that determine how devices within a smart home ecosystem communicate. Among
the most used smart home protocols are Z-Wave, ZigBee, Wi-Fi, Bluetooth Low
Energy (BLE), Ethernet, Thread, and Matter [13, 14].

Creating a smart home is a complex process that requires knowledge of available
technologies and how they can be integrated to provide comfort, efficiency, and
security. With proper arrangement and the use of suitable smart devices, the house
can be transformed into a modern and connected space that offers total control over
the living environment.
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16.3 Behavioral Analysis of Network Traffic

Amar et al. 2018 [15] address the increasing presence of Internet-connected devices
in homes and the associated rise in privacy breaches, data thefts, and security threats.
The authors analyze network traces from a testbed of common IoT devices and
describe methods for fingerprinting their behavior. They assess privacy and secu-
rity risks and how device behavior affects bandwidth. The paper discusses simple
measures that can be implemented to circumvent attempts at securing devices and
protecting privacy. The study suggests that understanding the in-the-wild behavior
of IoT devices is crucial for containing them and mitigating associated risks.

In intelligent living and buildings, the network sizes are typically small tomedium.
The number of sensor devices in an ordinary living area usually does not exceed 1,000
[16]. Data transmission rates for these sensor devices are infrequent and irregular.
Most of these devices (such as the Indoor Ambiance Monitoring Sensor) send data
only when an abnormality occurs. Emergency data from these sensors require real-
time processing. Sensor devices in intelligent living/buildingsmayuse various energy
sources like batteries, fixed power supplies, and self-charging solar equipment.

Energy efficiency is crucial for network communications in these devices. The
integration of advanced IoT technologies into healthcare systems, as outlined in
the discourse on smart health, holds promise for revolutionizing medical services.
This synthesis, coupled with the efficient utilization of hospital applications, not
only enhances the quality of healthcare but also streamlines healthcare systems. The
prospect of a unified barcode granting access to a spectrum of services, from identity
management tomobile drug administration, exemplifies the potential efficiency gains
[16].

At the forefront of energy management, smart grids aim to revolutionize utility
usage by automating data collection and enabling dynamic adjustments. These
systems, spanning from small-scale setups to extensive networks, rely on fixed power
supplies to transmit data at relatively low rates. While regular traffic loads domi-
nate, interruptions like power outages introduce variability, demanding nearly real-
time data delivery for anomaly detection. Security and data integrity are paramount,
outweighing energy efficiency concerns given the fixed power supplies [16].

The exponential growth of smart home IoT devices has ushered in a new era of
convenience and connectivity, but it also presents a host of challenges, particularly in
the realms of management, security, and privacy. According to [17], the number of
IoT users of smart homes will increase by 117.69% by 2028, compared with 2023.

As IoT devices become ubiquitous in households worldwide, understanding their
behavior and addressing associated concerns are imperative for researchers and oper-
ators alike. The heterogeneous nature of smart home IoT devices, coupled with their
lack of standardized interfaces, poses a significant challenge in comprehensively
studying their behavior. Studying IoT devices in controlled environments may not
accurately capture their behavior in real-world settings, where environmental factors
influence their performance and interactions. The sheer scale and diversity of the
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smart home IoTmarketmake it challenging for researchers to gain insights applicable
to the broader ecosystem [18].

The functionality of IoT devices dictates their communication patterns, with
media-related functionalities generating substantial traffic. Understanding these
patterns enables better network management and provisioning. Despite the frag-
mentation on the front-end, smart home IoT back-ends are increasingly central-
ized, predominantly hosted on major cloud providers. This centralized infrastructure
influences DNS resolution patterns, with a significant proportion of devices relying
on hard-coded DNS servers. The lack of traffic encryption and reliance on HTTP
communication pose serious privacy risks, leaving smart home IoT devices vulner-
able to eavesdropping and manipulation. Additionally, communication with third-
party advertising and tracking services raises concerns about user data privacy and
security [18].

Smart home IoT devices communicate using a diverse array of protocols tailored
to specific functionalities and requirements. These include HTTP/HTTPS for web-
based communication, MQTT for lightweight messaging, DNS for domain resolu-
tion, and UPnP for device discovery and control. Each protocol serves a distinct
purpose, facilitating efficient communication between devices and the broader
network infrastructure. At the physical layer, smart home IoT devices utilize a variety
of network technologies to establish local and internet connectivity. Zigbee, Z-Wave,
and Bluetooth Low Energy (BLE) are commonly employed for short-range commu-
nication within the home environment, offering low power consumption and robust
connectivity. Wi-Fi and Ethernet serve as the primary means for internet connec-
tivity, enabling seamless access to cloud-based services and remote management
capabilities.

16.4 Proposed Smart Home System Architecture
for Behavioral Analysis of IoT Systems

In a Smart home system, all devices are connected to the same router and for this
router the network traffic is checked by means of the software tool: Wireshark.
This tool allows the capture and interactive analysis of network traffic in real time.
Normally it is used for troubleshooting the network, we used it for gathering informa-
tion about the packets transmitted by the devices installed in a Smart Home system.
The systems are installed separately, so they are not from the same manufacturer and
thus will have different behavior.

The analysis was carried out for 20 min. This analysis is demonstrative and
to create faithful profiles for the installed sensors and systems, more analyses are
needed. But for this material, we want to present how to create behavioral analysis
models for them.

In this analysis, a total number of 17,580 packets were identified for the entire
network. The following devices are installed in the network:
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• three smart TVs;
• four smart window blinds;
• a cleaning robot;
• an intelligent visor;
• two computers;
• a washing machine;
• an intelligent thermostat;
• smart air conditioning.

These systems are shown in Fig. 16.2. The two computers are connected to the
same network and for this reason in the analysis carried out certain packets were
generated by these computers, even if they are not part of the Smart home system.
The smart home environment is depicted in Fig. 16.2.

Based on traffic analysis, the characteristics that must be included in the recogni-
tion model of devices connected to the network were identified. Table 16.1 presents
the used characteristics.

These characteristics are considered for each sensor or device that is connected
to the network. In order to create the profile, the information for each device or
sensor is saved, so that on future connections to the Internet or occasionally, the
new measurements are compared with the saved ones. If the new measurements are
different, it can be deduced that the respective sensor or system has been attacked or
contains malicious code that changes its behavior.

For the created analysis that led to the identification of the characteristics, a
comparative analysis was made for a set of blinds (Smart Windows Blinds) and

Fig. 16.2 Smart home environment
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Table 16.1 Characteristics for traffic analysis

No Characteristic Description

1 Data length Total length of useful data (without overheads) (bytes)

2 Frame length Total length of the frame (bytes)

3 Capture
length

Total length of the captured data (bytes)

4 Arrival time
interval

The difference between the arrival time of a packet and the arrival time of
the previous packet (seconds)

5 Used protocol The analyzed network protocol (Ethernet, TCP, UDP, HTTP)

6 Source IP The IP address of the source device

7 Destination IP The IP address of the destination device

8 Source port The port number used by the source device

9 Destination
port

The port number used by the destination device

for the cleaning robot. The brief analysis can be seen in Table 16.2. For each of
the two devices, 257 packets were analyzed in the analysis interval. The values for
each individual device were similar for all 257 packages for all the characteristics
analyzed, Table 16.1.

In future analyses, the measurements made will be compared with these and thus
it can be decided whether any system has been attacked or not. It is also possible to
determine the moment when a certain device changes its behavior.

Table 16.2 Comparative analysis between two systems

No Characteristic Smart windows blinds Cleaning robot

1 Data length (bytes) 172 79

2 Used Protocol UDP UDP

3 Source IP ((hidden)) ((hidden))

4 Destination IP ((hidden)) ((hidden))

5 Frame Length (bytes) 214 121

6 Capture length (bytes) 214 121

7 Arrival time interval (seconds) 5 5

8 Source port 49,153 44,080

9 Destination port 6667 58,866
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16.5 Conclusions and Future Work

Network traffic behavioral analysis represents a cornerstone in the quest to secure
and optimize IoT systems. By scrutinizing the digital footprints left by IoT devices,
applications, and users, organizations can fortify their defenses against cyber threats,
enhance the performance and reliability of their networks, and unlock new oppor-
tunities for innovation and growth in the IoT landscape. As IoT adoption continues
to soar and the digital ecosystem becomes increasingly interconnected, the role of
network traffic analysis will only grow in importance, serving as a beacon of insight
and foresight in the ever-expanding realm of connected devices and smart technolo-
gies. The next steps will focus on model development, data gathering, and model
validation.
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Chapter 17
Augmented Reality
in Education—Prototype
for the Undergraduate System
in Romania

Andreea-Cristina Stroe

Abstract Education 4.0, as the new age of education, offers a variety of technolo-
gies that can be used in a blended learning environment. One of the possibilities that
has gained more and more visibility in recent years is unquestionably augmented
reality. Even though Romania is still in its infancy regarding the technologization
of the teaching act, the community proves to be more and more open to new initia-
tives. Thus, this paper has the goal to provide an easy-to-be-implemented prototype
of AR application that could be used as an adjuvant to a K-12 lesson. Firstly, this
study will briefly give an introduction on what augmented reality means, its evolu-
tion throughout time, as well as some advantages and disadvantages. Secondly, the
paper will present an easy and cost-free way to develop a simple prototype built
on the principles of augmented reality. Finally, the paper will provide an example
of AR application that can be suitable for the undergraduate education system, in
the field of foreign languages. Overall, the contribution of this paper to the litera-
ture consists in revealing a simple and cost-free way of how augmented reality can
support the teaching act in Romania. Moreover, it offers more visibility to the subject
of augmented reality in the context of K-12 education.

17.1 Introduction

The digitalization of the Romanian education has been a priority both for the educa-
tors and the authorities for a very long time. Education 4.0 has been a familiar term
for all the actors in the educational field. Thus, the purpose of Romanian education
has become to prepare the new “digital natives” for the labor market [1]. A proper
way to adapt the education to the new requirements was to ensure new usages of
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Fig. 17.1 Representation of the reality-virtuality (RV) continuum, re-drawn from Milgram et al.

technology that would contour a more engaging and adaptive way of learning. So,
new ways of using the current reality have been explored.

Through technology and with the use of multimedia resources, people managed
to enhance one’s perceptions of reality [2]. In this way, the concept of mediated
reality has been brought into attention once again. This is not a new concept, as
Steve Mann defined it in 1999 as being a way to “implement a visual filter” [3].
But it gained more and more popularity in recent years when new “virtual filters”
have emerged with the development of computers and mobile devices. New nuances
of mediated reality have appeared and they can be easily categorized based on the
taxonomy Milgram et al. developed in 1994 [4, 5]. Therefore, terms such as mixed
reality, augmented reality, augmented virtuality, or virtual reality are more and more
used by the specialists in education. Figure 17.1 below shows a brief representation
of the taxonomy.

This taxonomy presents themost common two nuances that emerged in the educa-
tional act: the virtual reality and the augmented reality. Virtual reality can briefly be
reduced to the simple definition of “human immersion in a syntheticworld” [6]. Thus,
VR consists in creating a completely new artificial world that will replace the reality
[7], which the user will emerge in through a headset [8]. Whereas augmented reality
is positioned in the other part of the spectrum, more closely to the real environment.
An inclusive definition of the concept of AR is that it represents “a wide spectrum
of technologies that project computer-generated materials, such as text, images, and
video, onto users’ perceptions of the real world” [9]. So, the user will not leave the
real world, but it will be enriched with virtual objects adequate to the purpose of
the model [10]. An option that has been investigated is also the Mobile Augmented
Reality (Mobile AR), that represents a version of augmented reality with additional
challenges brought by the device it is used on, the mobile phone in the present case
[2].

The focus of the present paper will be exploring augmented reality. The paper will
be structured in multiple sections. The first section has the goal to present the way
augmented reality was introduced in Romanian society, with a particular focus on the
educational field. The second section will present a short taxonomy of augmented
reality, as well as some types of applications this concept was integrated in. The
third section will focus on presenting the steps that were undertaken in order to
build a prototype that can assist a French lesson for the undergraduate education
system. The paper will conclude with presenting the advantages and challenges of
the prototype, attempting to determine whether this prototype can be feasible in the
current curriculum of the Romanian undergraduate education system.
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17.2 Augmented Reality in Romanian Education

The tendency toward digitalization, especially towards mobile devices technology,
has sustained, in recent years, a direction of the Romanian Education for exploring
new technologies that can assist the educational act [11]. One of the new trends
that were explored was unquestionably augmented reality. Over the last decade, the
interest in this new era has grown and actions towards understanding how itworks and
what benefits it can bring to the Romanian education were taken. This tendency was
observed both in the higher education and in the undergraduate education system. The
Romanian researchers have come up with different prototypes for different levels of
education, but they also wanted to understand, via the way the teachers and students
perceived this trend, if this was a viable direction for our system. Nonetheless, at the
moment of writing this paper, the integration of augmented reality in the Romanian
education system remains only as a prototype, since no projects from the ministry
were found.

A studywas undertaken in 2018 in order to prove if augmented reality can enhance
higher education experience [12]. So, the researchers concluded that the interest for
AR among higher education students is significant, especially in the areas of engi-
neering, management and humanities [12]. The study also showed that the majority
of the participants (61%) claimed that the Ministry of Education should take into
consideration recognizing such technologies as part of the teaching process [12].

In the sphere of undergraduate education system, in the last decade, multiple
prototypes have been proposed. Nevertheless, there is no data recorded that theywere
actually implemented in class more than just for research, to collect some relevant
data about the perception among students. The researchers explored different fields
(such as physics [13], chemistry [14]), but also different types of AR applications.

An example of a developed prototype is an AR book created with the aid of
ZooBurst [13]. Researchers have come up with an interactive book containing 3D
pop-ups the students can interact with. The field in which the application can be used
is the science, since it can help students learn about the solar system [13]. Whereas
this book clearly enhances students’ motivation, it also helps in preparing the new
era of digital nomads for the necessary skills required in the new digital labor market.

A second prototype that was investigated by Romanian researchers is
ARChemestry Learning [14]. It represents an application built with the aid of Vuforia
and Unity, which contains several modules. The distinctive aspect of this application
is that it can be used both in the teaching part of the process, when students acquire
knowledge about the chemical substances, and in the building-up part, once they are
already familiar with different concepts and they want to strengthen their knowl-
edge. The experience was proven to be more pleasant both for students and teachers
as the collaboration between them was improved. Moreover, students perceive this
experience as less stressful [14].
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17.3 Research Methodology

17.3.1 Topology of Augmented Reality Approaches

Creating a classification of augmented reality applications have been a preoccupation
of the research community. Based on what capabilities the applications explore, they
can be divided into three categories: emphasizing roles, emphasizing locations, and
emphasizing tasks [15]. Nonetheless, this categorization is not extremely strict and
possible overlaps can occur between the categories [16].

When considering applications with an accent on roles, students are, in fact,
assigned different roles from the AR ecosystem, which is a dynamic environment
[17]. Thus, the students are, in fact, matched to the characters of a game that needs
to collaborate, to interact with each other in order to benefit from the learning expe-
rience. These applications have three directions the students can be included into:
participatory simulations, role playing and jigsaw approach.Whereas in the first two,
each student can simulate individually a role, in the jigsaw approach, each student
receives a specific role in the environment and, in order to complete the learning
experience, they need to unite every part of every role each student plays in the
whole puzzle [15].

The applications that emphasize on locations take advantage of the physical capa-
bilities of the devices that mediate the AR experience, such as the geolocation. There
are two subtypes of applications, place-based and location-based [15] and both of
them assume that the student which is engaged in an AR experience will explore the
immediate physical ecosystem.

When the emphasis is on tasks, thus on what the student is supposed to do in the
AR ecosystem so that the learning experience to happen [15], multiples subtypes of
applications are possible: game-based, problem-based and studio-based [15]. Game-
based applications can easily be considered as different games situated in the real
world where the students’ experience is mediated by electronic devices [18]. The
problem-based applications expect students to gain knowledge by finding a solution
to a problem through anARexperience [15]. Themost interesting type of applications
are undoubtedly the studio-based ones because they assume the students being the
creators of their own AR applications [15].

Another topology of the augmented reality application is based on the mecha-
nism used for displaying the 3D content. So, applications can be marker-based or
markerless-based [19]. Marker-based applications, as their name suggests, needs a
marker that is processed in order for the 3D content to be displayed on the screen.
The whole process of transforming the marker into AR content needs three stages
or elements: a booklet (that has the role to obtain the information of the marker),
the gripper (very similar to a converter, taking the information the booklet obtains
and convert it to other types of data) and the cube (that transforms the data into 3D
content) [20]. Due to the difficulty of this mechanism, the marker-based applications
are not very widespread. Meanwhile, markerless-based applications utilize a partic-
ular tracking system (the most often ones are the GPS or the compass) in order to
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guide the user through theAR experience [20]. Due to its easiness for implementation
(they are based on the capabilities of the device and no additional content is needed
in order to trigger the AR application), the markerless-based ones have known more
applicability and more interest manifested by the scientific community.

In the next section, a prototype of a marker-based application is discussed. The
prototype can also be considered an application that emphasizes on the role or a
game-based task-oriented application.

17.3.2 Building an Augmented Reality-Based Prototype

This section will focus on presenting a prototype of an augmented reality project
that can be used as an adjuvant for a lesson in the undergraduate education system.
It will be based on a marker-based approach and the target group will be students in
primary school or any child with an A1 French level. It will cover the teaching part of
the learning process and will integrate free resources a teacher with no programming
experience can use in order to create an augmented reality experience. The main
purpose of this section is to prove that each teacher with a minimum set of digital
skills can create their own augmented reality-based application to use in any subject,
free of charge.

The chosen subject will be French. This choice is based primarily on the number
of pupils that are learning French in Romania as it is proven that French is one of
the second most studied foreign language in the Romanian undergraduate education
system. It was reported that there are approximately 240 thousand pupils who were
learning French as their first foreign language, whereas over 1 million pupils were
learning it as their secondary foreign language [21]. Moreover, the students are quite
reluctant regarding acquisition of vocabulary in a foreign language since themajority
of teachers use the traditional, non-interactive approach. Thus, an augmented reality
adjuvant can enrich their experience by making it more interactive and motivating.

The topic will be My house. It will cover acquiring basic vocabulary about the
main rooms of a house (the entryway, the living room, the kitchen, the bedroom,
and the bathroom) and some common objects from each room. It will simulate a
gamification experience, as the screens could be compared to the levels of a game.
The pupil will need to navigate the screens one by one, as if they are visiting a real
house. The pupil, through 3D images of every room, will be able to interact with the
objects. Some objects from the rooms are labeled with their reference and, at one’s
click, the pronunciation of the word in French will be available. Thus, the application
allows children not only to acquire the reference of the word but also to get in touch
with a real French pronunciation. In this way, the learning experience will combine
multiple senses (sense of touch, sense of hearing, sense of seeing) and will become
more valuable and more interactive. The progression through screens will be done
via button click and it will not be restricted by listening to all available words from
a previous screen.
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The development of the augmented reality application will not need any program-
ming experience and it will be mediated by the designer that one of the products of
Zappar (https://www.zappar.com/) offers. It is called Zapworks and it is an easy tool,
the content being drag-and-dropped. It offers a free trial of two weeks and some
available 3D content. Nonetheless, the free content available in the designer is not
so offering, but rather limited. So, the author of the application should create their
own content.

In order to create the custom-made content, a few free resources can be easily
accessed. For obtaining the 3D content used for the screens, two sites can be used:
poly.pizza (https://poly.pizza/explore) and Sketchfab (https://sketchfab.com/feed).
Poly.pizza is the recreated version of Poly, the website created by Google that was
shut downed in 2021 [22], and it offers free downloadable 3D objects. An account
can be created to access the content, but it is not mandatory since there is free content
available without any account. Sketchfab is another site that offers free 3D content,
but the majority of its content is not free of charge. It also offers two yearly plans,
for better quality and more options. For obtaining real French pronunciation of the
words, Forvo (https://forvo.com/) and YouTube (https://www.youtube.com/) can be
used. Forvo offers various types of pronunciations, from different French-speaking
countries, so the content can be customized according to different needs.

The prototype is calledMamaison, and it is a marker-based AR application. After
the screens are created in the designer and the application is published, a QR-code
will be generated. Once a student is provided the QR-code, the application will be
opened in a mobile browser. So, the experience created with Zapworks is actually a
WebAR experience.

Table 17.1 provides a brief overview of all the screens of the application. The first
column of the table contains a view from the designer. It is available for every screen
of the application. The second column represents the view in an actual test usage
of the application. It is available only for the screens that represent actual rooms
of the house (screens 2–6). This decision was based on the fact that these are the
screens that includes 3D content and the intention was to show how it is displayed in
an actual usage. The last column includes explanations that accompany each screen
(for instance, what the available options for the user are and what the significance of
the screen is).

In the next section of this paper, the strengths and challenges of developing such
a prototype will be covered.

17.4 Discussions

The prototype presented in the previous section is a very efficient tool that can
be integrated in the educational act. Its main characteristic is the easiness, both to
develop it and to use it. In order to develop it, one needs only some basic digital
skills. For usage, the needed infrastructure is minimal, only a device that can scan a

https://www.zappar.com/
https://poly.pizza/explore
https://sketchfab.com/feed
https://forvo.com/
https://www.youtube.com/
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Table 17.1 Description of screens of the prototype

No. View in designer View in actual usage Explanations

1. Not necessary/no impact After utilizing the
provided QR-code, the
students need to start the
AR experience. Since the
application is a
marker-based application,
the first screen of the
application represents the
trigger (the image of a
house). The image will be
provided by the teacher
(either by projecting it on
a board or by printing it
and distributing to each
pupil). Once the
experience starts, the
pupil will listen to an
instruction in French that
will mimic an invitation
to enter the house. On a
click on the door, the
pupil will be redirected to
the second screen.

2. The second screen is a 3D
representation of an
entryway. The user can
interact with the content,
making it bigger or
smaller, rotating it so that
all the objects can be
visualized. Moreover, the
user can listen to the
pronunciation of two
main objects from the
room (the door and the
coat stand). At button
click, the user will be
redirected to the next
screen.

(continued)
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Table 17.1 (continued)

No. View in designer View in actual usage Explanations

3. The next screen is a 3D
representation of a living
room. The user can again
interact with the content
at their convenience.
Moreover, the user can
listen to the pronunciation
of four main objects from
the room (the television,
the couch, the armchair,
and the coffee table). At
button click, the user will
be redirected to the next
screen.

4. The next screen is a 3D
representation of a
kitchen. The user can
again interact with the
content at their
convenience. Moreover,
the user can listen to the
pronunciation of four
main objects from the
room (the cupboard, the
table, the fridge, and the
stove). At button click,
the user will be redirected
to the next screen.

5. The next screen is a 3D
representation of a
bedroom. The user can
again interact with the
content at their
convenience. Moreover,
the user can listen to the
pronunciation of three
main objects from the
room (the bed, the chair,
and the writing desk). At
button click, the user will
be redirected to the next
screen.

(continued)
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Table 17.1 (continued)

No. View in designer View in actual usage Explanations

6. The next screen is a 3D
representation of a
bathroom. The user can
again interact with the
content at their
convenience. Moreover,
the user can listen to the
pronunciation of five
main objects from the
room (the toilet, the
bathtub, the window, the
sink, and the mirror). At
button click, the user will
be redirected to the next
screen.

7. Not necessary/no impact The AR experience will
end. There is no
interaction of the user
with this screen. It
contains only a 2D picture
and its purpose is to draw
an end to the experience
through the application.

QR-code and an internet connection. This section will further cover the advantages
and the challenges that come with this prototype.

First of all, the prototype is based on the augmented reality principles. It contains
3D objects that the user can interact with. In this way, multiple senses (such as
the sense of touching and the sense of seeing) are combined. In this way, the overall
experience is more interactive, thus, user’s engagement andmotivation will undoubt-
edly increase. By using this prototype in a French class, the association between the
referent (an object from the house) and the reference (the word to name the object)
becomes stronger and the knowledge can persist for a longer period.

Second of all, the development of such a prototype does not imply advanced
programming skills. Any teacher with a minimum of digital skills, a clear purpose,
and an Internet connection can easily create an augmented reality experience. This
paper explored the capabilities of Zapworks Platform, one of the products of Zappar
technology, a very powerful tool in the field of AR since 2011 [23]. The tool that
the platform offers is called Zapworks Designer and it operates on the drag-and-
drop principle. In this way, one can rapidly create a WebAR application to be used
on any modern mobile phone. They also have at one’s disposal a very thorough
documentation and multiple tutorials any novice in the sphere of developing AR
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experiences should consult [24]. Moreover, while using the designer, one can create
an AR experience both for handheld devices and for headset devices, according to
the needs. The marker is also diverse, being possible to attach content to surfaces,
images, or faces.

Another advantage of the prototype is that free content and free tools were used
to develop it. The 3D content is entirely customized and based on free resources.
In addition, it is of good quality and extremely diverse. The designer can also be
used free of charge, although an account needs to be created to access the page.
Authentication with a Google account is also possible, therefore, the experience
should be extremely easy. The free usage of Zapworks Designer is limited to a 2-
week free trial, afterwards additional costs are implied. Nonetheless, the time of free
usage is enough to build a complete WebAR experience for a one-time usage in the
classroom.

The biggest benefit of the prototype is unquestionably the gamification of the
experience. The progression through the screens is sequential, thus they can be asso-
ciated to modules of a game. Moreover, the fact that the user can interact with the
3D content, by rotating it, making it bigger or smaller in order to analyze it, will
have a positive impact on the learning experience. In this way, the user will feel more
engaged, more motivated to continue since each screen will bring new content. It is
indeed a better approach than the traditional one, being based on the constructivism
pedagogy. The pupil is the one who discovers the content and progresses through the
lesson at their pace, whereas the teacher is there only to assist them. Therefore, this
prototype encourages a student-centered approach.

The prototype has some challenges that need to be mentioned. Firstly, the fact that
the author of the prototype needs to create the whole content might be challenging.
Even though the content can be fully customized according to the needs of the lesson,
finding the appropriate content at a good quality may be difficult. There are not many
free resources that offer 3D content so that it can be integrated into an augmented
reality application. The quality of the content is also important since it will have
a direct impact on the learning experience. Therefore, the majority of time will be
dedicated in finding the resources that are free and that offer high-quality content.

After finding the resources, it might be difficult to manipulate the content.
Although minimal digital skills are implied and tutorials are at one’s disposal, one
needs to take into account that the application needs to be responsive. In this way,
every student, regardless of the device they are using, will experiment the same
learning act. So, the biggest challenge will be to combine the content and to fit it in
the screen in order to create an easy-to-use application.

One last challenge that applies to theRomanian undergraduate education system is
the need for personal devices (both for students and teachers). Currently, the majority
of teachers and students from the public sector are not provided with devices (such
as mobile phones, tablets, or laptops) that they can use within the learning act. So,
the teachers need to have their personal device to create the application, whereas
students need to have a personal device to use in class. This approach implies costs
on a personal side and some teachers or students might not afford to have such
experiences.
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17.5 Conclusions

Augmented reality unquestionably brings valuable experience in the education act,
both for the higher education and for the undergraduate system. Through this tech-
nology, the student is able to directly interact with the content, that is emerged in the
real environment. In this way, connections are building more easily, more efficiently
due to the combination of multiple senses.

This paper firstly offers an insight into the terminology of augmented reality.
It presents the taxonomy Milgram et al. [4] developed and explains the differences
betweenmixed, virtual, and augmented reality. Then, it offers a summarization of the
experience of the Romanian education systemwithAR systems. It was proven that, at
the moment of writing this article, there is no legislative attempt to include AR in the
teaching act even if studies have shown that the community, the actors (teachers and
students) see this movement as a beneficial one [12]. Moreover, multiple prototypes
of AR applications and their impact on the learning act were researched in different
fields. Nonetheless, the focus was on sciences.

Secondly, the focus of this paper shifted to presenting a topology of augmented
reality applications. Two criteria were taken into consideration: the emphasis of the
application and the presence of a physical trigger in order to start the application.
Therefore, applications can be divided as being focused on roles, tasks, or locations
[15],with the possibility of overlapping [16]. The applications can also be categorized
as marker-based or markerless-based.

The next section of the paper focused on presenting a prototype of a marker-based
AR application that can be used as an adjuvant of a French lesson for primary school
children. It is a gamification-based experience where the pupil acquires vocabulary
related to rooms and items from a house while interacting with 3D content. The
application was developed using only free resources.

This paper confirms that teachers with minimal digital skills can develop on their
own AR experiences that can be brought in class. In this way, children can benefit
from all the advantages of an augmented reality ecosystem. Nonetheless, there is no
directive at the moment to regulate a permanent introduction of such technologies in
the educational act. This paper contributes to the literature by presenting a prototype
in a humanistic field. This approach has not been undertaken so far in the Romanian
community of researching, the focus being primarily to the scientific fields.
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Chapter 18
Empowering Sustainability: Upcycling
Smartphones as the Future of IoT
and Edge Computing in Emerging
Economies

Ulrich Norbisrath , Perseverance Munga Ngoy,
Renato Perotto Machado , Huber Flores , and Mohan Liyanage

Abstract Facing the accelerating issue of electronic waste (e-waste), with a record
62 million tons generated globally in 2022 and less than a quarter documented
as formally collected and recycled, there is a pressing need for innovative solu-
tions to mitigate their environmental and health repercussions. The rate at which
e-waste is growing is five times faster than the rate of documented recycling, high-
lighting a widening gap in e-waste management. This burgeoning challenge not
only poses severe environmental and human health risks but also signifies a loss
of valuable natural resources, estimated at US 61 billion in 2022 due to inadequate
recycling efforts. Moreover, the disparity in technological access continues to widen
in emerging economies, often further hindered by the scarcity and elevated costs of
modern hardware. This discrepancy exacerbates barriers to sustainable development,
underscoring the urgent need for equitable and innovative technological solutions to
bridge this gap. This paper introduces an innovative solution to these intertwined
challenges: the repurposing of discarded smartphones. For the implementations as
edge gateways for IoT applications, feasible on nearly all Android smartphones
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released later than 2014. By harnessing old Android phones that are readily avail-
able and perceived as not having apparent value, we propose a sustainable solution
that not only addresses the issue of e-waste but also democratizes access to advanced
technological resources.

18.1 Introduction

Electronic waste (aka e-waste) is the term used to describe discarded electrical or
electronic devices that have become obsolete or broken. The ongoing challenge of
how best to dispose of used and unwanted electronics is a long-standing issue and
dates back to the 1970s1. However, a lot has changed since then, particularly the
number of discarded electronics today. E-waste contains toxic substances, such as
lead, mercury, and cadmium, that can leach into the soil and water or release harmful
emissions when burned [1]. It also represents a waste of valuable resources, such as
metals, plastics, and rare earth elements, that could be reused or recycled. According
to the World Health Organization, in 2019, an estimated 53.6 million tons of e-waste
were produced globally, but only 17.4% was documented as formally collected and
recycled2. Recently, themagnitude of this challenge has just intensified, as evidenced
by the latest Global E-waste Monitor 2024 report,3 which revealed that in 2022, a
staggering 62 million tons of waste were generated globally. This volume is growing
five times faster than the rate of documented e-waste recycling, highlighting a critical
and widening gap in e-waste management efforts. Furthermore, only 22.3% of the e-
waste generated in 2022 was documented as formally collected and recycled, leaving
a vast amount of recoverable natural resources worth USD 91 billion, from which
only USD 28 billion are recovered. The rest exacerbates pollution risks worldwide.
With annual e-waste generation projected to reach 82 million tons by 2030, the
challenge of e-waste management is becoming more acute, emphasizing the need
for urgent action to enhance collection and recycling rates globally.

One of the primary sources of e-waste is the rapid growth of mobile phones,
which are often replaced by newer models or discarded when damaged. Mobile
phones are ubiquitous and have many features and functions that make them useful
for communication, entertainment, and education. However, mobile phones have
limited lifespan and durability and are challenging to repair or upgrade. As a result,
millions of mobile phones end up in landfills, are just improperly stored away at
home out of convenience, or are exported to developing countries, where they are
often processed in unsafe and unprofessional ways4.

1 https://www.ewaste1.com/what-is-E-waste/.
2 https://www.who.int/news/item/15-06-2021-soaring-E-waste-affects-the-health-ofmillions-of-
children-who-warns.
3 https://www.itu.int/en/ITU-D/Environment/Pages/Publications/The-Global-Ewaste-Monitor-
2024.aspx.
4 https://www.who.int/news-room/fact-sheets/detail/electronic-waste-(e-waste).

https://www.ewaste1.com/what-is-E-waste/
https://www.who.int/news/item/15-06-2021-soaring-E-waste-affects-the-health-ofmillions-of-children-who-warns
https://www.itu.int/en/ITU-D/Environment/Pages/Publications/The-Global-Ewaste-Monitor-2024.aspx
https://www.who.int/news-room/fact-sheets/detail/electronic-waste-(e-waste)
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Of course, one of the ways out of this dilemma would be mobile phone repair,
which is a growing industry that offers lots of benefits and opportunities but also
faces its challenges. Lots of practices limit the consumers’ choices and rights and
create barriers and risks for themobile phone repair industry. According to a study by
iFixit, a website that provides repair guides and tools, the average repairability score
of smartphones in 2020was just 4.6 out of 10,whichmeans thatmost smartphones are
hard to repair5. Good practice would be to design the phones in a way that facilitates
easy disassembly, and repair [2, 3].

However, not all phones need to be repaired. They could be just reused:
Reuse is an essential aspect of sustainability, as it extends the use of old mobile

phones by giving or selling them to others [4] or giving them a new function. It
can also happen when mobile phone manufacturers, retailers, and others resell or
donate the phones collected through various schemes. Reuse can improve resource
efficiency, reduce dependency on new materials, and provide access to affordable
phones for people who cannot buy new ones [5, 6]. However, reuse is rarely one of
many disposal methods adopted by users/consumers. Many store their old phones
after replacing them, mainly due to technological obsolescence. It hinders the reuse
potential as the value and functionality of the phones decrease over time, and their
lithium-ion batteries might even degenerate to serious levels and become a potential
fire hazard.

The main value proposal of this paper is to reuse an old phone as an edge gateway.
An edge gateway serves as a point where data from various IoT devices converge,
enabling preliminary data processing closer to the source, thus reducing latency
and bandwidth usage as well as allowing disconnected operation if the internet is
not constantly available. By repurposing old mobile phones as edge gateways, we
leverage their processing power, connectivity options, and portability, transforming
them into cost-effective, eco-friendly nodes within IoT networks. This approach
extends the lifecycle of mobile devices, mitigating e-waste, and democratizes access
to IoT technology, especially in emerging economies where cost and accessibility
are major barriers. We will outline technical requirements, potential applications,
and challenges to implementation. This research contributes to the burgeoning field
of circular economy practices in information technology, offering insights into how
societies can transition toward more sustainable consumption patterns of electronic
devices.

Furthermore, this paper leverages the IoTempower teaching framework [7] and
its comprehensive toolset that significantly simplifies the integration, compilation,
and deployment of ESP-based devices as edge components within IoT ecosystems.
IoTempower seamlessly installs essential tools such as Mosquitto, Node-RED, and
PlatformIO, providing pre-configuration for a wide range of ESP devices alongside
extensive sensor and actor support. This facilitates a streamlineddevelopment process
for IoT applications, from conceptualization to deployment, making it an invaluable
asset for educational and practical purposes in the realm of IoT. IoTempower’s frame-
work services and gateways can be deployed on a multitude of devices, including

5 https://www.ifixit.com/repairability/smartphone-scores.

https://www.ifixit.com/repairability/smartphone-scores
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PCs, single-board computers like the Raspberry Pi, and smartphones, which makes
it versatile to repurpose obsolete hardware.

The IoTempower framework not only demonstrates the practical feasibility of
utilizing upcycled smartphones as edge gateways but also enhances the hands-on
learning experience in IoT education. Through fostering collaboration and experi-
mentation, IoTempower embodies a novel approach to IoT education, promoting a
deeper understanding of IoT technologies and their potential applications. This is
detailed further in our initial study on the framework, which presents a case study
on leveraging devices as “things” for hands-on collaboration within IoT educational
settings [8].

A common choice for a home IoT edge gateway is a modern Raspberry Pi which
was around USD 1000 at the beginning of 2020 in Brazil due to chip shortage caused
by the 2019 pandemic. Currently, a modern Raspberry Pi costs around USD 200
on Mercado Livre in Brazil and USD 100 in the Western world. A simple Android
phone costs at the time of writing around USD 80, a sturdy used laptop that can be
used as a server costs around USD 100 in the Western world and USD 200 in Brazil
on Mercado Livre. In Nigeria, the price of a Raspberry Pi is approximately USD
2006. Similarly, in South Africa, the cost for a modern, well-specced Raspberry Pi is
about USD 100*. These prices indicate that while there is a difference in cost due to
regional economic factors, the increase is not excessively disproportional7. Initially,
that would not hint at upcycling or reuse as being as important from an economic
perspective. However, assuming that old phones are just aging and stored away and
could be given a second life and that this boosts economic opportunity needs to be
factored into our proposal. The potential of using basically free resources for this
and avoiding waste at the same time should make it even more interesting—also for
startups in Western communities.

At a university showcase, we garnered interest from an Ethiopian organization
in developing a cost-effective power measurement device based on our setup. This
system aims to allow electricity providers to accurately bill small apartment units,
leveraging a smartphone as an edge gateway paired with a 16-channel ESP32-based
energy monitor. This project exemplifies how upcycling smartphones can address
specific economic and infrastructural challenges in emerging economies, providing
affordable and scalable technology solutions.

18.2 Related Work

In this Section, we review the literature on mobile phone recycling and related work
that provides insights into the challenges and opportunities in e-waste management,
the integration of IoT devices in waste management, policy analysis for e-waste, and

6 https://yaoota.com/en-ng/product/raspberry-raspberry-pi-4-2gb-ram-price-fromjumia-nigeria.
7 It is important to note that these prices are subject to change and may vary based on the specific
model and market fluctuations.

https://yaoota.com/en-ng/product/raspberry-raspberry-pi-4-2gb-ram-price-fromjumia-nigeria
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sustainable strategies for mobile phone lifecycle management. Most of the previous
studies on the disposal of obsolete mobile phones have focused more on recycling
than on reuse. Reuse was often a minor aspect or not considered at all. Reuse is a
key element of the circular economy, and it can contribute to the environmental and
economic sustainability of mobile phone consumption.

Repurposing old phones and laptops as servers is a sustainable and cost-effective
approach to utilizing technology that might otherwise be discarded. Smartphones,
with their compact size and efficient power usage, can be transformed into servers
for various tasks, such as web hosting or local network ad-blocking [9]. Similarly,
old laptops can serve as private servers, especially when equipped with lightweight
Linux distributions that are resource-efficient and user-friendly [10]. Researchers at
Princeton University have demonstrated the feasibility of constructing servers from
old smartphones, highlighting the economic and environmental benefits of this prac-
tice [11]. These repurposed devices can provide data, storage, or computing power,
functioning as the backbone for personal projects or small-scale server needs [12].
Alfaras Altes (2019) discusses sustainable alternatives for repurposing discarded
smartphones, focusingon the environmental and economic viability of suchpractices.
This work underscores the importance of considering the environmental and social
impacts of upcycling processes, which is central to our study’s objective of extending
the lifecycle of smartphones in a sustainable manner [13]. Wanderley and Bonacin
(2019) focus on the design of mobile and IoT solutions for sustainable smart cities,
with an emphasis on electronic waste disposal. The discussed hackathon outcomes
enhance smart city ecosystems, promoting design thinking to allow technological
advancement to go hand in hand with sustainability efforts, mixing mobile phones,
IoT, and e-waste management [14]. Integrating smartphones as IoT edge devices in
emerging economies offers compelling economic opportunities, bridging the digital
divide and fostering technological advancement. The widespread accessibility and
utilization of upcycled smartphones for various services such as mobile banking,
health, and education can significantly contribute to societal empowerment and
economic development [15]. This approach is not only sustainable but also promotes
job creation in the refurbishment sector, reduces dependence on imported materials,
and mitigates CO2 emissions by extending the lifecycle of mobile devices, aligning
with the principles of a circular economy [16]. Furthermore, the role of smartphones
in transforming livelihoods and creating new business models in resource-deficient
environments showcases the transformative potential of mobile technology in devel-
oping countries [17]. Entrepreneurs in Ghana, for instance, are using smartphones
to foster business growth despite barriers, demonstrating the devices’ capacity to
reshape economic opportunities through enhanced connectivity and innovation.

Such endeavors highlight the untapped potential of upcycled smartphones in
emerging economies, underscoring the need for collaborative efforts in technology
innovation, policy formulation, and entrepreneurship to harness this potential fully.
This exploration into upcycling for IoT applications reveals a path toward not only
environmental sustainability but also economic empowerment and technological
inclusivity in regions that stand to benefit the most.
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18.3 Solution Design

We explore three methods for deploying edge services on Android smartphones,
evaluating them based on their complexity, potential pitfalls, and rewards. Addition-
ally, we have also worked with alternative hardware solutions like Raspberry Pi and
old laptops, but we focus here on old phones.

(Choice 1) Installing a Linux distribution, such as PostmarketOS, on an Android
device offers a direct approach to repurpose it for edge computing. However, this
method is often cumbersome and tends to be viable mainly for older phone models.
The performance of these devices might be limited, potentially restricting their use
to less demanding applications or cloudlets. This requires a high level of skill set
difficulty. Potential issues are the compatibility with newer phone models and perfor-
mance limitations. The Reward is moderate, considering the environmental benefit
and the potential for easily being able to install a wide variety of edge computing
tasks.

(Choice 2)Aftermarket Android Versionwith chroot (e.g., LineageOS) combined
with a chroot environment provides a balance between maintaining an Android user
interface and accessing Linux capabilities. This method’s feasibility varies by phone
model and involves a complex setup process. This requires a high level of skill
set difficulty. Potential issues are device compatibility, complex setup, and system
stability. TheReward is medium to high, offering a versatile environment with access
to Android and Linux functionalities.

(Choice 3) Combining Termux and IoTempower represents the most accessible
option, requiring only a factory reset of the device. IoTempower enhances Termux
by streamlining the installation of essential IoT tools like Mosquitto, Node-RED,
and PlatformIO, alongside a comprehensive set of libraries for device integration
and development. This requires a low level of skill set difficulty. Potential issues
are the autostart capabilities and battery management without root access; however,
external battery regulation can be achieved with IoT setups using relay switches and
Node-RED. The Reward is very high, due to the ease of setup and the broad range
of supported devices and applications.

The IoTempower installation, as shown in the next section, facilitates a seamless
setup, installing necessary components andproviding a localweb-basedorchestration
environment. Therefore, we are going to elaborate here on Choice 3.

18.4 Implementation

For the implementation any Android phone from 2014 onwards should work here.
Connect the phone to the internet, install F-Droid8, and from there Termux and
Termux:Boot. Upgrade packages, acquire termux-wake-lock and storage access, and
install openssh, git, curl, and termux-api. Perform an SSH key exchange to enable

8 https://fdroid.org.

https://fdroid.org
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Fig. 18.1 Node-RED flow for temperature and charging setup

secure connections without password prompts and start the ssh daemon. Activate the
phone’s hotspot feature and establish an SSH connection to it. Install IoTempower
and its IoT edge services with its one-line installer as described here9. To ensure
seamless operation following device reboots, make sure to autostart termux-wake-
lock, sshd, and IoTempowers servicesmqtt starter, andweb starter, basically enabling
Mosquitto, Node-RED, and access to IoTempower’s PlatformIO compilation envi-
ronment. Ensure to turn off battery and energy optimizations to keep the services
running. Consider enabling a reverse proxy for public internet access and installing
a local database like influxdb.

If the battery is still functional (not swollen and holds at least an hour’s charge),
it can be managed effectively through Node-RED using an exec node and calling
termux-battery-status, which returns JSON formatted battery status with health,
percentage, plugged, status, and temperature. Figure 18.1 shows our Node-RED
flow for temperature monitoring and charging management. To prolong the lifespan
of a battery that is still in acceptable condition, it is advisable to maintain its charge
level at around 50% to prevent fully charging or discharging that both harm the
condition of the battery.

If the battery is swollen or not working anymore, try to remove the Lithium part of
the phone’s battery and bypass it with wall-power. Start by determining the precise
voltage (typically between 3.7 V and 4.2 V) and current required by consulting
the phone’s specifications or its original battery’s label. Next, use specialized tools
like a spudger to open the phone and access the battery connector on the mother-
board, noting the orientation and pin configuration. Disconnect the battery, prepare
your power supply and step-up-down converter, ensuring the correct output voltage,
and add a fuse safety. Solder the power supply’s wires to the corresponding termi-
nals of the battery connector, possibly omitting the third pin used for temperature

9 https://github.com/iotempire/iotempower/blob/master/doc/installation.rst.

https://github.com/iotempire/iotempower/blob/master/doc/installation.rst
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monitoring or communication unless essential for your setup. Finally, secure all
connections to prevent short circuits. Modifying a phone’s power system to serve as
an IoT edge gateway presents a complex challenge, posing several technical hurdles
and requiring specialized skills. Ensuring stable voltage regulation, managing the
device’s peak current draw, protecting the circuit from overcurrent and short circuits,
and overcoming space constraints within the phone’s form factor require a lot of
attention to detail. Moreover, the process demands precision soldering, circuit anal-
ysis, proficient use of a multimeter, and mechanical dexterity to disassemble and
reassemble the components safely. Given these risks, we would, in general, advise
against this approach.

We use IoTempower to configure actors and sensors, facilitating a stream-
lined integration of those. For our demonstration case, we connect a DS18x20
(Dallas) temperature sensor and a WS2811 12 V LED strip to an ESP32-based
M5StickC and an ESP8266-based Wemos D1 Mini, respectively. The program-
ming for each component is straightforward and can done with the one-line per
device strategy of IoTempower: (node 1) dallas(temp);, (node 2) rgb strip bus(strip,
10, F GRB,NeoEsp8266Uart1800KbpsMethod, D4);, and (node 3) output(relais1,
RELAIS1).off(); input(button1, BUTTON1); This way, we can monitor and control
the actors, sensors, and even the smart phone’s battery health.

Caveat: There are still a few problems with compiling microcontroller code with
PlatformIOdirectly onTermux following the IoTempower installation on32bit phone
architecture. Despite PlatformIO’s reliance on vendor toolchains that are incompat-
ible with Termux’s Bionic libc, a workaround involving glibc-based Python and
glibc-runner has been partially successful. Efforts by the IoTempower community
are anticipated to resolve these issues in the very near future. Of course, we can
also use IoTempower on any other Linux-like platform, like native Linux distribu-
tions, WSL, or MacOS, and compile the firmware there. The integration and edge
functionality work well now with the described method above.

As seen in Fig. 18.2, we installed the setup in our in-class “demo-box,” which we
use to teach students how to build their own IoT access control system. Therefore, it
shows not only the Sonoff relay switch in the lower left corner, the phone as a gateway
in the center (also active as a Node-RED dashboard10), the external temperature
sensor to the left of the gateway, and the led-strip on the top, but also RFID card
reader, solenoid lock, and small notification screen for simulating a full access control
system.

10 Old phones and tablets can serve as excellent wall-mounted dashboards for status display or
control interfaces, further extending the utility of repurposed devices. The described battery hacks
might still apply.
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Fig. 18.2 The phone-based IoT edge gateway in our “demo-box”

18.5 Evaluation, Discussion, and Future Work

Throughout our experiments, we encountered various challenges and insights: (1)
Maintaining the electronic components and battery of a smartphone in a functioning
state presented considerable difficulties. (2) Using PostmarketOS or chroot environ-
ments in aftermarket phone firmware is rewarding but requires significant system
skills. (3) The implementation of Termux combined with the IoTempower frame-
work stood out for its simplicity, making the upcycling process accessible even to
those with limited technical expertise.

The goal of this project extends beyond cost savings; it encompasses e-waste
reduction and fostering community engagement. The power company use case has
garnered interest from both students and organizations, highlighting the practical
applications of our approach. Experiences in Brazil demonstrated the potential for
enabling artists and citizen science projects. One author prototyped an edge gateway
on a phone in Brasilia for Carnival 2019, creating a mobile gateway for a distributed
costume. This setup showed that IoT edge gateways using Node-RED and a control
dashboard work well on Android smartphones. Testing showed that Node-RED and
Mosquitto operate effectively on smartphones, with a hotspot supporting up to 10
WiFi clients. While initially perceived as gimmicky for industrial applications, the
real value of this project lies in its impact on local communities and its potential to
inspire collective action. Our initiative aims to prevent e-waste, stimulate educational
opportunities, and support startups in emerging economies, with promising interest
from stakeholders in the energy sector. Moreover, this approach holds significant
promise for reducing e-waste in developed countries. We advocate for the donation
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of unused phones to local hackerspaces and maker labs, encouraging the adoption
of such programs to extend the life of electronic devices.

Looking forward, we aim to (1) resolve compatibility in the offered libc environ-
ment, (2) broaden device testing to a more diverse array of smartphone models, (3)
conduct internationalworkshops to disseminate knowledge and foster global commu-
nity involvement in smartphone upcycling, (4) integrate this initiativewith local hack-
erspace programs to facilitate smartphone upcycle subgroups, and (5) partner with
industry in the Western world to pilot and evaluate upcycling solutions, exploring
their potential in e-waste reduction and sustainable development.

Our study highlights the crucial role that emerging economies can play in
advancing sustainable technological solutions. By demonstrating the feasibility and
benefits of repurposing discarded smartphones, we call for a paradigm shift in the
global perspective on e-waste, envisioning a future where e-waste is seen as a trea-
sure trove of opportunity for sustainability, inclusivity, and innovation in the digital
era.
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Chapter 19
Quantum Computing and Cybersecurity:
Threat or Opportunity?

Alexandru Butoi

Abstract Quantum computing perspective is that it will revolutionize the way we
implement and execute highly intensive processing algorithms or large space solu-
tion search heuristics. So algorithms of polynomial or exponential complexity will
deliver their results in matters of hours, rather than days and the implications for
classic and de-facto security algorithms are disruptive. We explore some possibili-
ties for leveraging quantum computing power to secure data stored and exchanged in
non-quantum environments while there is enough evidence in the existing literature
that quantum algorithms may have the potential to level up the security level of a
hybrid computational ecosystem consisting of a few quantum nodes and several non-
quantum nodes. We explore a possible way of how we can use quantum algorithms
to secure data stored in non-quantum environments in front of quantum threats.

19.1 Introduction

Quantum computing development and market availability of quantum computers
would be by far a breakthrough in computer science and industry. Quantum
computing perspective is that it will revolutionize the waywe implement and execute
highly intensive processing algorithms or large space solution search heuristics.
So algorithms of polynomial or exponential complexity will deliver their results in
matters of hours, rather than days and the implications for classic and de-facto secu-
rity algorithms are disruptive. For example, in May 2019 MIT Technology Review
released an article on “how a quantum computer could break 2048-bit RSA encryp-
tion in 8 h” citing an arXiv article [1]. Shor’s Algorithm could be used to effi-
ciently factor these encryption keys when deployed on a powerful enough quantum
computer [1].

The current paper explores this field of quantum computing and several possibil-
ities for leveraging quantum computing power to secure data stored and transported
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in non-quantum environments. We provide a relevant literature review related to
quantum security and post-quantum security, cryptography approaches, keymanage-
ment, and quantum security risk assessment; we also explore the standardization
efforts of NIST and Cloud Security Alliance to quantum computing security.

We explore how Fault Trees can be applied in quantum computing security risk
modeling and how quantum computing creates the opportunity to overcome themain
disadvantage of using large and complex fault trees on classical computation infras-
tructure due to the state space explosion. In the same section, we shortly envision
a quantum fortress model, a conceptual model for architecting the security of non-
quantum clusters or computational systems to protect them from quantum threats.
The last section explores how quantum homomorphic encryption algorithms can
enable new ways of post-quantum, quantum-reliable data encryption, and secure key
management protocols.

19.2 Literature Review

At a very fundamental and simplified level, a security algorithm is designed to be hard
to reverse engineer via brute force attack techniques. For example, a cryptographic
algorithm uses advanced mathematical techniques that are very hard to reverse engi-
neer and take too much time to decode via a trial-and-error brute-force strategy using
classical computers. Quantum computers are more powerful than the classic ones
and trial-and-error strategies are not so expensive and time-consuming as Shor’s
algorithm proved in 1994 [2, 3]. The implications of quantum computing technolo-
gies advancement for the non-quantum cybersecurity algorithms are tremendous and
disruptive in this sense. The classic encryption algorithms will not become depre-
cated overnight, but as we build more powerful quantum computers that can compute
a higher number of qubits, the more deprecated actual encryption mechanisms may
become. In this sense, there is a solid track on GitHub for open-source projects on
Post-Quantum cryptography consisting of several repositories and libraries that aim
to secure cryptographic algorithms against potential future quantum computers, most
of them being experimental projects at the moment [4]. Also, according to American
Scientist [5], current quantum computers are still error-prone and able to compute a
limited number of qubits but we can see from [1], that knowledge advancement in
quantum algorithms may significantly improve the performance of these heuristics
requiring significant fewer qubits and resources to run. For example in [1], a combi-
nation of different techniques and algorithms showed that a quantum computer can
decode a 2048-bit RSA integer using 20 million qubits compared to ten years ago
in 2015 when scientists showed that we would need billions of qubits to do the
calculation reliably [3].

The post-quantum cryptography is also a project supported by NIST that aims
to standardize security and encryption algorithms that are efficient against quantum
attacks. As part of this project, they announced in July 2022, the first four Quantum
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Resistant algorithms for Public Key Encryption and Key-establishment, as well as
for Digital Signature Algorithms [6].

Cloud Security Alliance is conducting 3 research projects on the quantum security
track related to theTransitioning ofBlockchains toQuantum-Safe,QuantumSecurity
Controls, as well as Quantum and AI [7]. In the Blockchain to Quantum-Safe track,
authors state that Grover’s algorithm is a threat to hash functions, while for the
cryptographic functions, the biggest threat is represented by Shor’s algorithm (pg.
17, 18).

Ye et al. [8] present a hybrid protocol (SQKD) for key distribution between
quantum users and classical users. The security level can be the same as the full
quantum protocol. We can speculate that the quantum presence in a hybrid computa-
tional ecosystem can increase the level of the system’s security and the postulate that
the security level of the system can be reduced to the weakest node may not apply
here in specific setups. The quantum nodes seem to be enforcing the overall security
level of the protocol despite that the non-quantum nodes are limited in performance.
A similar approach is presented in [9], where a Quantum Key Distribution Protocol
is used for sharing keys between parties to better secure confidential data.

In terms of risk and securitymodeling in the quantumcomputingworld [10], tackle
privacy protection for users having nothing or limited quantum capabilities and being
threatened by users with more performant quantum capabilities. Quantum entangle-
ment and uncertainty principle are used to ensure third-party security measurement.
Also [11], tackles the problem of data privacy protection by transforming classic data
representation into unique, unclonable quantum states, and due to the probabilistic
nature of the states data is secured by design. A securitymechanism aims tominimize
the probability of a security breach happening, and quantum computing probabilistic
states can be leveraged in this direction of modeling security risks and probabilities
through quantum states. In [12], authors are leveraging information theory to encrypt
large text content with a small encryption key that has at least the same entropy as
the entire content measured entropy and in quantum computing, key multiplication
to the exact size of the content proves to be faster than applying the same technique
in non-quantum computers.

19.3 Models of Hybrid Quantum-Non-quantum Security

19.3.1 The Fault Tree Quantum Model

Fault trees are a theoretical and practical instrument used in safety and reliability
engineering to map different events of fault in a complex system together with their
associated probabilities. Using a set of logical gates we can compute the probabilities
of complex sequences of events to happen that can affect the reliability or availability
of a system. If we model the security risk of a complex computational system as
a probability of a set of security-related events so the system’s security is fully
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Fig. 19.1 Basic fault tree representation and gates [13]

compromised, we could employ fault tree models as a mathematical tool to measure
the system’s security risk.

Given the probabilistic approach of the eventmapping and event sequence compu-
tation, fault tree models might be a suitable instrument for developing quantum and
post-quantum security algorithms deployable on both quantum and non-quantum
terminals (Figs. 19.1 and 19.2).

Fig. 19.2 Example of a fault tree for securely distributing segments of data into a finite volume set
of virtualized storage in the cloud [16]—a relatively simple problem produces a 5-level depth tree
that can grow exponentially
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These basic structures can take the form of a complex tree that is computed
from bottom to top using formulas of independent or dependent events probability
calculation.

A major downside of using these fault trees on non-quantum terminals is that for
complex systems they become a representation of a large space of possible events and
the space explosion problemappears, increasing the computation costs exponentially.
Roth et al. [14] argue that for complex systems, the space of states grows rapidly
as the complexity of the system grows, while Li et al. [15] argue that a large-scale
fault tree processing problem can be an NP-hard problem that is not feasible to
be deployed on non-quantum nodes but can be effective to deploy and execute on
quantum terminals.

Silva et al. [17, 18] propose a method to deploy quantum fault trees into quantum
computers by mapping every fault node (that represents a probability) to a qubit and
using different quantum gates it computes the minimal cut set (the probability of root
node—the total failure probability). The limitation of this approach would be that
the large explosion of state space would mean a higher number of qubits, the number
of states/fault nodes equals the number of qubits necessary to run the model on a
quantum computer. Employing a single qubit to handle multiple probabilistic states
would optimize the approach. Also, another downside of the current work is that a
large and complex number of quantum gates are needed to implement the fault tree.

In conclusion, using fault trees to resolve post-quantum security problems could
be a feasible approach due to the NP-hard nature of the space explosion problem that
is difficult to compute on non-quantum computers. So if we model a space/set of
possible threats and vulnerabilities with their probabilities of apparition in a classical
or quantum complex system and then map them into a quantum fault tree we could
obtain promising results for total and partial security risk calculation.

19.3.2 Quantum Fortress Model

In the following section, we propose a conceptual model for architecting the secu-
rity of non-quantum clusters or classic computational systems to protect them from
quantum threats. We call this model the Quantum Fortress Model in which one or
more quantum computers have the single responsibility of running quantum algo-
rithms that aim to protect the non-quantum nodes from threats both non-quantum and
quantum-originated. For reliability reasons, we employ three quantum computers to
protect a large cluster or network of non-quantum devices.

Figure 19.3 depicts a hybrid topology in which quantum computers are securing
non-quantum devices in a reliable and redundant setup. The functions of the quantum
nodes would be to: run firewall filtering quantum algorithms, load balancing between
the three nodes, consensus mechanisms, security, and data risk assessment in an open
and connected to the Internet ecosystem; for example, Fault tree security models
could be deployed on these quantum nodes for in-time security risk assessments.
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Fig. 19.3 Quantum fortress model—quantum computer establishing intranet virtual limits

Post-quantum encryption, post-quantum identity algorithms, and encryption key
management could be deployed on quantum nodes for better security against the
quantum and non-quantum-originated threats in the outer and inner ecosystems.

The setup should be redundant, all 3 quantum nodes should be redundant nodes
that would have the ability to run in parallel all algorithms that other quantum nodes
deploy. The sole objective would be to maximize the qubit utilization and minimize
errors. Specific protocols are required to ensure communication with the outer and
inner non-quantum devices and networks.

19.3.3 Homomorphic Encryption and Key Management

Tan et al. [19] present a quantum private-key homomorphic encryption protocol with
a broad class of computation. Homomorphic encryption allows data processing to
be performed without knowing the encryption key or decrypting the data. In 2009
Gentry proposed a fully homomorphic encryption algorithm using lattices [20], that
opened the road to secure homomorphic encryption of data, the processor having
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zero knowledge of the data. In [19], encrypts data in such a way that encryption
affects only spatial modes of the qubit particles and leaves intact the internal states.

This sort of encryption could provide a way of quantum encrypting non-quantum
encrypted data. Before sending the data to the destination through the open internet,
the quantum fortress nodeswould encrypt the datawithout affecting its integrity; then
the datawould be decrypted by the quantum fortress destination node and then passed
to the non-quantum destination node to be decrypted and consumed or processed in
a classical algorithmic manner. The same technique could be applied to securely
delivering keys over the Internet in a post-quantum secure manner.

Classic RSA public keys could be encrypted with quantum homomorphic encryp-
tion before sharing them with other actors to protect them from malicious quantum
de-factorization using Shor’s algorithm. To tackle this, we would need a conversion
algorithm that knows how to represent byte-encoded data into qubits and vice-versa.
If we consider a public key as a succession of bytes from 0 to 255, there are ways
to encode the byte representation of the key into qubits: as exemplified in [21] we
transform every byte in the byte-key representation in its binary representation and
set the state of the i-th qubit as the value of i-th bit. A more advanced model to repre-
sent integers in quantum states by combining sub-partitions and quantum integers is
presented in [22].

Figure 19.4 depicts the process of quantum homomorphic encryption of a public
key before sending it over to a public network.

When the destination is inside a quantum fortress the homomorphic encrypted
key (Quantum Public Key—QPK) can be validated without decrypting it and if it is
valid can be decrypted and it can be converted back to its byte representation to be
processed by a non-quantum destination device.

When the destination is a non-quantum computer that has no access to a quantum
computer to decrypt it, the source quantum computer can add an extra step and

Fig. 19.4 Homomorphic public key encryptions
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transform the encrypted quantum key into an equivalent byte representation of the
QPK. Then it has to factor a private-key from the new QPK byte representation
and provide it to the source device. In this scenario, the byte representation of the
QPK will be the public key in the communication between the source device and the
destination.

19.4 Conclusion

The current paper aims to identify some state-of-the-art aspects of the debate around
the advancements of quantum computing putting at risk of deprecation the current
security algorithms and encryption schemes. It is also focused on existing actions
to enable post-quantum encryption schemes that would be reliable enough in front
of quantum computing threats. On these premises, we presented some opportunities
and a conceptual framework for tackling the post-quantum security problem, not
only from the angle of data encryption but also from the perspective of security
risk assessment and modeling using quantum fault trees. We advocate for a hybrid
approachwhere quantum security algorithmswould engage in securing data andRSA
keys from and for non-quantum devices, actively protecting them from quantum and
non-quantum security threats.

Further development of the current paper would be the experimental implemen-
tation of the Quantum Fortress Model using quantum algorithms on simulated and
non-simulated quantum infrastructure, aiming to explore the optimization of qubits
usage in quantum fault trees.
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Chapter 20
New Real-Time Encryption Mechanism
for Financial Transactions

Ionuț-Eduard Matei , Costin-Radu Boldea , and Bogdan-Boldea

Abstract There is a need for high security of information in financial transactions.
This security is assured using various encryption algorithms such as RSA, DES,
AES, and, in last time, with hybrid encryption algorithms. The problem arises when
financial transactions take place in the banking sector involving large amount of data,
involving the need for very fast, even real-time, and strong secured encryption, trans-
mission and decryption algorithms. In this paper we proposed a new cryptography
system for sensitive financial (bank or stock exchange) data that uses a combina-
tion of logistic map and sigmoid function for generating a secret key and a version
of ElGamal cryptosystem based on elliptic curves for the transfer of the secret key
online. This approach assures higher efficiencies in term of fast and strongly secured
performance.

20.1 Introduction

An efficient encryption mechanism for financial transactions in present time needs to
use strong symmetric key encryption algorithms, such asAES (Advanced Encryption
Standard [1, 2]) or TDES (Triple Data Encryption System [3]) to ensure the confi-
dentiality and integrity of the data being transmitted. The encryption mechanism
should also incorporate key management techniques to securely generate, distribute,
and store encryption keys.
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Furthermore, the encryption mechanism should be optimized for performance to
minimize overhead and latency in encrypting and decrypting the data during transac-
tions. This can be achieved by using hardware-accelerated encryption processors or
implementing efficient encryption algorithms that are well-suited for fast processing.

In addition, the encryptionmechanism should also support secure communication
protocols such as TLS (Transport Layer Security [4]) to establish secure connections
between clients and servers, as well as ensure data authenticity and protection against
man-in-the-middle attacks.

Overall, an efficient encryptionmechanism for financial transactions should prior-
itize security, performance, and scalability to ensure the safe and swift transmission
of sensitive financial information.

Currently, the most used cryptography system for encrypted communication of
sensitive financial data are the asymmetric key encryptionmodels based on public and
private key, as the RSA [5] or ECC (Elliptic Curve Cryptography, [6]). Protecting the
public key becomes crucial in a public key cryptography system because anybody
can use it, leaving information that could be exploited by an attacker. In order to
provide more secure communication, related researchers have proposed new tech-
niques for protecting public keys and signature keys, arriving to hybrid key encryp-
tion algorithms that use first a symmetric key encryption of data and, after, a secured
transmission of the key using asymmetric key (public/private) methods (see [7] for
a survey).

These days, a lot of strong secured encryption is done using chaos-based cryptog-
raphy [8, 9]. It is thought that chaos is a safeway to introduce randomness into consis-
tent data. Sensitivity to the initial condition, replication, ergodicity, non-periodicity,
and pseudo-randomness are all features of chaotic systems. Furthermore, it is possible
to quickly and reliably produce chaotic sequences [10] useful for strong and efficient
encryption algorithms.

Although very random and secure keys are provided by chaotic maps, the use
of secret keys is equally essential for a strong cryptosystem. The cryptosystem’s
resilience is guaranteed by the unpredictability of its output data and its defense
against cryptographic intrusions. Numerous encryption algorithms with longer
execution times and poor security exist [11, 12].

In this work we propose a new chaotic hybrid cryptography system, based on
combination of logistic map and sigmoid function for random secret key generator
for encryption of Brut financial data, and the ElGamal cryptosystem based on elliptic
curves for the transfer of the secret key between the users in the network.

The rest of the paper is organized as follows: Sect. 20.2 introduces some funda-
mental concepts; Sect. 20.3 shows the encryption structure proposed by us, with the
description of the new encryption logistic-sigmoid algorithm; Sect. 20.4 presents
the comparative experimental analysis between our method and some other classical
encryption algorithm from the point of view of vulnerabilities and speed; and last
Section concludes with a statement.
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20.2 Preliminaries

20.2.1 Key Exchange Across the Network Using Elliptic
Curves

Lets p ≥ 3 a prime number. An elliptic curve E defined over Fp represents a set of
points of the form (x, y) ∈ E(Fp), which satisfy the following equation

Ea, b : y2 = x3 + ax + b(mod p) (20.1)

The set of points on the elliptic curve E, are defined as follows

Ea,b
(
Fp

) = {(x, y) ∈ F
2
p|y2 = x3 + ax + b(mod p)} ∪ {O} (20.2)

whereO represents the neutral element of the elliptic curve, called the point at infinity.
Elliptic curves are used in cryptography, for asymmetric encryption systems when
|E(Fp)| = h · q, where q is a very large prime number and 1 ≤ h ≤ 4 (Table 20.1).

ElGamal scheme based on elliptic curves, shown in the table above is used to
send encrypted information over the network. To improve the encryption speed and
thus the transfer speed of financial data, we will use the ElGamal encryption scheme
based on elliptic curves to transfer the secret key for the proposed encryption system
based on chaos theory. Elliptic curve based asymmetric encryption systems provides
increased security and are based on the Elliptic Curve Discrete Logarithm Problem
(ECDLP) [13].

Moreover, the keys used in the encryption process are much smaller than in the
case of asymmetric cryptosystems such as RSA [14]. To transfer the secret key m
used for encryption-decryption process, it is necessary to encode the binary message
m as a point on the elliptic curve. For the process of encoding or compressing data
in the form of points on an elliptic curve, we will use Koblitz’s algorithm, which we
will describe below.

Table 20.1 Encryption/decryption using EC ElGamal scheme [13]

Public parameters E an elliptic curve defined over Fq, with G a base point

Bob private key s ∈ [1, |E(Fq)| − 1]
Bob public key PB = sG

Alice want to send to bob a message which is a point of E, Pm

Encryption Alice chooses an integer k and send to Bob the pair (kG,Pm + kPB)

Decryption Bob compute Pm + kPB − skG = Pm
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Koblitz’s Algorithm [13]

Koblitz’s algorithm is a probabilistic algorithm,whose success rate depends on the
value chosen for k. For a very small error probability for encoding binary messages,
it is required that k ≥ 30. The above algorithm computes x̃ = m · k + s, for all
s = 1...k, and checks whether f (x) is quadratic residue modulo p. If f (x) is a
quadratic residue, it is computed y ≡ √

f (x)(modp) and return the point Pm(x, y)
corresponding to the binary message m. If the correct value for

√
f (x) is not deter-

mined, the algorithm increments the value of s and continues the process until it finds
y ≡ √

f (x)(modp). If s ≥ k, the algorithm failed to encode the binary message as a
point on the elliptic curve, and we will choose a higher value for k. After changing
the value of k, the algorithm will restart the while loop for s = 1. The decoding of
the binary message m, taking into consideration the point Pm(x, y) representing the
binary message encoded as a point on the elliptic curve, is performed by calculating
[15], [16] m ≡ x−1

k (mod p).

20.2.2 Logistic-Sigmoid Composed Map

In this section, we propose a combination of the logistic map and the sigmoid func-
tion, to obtain a pseudo-random sequence generator, used for the secret key derivation
process, corresponding to the presented stream cipher. We define logistic map [17]
for λ ∈ (3,4) and for initial parameter x0 ∈ (0,1), as follow

xn+1 = λxn(1 − xn) (20.3)

It can be seen that xn ∈ (0,1), for every n ≥ 0. Further, we define the sigmoid
function [18] s : R → (0,1), such that

s(x) = 1

1 + e−x
, for x ∈ R (20.4)
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Thus, we will consider the compound Logistic-Sigmoid function, denoted by G,
defined as follows

G(s) = λs(1 − s),where (20.5)

s(x) = 1

1 + e−x
∈ (0, 1) (20.6)

First, to be able to analyze the chaotic effect of this combination of functions, we
will calculate the bounds for x = ±∞, so we have

lim
x→−∞G(s(x)) = limx→−∞

λe−x

(1 + e−x)2
= 0 (20.7)

lim
x→∞G(s(x)) = limx→∞

λe−x

(1 + e−x)2
= 1 (20.8)

To prove that the orbit (sn)n≥0 is defined in (0,1), we assume that s = limn→∞sn
exists, with s < ∞ and we have

sn+1 = λsn(1 − sn) (20.9)

s = λs(1 − s) (20.10)

s = λ − 1

λ
(20.11)

Knowing that λ ∈ (3,4), one can see that s ∈ (0,1), therefore (sn)n≥0 is defined
in (0,1), for s0 = s(x), where x is the initial parameter of the system. To analyze the
chaotic effect that the function G presents, we will first compute the fixed points of
the equation

G(s) = s (20.12)

λs(1 − s) = s (20.13)

−λs2 + (λ − 1)s = 0,with solutions (20.14)

s1 = 0 and s2 = λ − 1

λ
(20.15)

To check the stability of points s1, respectively s2, we use the derivative of the
function G, given as follows
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G′(s) = λ(1 − 2s) (20.16)

Since λ > 3, it follows that G′(s1) = λ > 1, which means that the point s1 is
unstable. For the second point s2, we calculate G′(s2) = λ

(
1 − 2 · λ−1

λ

) = λ − 2λ +
2 = 2 − λ > 1. The fixed points of the function G, for λ ∈ (3,4), are unstable,
therefore the composite map is chaotic, with infinite period. To be able to determine
that the composite function G is chaotic, in the software implementation, we use the
Lyapunov exponent λL, computed with a very good accuracy, as follow

λL = limn→∞
1

n

∑n

i=1
ln

∣∣G′(si)
∣∣ (20.17)

= lnλ + limn→∞
1

n

∑n

i=1
ln|1 − 2si| (20.18)

20.3 Proposed Encryption Scheme

In this section, we present a formalism for the transfer of secret keys used for
encrypting financial transactions, using elliptic curves. Additionally, we present a
new chaos based encryption scheme and describe how it can be implemented.

20.3.1 Secure Key Exchange Across the Network

Asymmetric encryption systems are generally slower in terms of execution time
compared to symmetric ciphers. For network communication, symmetric ciphers
cannot be used because there is no means to protect the keys used in the encryption-
decryption process. Therefore, the use of a hybrid encryption scheme necessary.
Thus, for network communication, public key encryption systems, especially those
based on elliptic curves, can be used to transfer the secret keys, necessary to the
information encryption (Fig. 20.1).

Fig. 20.1 Secure key
exchange over the network
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Lets p ≥ 3 an odd prime and an elliptic curveE defined overFp. For the parameters
a, b ∈ Fp, the equation of the elliptic curve E is given as

Ea,b : y2 = x3 + ax + b(mod p) (20.19)

In the above figure, the client generates dA ∈ [1, |E(Fp)| − 1] and calculates the
public key PA = dAG. Similar to the client, the server generates dB ∈ [1, |E(Fp)|−1]
and obtains the public key PB = dBG, where G is the generator point on the elliptic
curve E. Both entities shares their public keys. To send a generated secret key m,
the client will encode the message m as a point Pm(xm, ym) on the elliptic curve,
using the algorithm 2. For a very low probability of error, we will set the value of
the parameter k = 64, required for encoding the binary messagem using the Koblitz
algorithm. On the client side, a pseudo-random integer k is generated in the range
[1, |E(Fp)| − 1], and then kG is computed, where G represents the generator point
on the elliptic curve E.

Using theElGamal encryption schemepresented inSect 2.1, the client encrypts the
pointPm and obtainsPm+kPB, then sends the pair (kG,Pm+kPB) to the server. After
receiving the encrypted message from the client given by the pair (kG,Pm + kPB),
the server calculates Cm = Pm + kPB − dB(kG) = Pm + kPB − k(dBG) = Pm and
obtains the message encoded as a point on the elliptic curve. For increased security,
the server stores the cipher binary message m encoded as a point Cm on the elliptic
curve. To obtain the binary message m, the calculation is done as m ≡ xM −1

k (modp).
If the client requests the server for the secret key used in the encryption scheme for the
encryption-decryption process, the server encodes the binarymessagem as a pointPm

on the elliptic curve. Then, the server thus generates an integer k ∈ [
1,

∣∣E(F)p
∣∣ − 1

]

and sends the pair (kG,Pm + kPA) to the client. As with the server, the client then
decrypts the received secret key m Pm = Cm − dA(kG) = Pm + kPA − k(dAG) and
then recover secret keym by decoding the point Pm. Considering that we use 256-bit
secret key for data encryption, we recommend for implementation, the use of an
elliptic curve defined over a prime field encoded on at least 384 bits.

For the software implementation of the secured transfer scheme for key exchange
over the network, we use the NIST P-384 [16] standardized elliptic curve.

20.3.2 Our Encryption Algorithm

In this section, we present the proposed algorithm for the encryption-decryption
process of financial data. Our encryption scheme is a chaotic stream cipher, which
uses a combination of the logistic map and the sigmoid function, necessary in the
subkey generation process. The use of this combination of non-linear functions
contributes to the generation of pseudo-random sequences, which have strong crypto-
graphic properties. In the figure below, the entire workflow of the encryption scheme
is presented (Fig. 20.2).
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Fig. 20.2 Proposed encryption scheme

In order to achieve the encryption and decryption of financial transactions, we
will group the software implementation in three main stages:

1. Secret key preprocessing
2. Key derivation mechanism
3. Encryption/Decryption.

20.3.2.1 Secret Key Preprocessing

In order to be able to use the secret key as the initial parameter x0, used for the
key derivation mechanism, an appropriate transformation is required. Let k be the
symmetric key used for the encryption-decryption process. If k is encoded on a
power-of-two number of bits of the form 2j, where j is an even integer, we obtain
the pair of integers (k1, k2) formed by binary segmentation of the key. Next, we
determine the parameter τ and compute x0 by using the sigmoid function [18], as
follows

τ =
⌊
k1
k2

⌋
(20.20)

x0 = 1

1 + e−τ
(20.21)

20.3.2.2 Key Derivation Mechanism

The proposedmechanism for the key derivation process uses the logisticmap, defined
as follows

xn+1 = rxn(1 − xn) (20.22)
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where the parameter r ∈ (3,4) and the initial value x0 ∈ (0,1), that was computed
previously.

To obtain a pseudo-random sequence that has strong cryptographic properties,
we set the value r = 3,915. Using the parameters r and x0 for the key derivation
mechanism, with the help of the logistic map, we determine subkeys of variable
length in bytes as follows

yi = ryi−1(1 − yi−1) (20.23)

SKi−1 = (
yi · 1018

)
(mod 256) (20.24)

for i = 1, ..., l, where y0 = x0 and SKl represents a subkey of length l bytes. Next,
we will present the algorithm used for both encryption and decryption, due to the
symmetry of the encryption scheme.

20.3.2.3 Encryption/Decryption

In the previous subsections, we described how the initial symmetric key is trans-
formed and presented the subkey derivation mechanism, used in the encryption-
decryption scheme.

The above algorithm uses the key derivation mechanism, presented in 3.2.2, to
construct symmetric sub-keys required in the encryption-decryption process. To
achieve increased computing speed, the algorithm generates iterative the byte blocks
of the key and then encrypts and decrypts the information using the XOR operation.

20.4 Experiments and Analysis

In this section, we present a comparison between our encryption scheme and some
existing methods used for financial transactions encryption. We implemented our
encryption scheme for financial transactions in C# programming language, using
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the.NET 8 framework. For implementation, we used an AMD Ryzen 5 3600 6-Core
computer (3.59 GHz) with 16 GB of RAM (Table 20.2).

For comparison, we used the block ciphers AES [2], BlowFish [15], Triple DES
[3] and the RSA public key encryption system [5]. For the comparison with existing
encryption algorithms, implemented in the.NET 8 Framework, we use the public
dataset, taken from the Bucharest Stock Exchange [19]. In the Table 20.2, the first
column describes the name of encryption scheme and in the second the length in bits
of the keys used in the encryption-decryption process.

To improve the accuracy of the tests performed, for each of the implemented
algorithms, we determine the calculation time, expressed in the total number of
seconds, and then calculate the speed expressed in MB/s as follows

Speed = M

T · 220 (20.25)

where M represents the encrypted binary message and T is the real number, that
express the total number of seconds corresponding to the test.

On the last column, we used Shannon’s function to evaluate the entropy of the
ciphertexts. Due to the fact that the presented method presents an entropy value
close to the upper bound, on the interval (0,8), it demonstrates resistance against
chosen-plaintext attack. For a given ciphertext, denoted C of length l, we calculate
the entropy using Shannon’s function, as follows

H (C) =
∑l

i=0
Ci · log2(Ci) (20.26)

In the case of theAES block cipher, no major vulnerabilities have yet been found,
same as is the case with the 3DES and BlowFish ciphers. However, cryptanalytic
studies of the AES cipher can lead to the development of differential cryptanalysis
methods that can compromise encrypted data. The Triple DES (3DES) block cipher
provides lower security than the symmetric AES algorithm and our algorithm, due
to the maximum secret key size, that is bounded at 192 bits.

Although entropy is not best metric to measure the security level of an encryption
system, in the case of the proposed algorithm, the use of the ElGamal cryptosystem
based on elliptic curves for the transfer of the secret key in the network considerably
increases the security level of the proposed stream cipher. Also, the very large period

Table 20.2 Evaluation of existing encryption schemes

Method Key size Encryption speed (MB/s) Entropy

AES 256 72.05 3.87500000

RSA 15,360 2.15 7.99999786

BlowFish 256 4.974 7.99999534

3DES 192 5.82 7.99999520

Logistic-sigmoid 256 6.18 7.99999648
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of the pseudo-random sequence generator, that uses a combination of logistic map
and sigmoid function proves that our symmetric algorithm provides high security.

In the Table 20.2, it can be seen that our algorithm (Logistic-Sigmoid) outper-
forms both the RSA public key encryption system and the Triple DES (3DES)
symmetric cipher in terms of encryption speed. Therefore, our symmetric cipher
based on chaos theory can represents, an alternative encryption system that can be
used to encrypt financial transactions.

20.5 Conclusion and Future Work

In this paper, we proposed a new chaos-based encryption scheme that uses a combi-
nation of logistic map and sigmoid function. We also presented a formalism for the
transfer of secret keys, necessary for encrypting of financial transactions, using the
ElGamal cryptosystem based on elliptic curves. Compared to the AES block cipher,
our algorithm does not provides hardware acceleration, therefore the encryption
speed is lower.

Possible improvements to the encryption scheme can be made, including the
partial implementation in assembly language of the routines used for atomic oper-
ations on real numbers in double precision, or the use of SIMD instructions, for
parallel data encryption.
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Chapter 21
Enhanced Blockchain-Based e-Voting
System Using Zero-Knowledge Proofs

Marcela Lupu and Iulian Aciobăniţei

Abstract In the rapidly evolving digital landscape, electronic voting (e-voting) sys-
tems have the potential to offer improved accessibility and enhanced security. This
paper introduces a novel e-voting solution deployed on the Ethereum blockchain,
leveraging the strengths of zero-knowledge proofs (ZKPs). This approach ensures
voter anonymity, prevents double voting, and verifies voter eligibility. Our publicly
available implementation uses the zk-SNARK protocol, a form of ZKP, to securely
verify voter eligibility across both local and national elections. To contextualize our
contribution, we conducted a comparative analysis against comparable solutions.
This comparison focused on gas costs associated with blockchain operations and the
range of supported functionalities. Our system stands out by incorporating a “voting
sandbox” feature, which features the ability for a user to prove eligibility for the vote
session, through different criteria, while also maintaining anonymity.

21.1 Introduction

Traditional voting systems are still the preferred choice of communities around the
world because of the trust they have in the current system, which is considered
more secure in terms of voting integrity and anonymity of participants. This option
implies trust in the electoral authorities and operators. On the other hand, organizing
elections is costly and requires a lot of financial and human resources, as well as a
longer period of time to obtain the final results.

Over time, various solutions have been proposed to implement e-voting, using a
variety of cryptographic methods, such as homomorphic encryption that allows votes
to be countedwithout decrypting the data, blind signatures,which offer the possibility
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of authenticating voterswithout exposing the content of the vote, ormixnets, designed
to mask the source of a vote in order to eliminate any direct link between the voter’s
identity and their choice [1]. In order to facilitate the systematization of elections
and to increase voter turnout, there has been interest from governments in addressing
electronic voting systems. Standards and legislative frameworks on e-voting have
also been developed, such as CM/Rec(2017)5 which contains a set of best practices
developed to serve governments wishing to adopt such systems [2].

Estonia is the first country to introduce such a system, which is still in use today,
noting in recent years an increase in participants using the online platform. In order
not to abandon the traditional method, it has considered a mixed approach to elec-
tions, with voting being possible both online and physically at a polling station.
Moreover, users can change their choice made until the end of the online voting
session, even physically by showing up at the polling station, and the final results are
only transmitted after the election is concluded. The Estonian system allows users
to authenticate and cast votes based on government-issued electronic ID cards and
a digital signature. Some of the main features of the system include user eligibility,
data auditing using digital certificates, and the confidentiality and anonymization of
voters by removing the digital signature from the ballots before they reach the elec-
toral committee for counting [3]. An analysis was conducted on the system during
the 2013 elections, and critical issues were discovered in its architecture. One of
them is that the solution does not ensure end-to-end (E2E) verifiability [4].

Although it is a controversial topic, research in the field of electronic voting has
increased substantially, and attention has been directed toward another technology
that has gained prominence in recent years, namely blockchain. This is highlighted
by a recent study of 252 articles that shows significant interest in the development of
electronic voting systems using blockchain [5]. A critical analysis was performed on
online voting systems, arguing the security risks involved, aswell as the problems that
integrating blockchain brings. They also proposed possible solutions, amongwhich is
the use of a new innovative concept called zero-knowledge proof. Additionally, there
are nations that have conducted smaller experiments on their systems implemented
with blockchain, such as the United States, Russia, Japan, and Switzerland [6].

The applicability of zero-knowledge proof in various systems, both centralized
and decentralized, is still a topic under research and has not yet been integrated into
any system for national use. Many of the existing works on ZKP provide abstract
and theoretical analyses of the concepts but do not present details of implementation
or technical constraints on the practical use of tools that ensure the development
of applications based on ZKP. This paper aims to implement an electronic voting
application based on blockchain technology that explores and validates the feasibility
of ZKP concepts through the zk-SNARK protocol.



21 Enhanced Blockchain-Based e-Voting System … 239

21.2 State of the Art

Existing papers published over the years have described various approaches to imple-
menting an e-voting solution, based on classical cryptographic methods, blockchain,
and more recently, they have also incorporated zero-knowledge proof protocols.
Researchers have focused on decentralized solutions that ensure transparency and
integrity, which, on the other hand, do not guarantee the confidentiality of the voter or
the vote, as noted in works [5, 7, 8]. The integration of ZKP has contributed to solv-
ing problems introduced by blockchain and has been explored in various solutions
that will be described in the exemplification of the following works, highlighting
their applicability and relevance for electronic voting.

1. Open Vote Network [9] is one of the first electronic voting solutions built with
blockchain technology using smart contracts. It stands out for its ability to oper-
ate without relying on a trusted authority for calculating the final results or for
protecting the identity of the users. ZKP is used in the first stage to verify the
secret associated with each voter’s private key. In the second stage, it is used to
confirm the eligibility of the votes (checks if their value is zero or one).

2. ElectAnon is a solution that stands out by using the Semaphore1 protocol for
implementing ZKP. It ensures that a voter is eligible to vote and that they have
voted only once, without revealing any other information about their identity.
Furthermore, the author of the work proposed an additional level of security by
generating proofs constructed with the Merkle Forest extension [10].

3. S. Panja and B.K. Roy propose an electronic voting system implemented with
blockchain and zero-knowledge proofs to guarantee transparency, integrity, and
confidentiality of votes. ZKP is used to demonstrate the validity of votes with-
out revealing the identity of the candidates, thus ensuring the anonymity of the
electoral process [11].

4. EthVote proposes a solution based on the Ethereum blockchain and combines
Paillier homomorphic encryption to encrypt and count votes. The systemproposes
an algorithm for verifying the integrity of votes after their decryption, which,
however, the author did not implement due to the limitations of the Zokrates tool
regarding the language and libraries it offers [12].

5. Murtaza proposed another solution that stands out as it is built on the fundamental
idea of Zerocoin to achieve anonymous transactions by “burning” coins, ensuring
the anonymity of voters. This approach uses blockchain and ZKP to provide
transparency and integrity, as well as to allow the separation of votes from the
identity of election participants [13].

Other electronic voting systems have complemented blockchain and ZKP tech-
nologies with an additional homomorphic encryption mechanism, such as Hääl [14].
Thework [15] introduces amethod of identification that uses the zk-SNARKprotocol
to certify the identity of users without exposing personal data.

1 https://docs.semaphore.pse.dev/.

https://docs.semaphore.pse.dev/


240 M. Lupu and I. Aciobăniţei

Following the analysis of various specializedworks, it was concluded that they use
similar architectures and cryptographic schemes. Although blockchain technology is
still a debated topic, its features make it a good choice for addressing certain security
requirements. A large part of researchers have used zero-knowledge proof protocols
to provide confidentiality and anonymity for voters or votes, as well as to verify the
correctness of the votes. Additionally, some approaches have used homomorphic
encryption to ensure vote confidentiality.

The electronic voting platform proposed in this work is based on the same princi-
ples. The solution ensures security criteria by applying zk-SNARK and additionally
introduces a hybrid storage model to reduce transactional costs. Another relevant
feature of the system is its flexibility regarding voting sessions, which are dynamic
in nature. In this way, the platform allows for the conduct of electoral scrutinies at
both local and national levels.

21.3 Proposed Solution

The voting system was designed to meet the minimum security requirements neces-
sary for building an electronic voting platform, as follows:

1. The system shall allow user authentication, ensuring the uniqueness of each voter
in the system and their eligibility to participate in the voting process.

2. Access to a voting session shall be allowed only to users eligible to participate in
the voting session (within local elections).

3. The user shall be able to cast a vote within a voting session only once, without
disclosing their identity or any personal information.

4. The system shall allow users to check and validate their vote and that it has been
correctly recorded in the system.

5. The counting of votes shall be carried out without the need for intervention by a
third party or external entity, and the results will be displayed after the election
is completed.

6. The system ensures through its infrastructure that user votes are not modified or
corrupted.

7. The system shall allow users to obtain the necessary proofs to be able to vote.
These proofs will be issued by the electoral authority (which aims to generate
the proof necessary for registering to a voting session), as well as by users to
demonstrate their eligibility after registration.

8. The systemshall allow the creation of elections andpolls fromdifferent categories:
both local or within an electoral district, as well as national. The management of
electoral elections must be carried out by an administrator.

The foundation of our solution is the blockchain technology and the zk-SNARK
protocol, to which is added a web server developed using the ASP.NET framework
and a conventional SQL database for the persistent storage of voting contexts and
the metadata of electoral sessions.
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Fig. 21.1 System architecture

Figure21.1 presents the proposed architecture of the solution, highlighting the
key components and associated sub-components, as well as how they interact with
each other.

The platform is structured on individual components with unique responsibilities.
The core of the voting system are the smart contracts responsible for managing the
logic of the voting process such as adding candidates, casting the vote, and calculating
the results. The web server acts as an orchestrator for the rest of the components,
managing both the creation of evidence for ZKP and the interaction with the smart
contracts.

The blockchain environment is the infrastructure where the information needed
for voting will be stored. The template environment is a module of the application
that contains the scripts needed to generate the context of a voting session, generate
metadata for initiating contracts on Ethereum, and create ZKP proofs. In addition,
it also contains the rest of the elements needed to create the contexts for voting and
registration.

Each voting session is characterized by dedicated smart contracts, specific data,
and files or scripts used within the ZKP verification and proof creation mechanisms.
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Fig. 21.2 Contract compilation stage

The operation flow of the smart contracts used in relation to the context of a voting
session is divided into two stages: compilation and deployment.

The compilation stage is highlighted in Fig. 21.2. The C# client dynamically
creates the Zokrates program. This is used as input for the script responsible for
generating the smart contract for proof verification. The procedure concludes with
the compilation of the smart contracts, resulting in the creation of the Application
Binary Interface (ABI) and the associated bytecode. The second phase of the process
consists of the actual deployment of the smart contract. In this way, the contract will
be integrated into the Ganache testing environment and will set the foundation for
future interactions with the smart contract.

ZKP was used in two stages to ensure the confidentiality and anonymity of the
voter, as follows: in the registration stage, the ZKP proof was used to demonstrate
that the user is of legal age to vote, and also that they belong to the relevant electoral
district if applicable. In the second stage, ZKP is used as an additional layer of
security to demonstrate that the user is eligible to vote by verifying that they are on
the list of eligible users.

The implementation of blockchain technology was carried out using the Solidity
language for creating smart contracts, the Ganache simulator for testing, and Truffle
for compiling andmigrating contracts to the local blockchain network. For the imple-
mentation of zk-SNARK, Zokrates was used, a set of tools that allows the definition
of programs in a high-level language, simplifying the process of integrating ZKP
with the rest of the application. With its help, proofs were also generated and verified
to demonstrate the authenticity of users. Zokrates helps improve gas costs through
several key mechanisms such as proof compaction, reducing on-chain interactions,
and optimizing the logic of smart contracts. Integration with .NET for Ethereum was
achieved with the help of the Nethereum library, which was used for managing and
interacting with smart contracts.
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21.3.1 Methods Description

The main methods of the proposed framework can be observed in Table21.2, where
we also present a comparative analysis with two other solutions, in regard to gas
consumption. For a better understanding, we describe the two main operations of
each method proposed.

Register. Voters are registered for voting. This method involves the following
operations:

– Verification of the proof presented by a voter to register for a new voting session
(verification involves validating if the user is of legal voting age and if the election
is for a specific county, to check if the user belongs to the corresponding county).
The registration proof is assumed to be received from a trusted electoral authority.

– Mark the attribute designed to guarantee the uniqueness of the proof and the
fact that a user has already registered by setting the usersRegistered[< user
RegistrationProof Sha >] dictionary.
Vote. Actually casting the vote. This method also can be divided into multiple

actions:

– Verify the candidate, which involves checking if it is a part of the candidates list.
– Verify if the candidate has already voted.
– Prevent double voting by marking usersV oted[< userVotingProof Sha >]
dictionary.

– Verify the ZKP proof. As an observation, this tends to be the most costly operation
in the entire framework.

21.4 Results

Following the analysis of various systems in the specialized literature, it was
noted that the minimum requirements a voting system considers are confidential-
ity, anonymity, transparency, and immutability, as well as the verifiability of the vote
or voter. The electronic voting platform proposed in this work is founded on the same
principles, ensuring these security criteria through the application of blockchain and
ZKP. Table21.2 provides a comparison between the solution proposed in this work
and two other relevant studies in the field of interest, focusing on the requirements
that a voting system shall meet, with an emphasis on security aspects.

Based on the results presented by these papers, a comparison was made between
them and the work of this paper in terms of gas consumed for a number of 10 candi-
dates and 40 voters. The costs for solution [9] were obtained from Table21.1 within
the paper, and for solution [10] were obtained from Table 4. To obtain the gas con-
sumption for the current work, the Ganache tool was used. We used the values for
the executed transactions (the Gas Used value from Ganache). Each smart contract
method call represents a transaction in Ganache.
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Table 21.1 Representative solutions comparison—functionalities

Implemented functionalities [9] [10] Proposed solution

Unicity ✗ ✓ ✓

Eligibility ✓ ✓ ✓

Verifiability ✓ ✓ ✓

Correctness ✓ ✓ ✓

Anonymity ✗ ✓ ✓

Vote confidentiality ✓ ✓ ✓

Immutability ✓ ✓ ✓

Multiple roles ✗ ✓ ✓

Multiple regions ✗ ✗ ✓

Platform Ethereum Ethereum Ethereum

Compared to the two studies, our solution is distinguished by a much lower
gas consumption than that proposed by McCorry [9], but it is not as efficient as
ElectAnon [10]. The registration and voting phases themselves represent the trans-
actions with the highest costs, but which can be optimized by more careful use of the
instructions used in Solidity. It is important to emphasize that all system testing was
carried out in a local development environment, using Ganache, and was conducted
using a single account.

It is important to understand the reason for the higher cost of the Vote method, in
comparison to [10]. The most time and gas-consuming operation of the Vote method
is actually the verification of the ZKP proof generated with Zokraes, which is done
on-chain. On the other hand [10] uses a Merkel tree to define the list of eligible users
and for checking the proof they use the Semaphore protocol. In short, we check
on-chain the eligibility of the voter and this drives a higher cost (Table 21.2).

Following the analysis of transaction costs, it was concluded that the hybrid
approach of outsourcing as much of the metadata of an election session as possible

Table 21.2 Representative solutions comparison—gas consumption

Method [9] [10] Proposed solution

Deploy 6.215.811 3.430.754 4.751.148

Add voters 2.153.461 113.963 –

Add candidates – 286.040 50.224

State change – 71.877 23.960

Propose – 42.681 –

Register 763.118 – 268.988

Commit 70.112 312.856 –

Vote 2.490.412 105.140 341.070

Tally 746.485 48.937 –

Total 145.381.870 20.812.181 29.727.558
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outside of the blockchain helped reduce costs compared to if the entire system had
been built on the blockchain. On the other hand, the total cost is still relatively high
for the system to be used for large-scale elections.

From a security point of view, the ZKP implementation ensures the anonymity of
the user, without revealing information that could associate the vote with the user’s
identity.

21.4.1 Discussion

Current section dives into a discussion regarding storing data on-chain and off-
chain. Using everything on-chain clearly has the advantage of decentralization, hence
leveraging the main blockchain security features. On the other hand, storing data
off-chain brings the advantage of obtaining a feasible solution in regard to cost and
processing time.

Storing data offline adds complexity to the system and can potentially introduce
vulnerabilities, requiring extra measures for data protection. For instance, ensur-
ing the secure transmission of data to the blockchain is essential. This involves
implementing encryption protocols and using secure channels to protect sensitive
information during transfer.

Moreover, because off-chain data is an additional part of the system, another
challenge is to keep the blockchain with the relational database data synchronized.
Otherwise, this can result in inconsistencies within the system. Another interest-
ing topic is the file hierarchy generated based on templates. This might constitute
a potential vulnerability. Although hash mechanisms or signatures can be used to
ensure their integrity after generation, this can introduce implementation challenges
or issues.

21.5 Conclusions

In this paper, we propose a new e-voting system based on the Ethereum blockchain
and zero-knowledge proofs (ZKPs). We implemented the main requirements that
each e-voting system shall fulfill. The paper details the implementation aspects,
and the entire solution is accessible on Github.2 Our comparative analysis further
emphasizes the efficiency and robustness of our implementation, particularly in terms
of operational gas costs and the breadth of functionalities it supports. A distinctive
feature of our system is the “voting sandbox,” enabling tailored voting sessions for
individual counties or nationwide.

Based on ourmeasurements, we conclude that, despite its benefits, the current cost
structuremakes national-level implementation prohibitively expensive, necessitating

2 https://github.com/marcilupu/BlockchainVotingApp/tree/feature/Extend-ZKP.
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further optimizations. Moreover, our findings indicate that leveraging ZKPs not only
enhances privacy but also significantly reduces blockchain storage requirements,
leading to lower operational costs.
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Chapter 22
The Environmental Kuznets Curve
for Deforestation in Romania:
An ARDL-Based Evaluation

Irina Georgescu , Ionuț Nica , and Nora Chiriță

Abstract Regional economic development and innovation play a crucial role in
sustaining sustainable economic growth and promoting social inclusion. Our study
examines the long-run and short-run relationship between forest area growth (FAG) as
the dependent variable and its determinants: Gross Domestic Product (GDP), energy
consumption (EUSE), and urbanization (URB). The data used covers the period
1990–2021 and is extracted from the World Bank database, with the methodology
applied being AutoRegressive Distributed Lag (ARDL). The results of the long-
run estimations indicate a positive and significant influence of GDP on FAG, while
urbanization and energy consumption have negative and significant effects. Addi-
tionally, using Python programming language, we constructed the Environmental
Kuznets Curve for deforestation in Romania, which is highlighted by the inverted
U-shaped relationship between GDP and FAG. Our findings suggest that urbaniza-
tion can contribute to the expansion of FAG through urban planning practices that
incorporate green spaces and forests in urban areas. Moreover, energy consump-
tion can have a negative effect on FAG, being associated with industrial and energy
production activities that generate pollution and deforestation.

22.1 Introduction

Deforestation stands out as one of the most pressing issues of the contemporary
world, with profound consequences on the environment and society as a whole. In
an effort to understand and address this issue, our study focuses on evaluating the
relationship between deforestation and economic and social factors in the context
of Romania. Over the past decades, Romania has witnessed significant economic
and social transformation, and understanding the impact of this transformation on its
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forests is essential for the development of sustainable environmental conservation
policies and practices.

By employing a robust economic methodology and comprehensive data spanning
from 1990 to 2021, our study aims to analyze how economic variables such as
GDP, energy consumption, and urbanization influence the forest area in Romania.
The results of this analysis can provide a solid foundation for the development of
strategies and policies aimed at sustainable management of forest resources and
biodiversity conservation.

Therefore, the primary objective of this study is to make a significant contribution
to understanding the dynamics of deforestation in the specific economic and social
context of Romania, offering relevant perspectives and recommendations for forest
conservation practices and the country’s sustainable development.

Additionally, this study will explore the concept of the Kuznets Curve in
the context of deforestation in Romania. Although initially proposed to examine
economic inequality, the Kuznets Curve offers an intriguing perspective on the rela-
tionship between economic growth and environmental impact. By applying this
concept to the context of deforestation, we aim to investigate whether there is a
critical stage in Romania’s economic evolution where economic growth may begin
to mitigate the negative effects of deforestation.

TheEnvironmental Kuznets Curve (EKC) is a conceptual framework that explores
the relationship between environmental degradation and economic development,
graphically expressed as a U-inverted curve [5]. It suggests that, initially, as a
country’s economic growth advances, environmental degradation worsens. Once
a specific income threshold is surpassed, EKC implies that environmental quality
begins to improve due to heightened affluence, advancements in technology, and
changes in consumption patterns. The EKC hypothesis is named after the economist
Simon Kuznets [9] who initially proposed a similar idea regarding income inequality
and economic development. The EKC for deforestation is called forest transition
hypothesis (FTH) Mather [11] and Grainger [12].

FTH suggests a distinctive pattern in which a region initially experiences a decline
in forest area as it undergoes economic development and urbanization. After reaching
a certain level of economic development, the region attains an increase in forest cover.
FTH highlights the dynamic relation between economic development and forest
cover. In the long term, when a society progresses, it can experience a transition
from net deforestation to net reforestation [13].

Our study is divided into several sections. Section 22.2 provides a review of the
state of knowledge in the analyzed field, followed by Sect. 22.3 where we present the
methodological framework we will apply to analyze the proposed main objective.
Section 22.4 is dedicated to presenting the data we will model, as well as the ARDL
framework. Section 22.5 is dedicated to presenting the obtained results, and the final
section, Sect. 22.6, presents the conclusions of our research, the limitations of the
study, and future research directions.
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22.2 Literature Review

Multiple studies discuss the Environmental Kuznets Curve (EKC) for Romania.
Simionescu [31] explores GHG emissions in CEE countries, including Romania,
revealing an inverted N-shaped relationship between GDP and GHG emissions and
a U-shaped Renewable Energy Kuznets Curve (RKC). Shabhaz et al. [10] confirm
the EKC in Romania from 1980 to 2010 using the ARDL bounds test. Jubenot
[34] finds initial stages of the Kuznets curve in Romanian agriculture. Simuţ and
Perţicaş [35] show the EKC did not hold in Romania pre-1990. The paper by [32]
examines the EKC hypothesis for the 42 Romanian counties during 2000–2014 using
spatial panel econometric methods. The findings reveal an inverted EKC, suggesting
that an increase in residential built-up areas is associated with higher wealth levels.
Furthermore, the analysis indicates that the expansion of built-up land in Romania
primarilymirrors urbanization processes like sprawl or suburbanization, which could
lead to adverse environmental and social impacts.

Simionescu et al. [33] discover an N-shaped GHG-GDP relationship in CEE
countries. Nuroglu and Kunst [36] examine EKC in similar countries, noting a trade-
off between environmental health and social equity. Radulescu et al. [19] support
the Kuznets curve for deforestation in Romania. The studies by [26, 27] focus on
the integration of advanced digital twin technology within the framework of busi-
ness model-oriented energy communities. They delved into the holistic view of how
energy communities can be structured and managed effectively through innovative
businessmodels, while also exploring the role of digital twins in enabling better coor-
dination and efficiency.Theyhighlighted the potential ofmerging cutting-edge digital
tools with strategic business planning to enhance the sustainability and effectiveness
of energy communities avoiding deforestation.

22.3 Methodology

EKC has been modeled with both time series and panel data, under various forms.
There are several expressions of EKC such as linear, quadratic, cubic and quartic,
with orwithout logarithms. According toBrown andMcDonough [14], EKCpertains
to a long-term conceptual framework. For a comprehensive discussion of the EKC
equation one should refer to [8].

The cubic ECK equation has the form [16]:

yt = β0 + β1xt + β2x
2
t + β3x

3
t + β4zt + εt (22.1)

where t denotes the time, y denotes the environmental indicator, x denotes the income,
z represents other indicators having an impact on environmental degradation and ϵ
is the error. There are seven cases and the signs of the constants of Eq. (22.1).
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(i) β1 = β2 = β3 = 0, it follows that y does not depend on x;
(ii) β1 > 0 and β2 = β3 = 0, it follows that y and x are in a linear ormonotonically

increasing relation;
(iii) β1 < 0 and β2 = β3 = 0, it follows that y and x are in a monotonically

decreasing relation;
(iv) β1 > 0 , β2 < 0 and β3 = 0, , it follows that y and x are in an inverted

U-shaped relation (this is EKC);
(v) β1 < 0 , β2 > 0 and β3 = 0 , it follows that y and x are in a U-shaped relation;
(vi) β1 > 0 , β2 < 0 and β3 > 0 , it follows that y and x are in an N-shaped

relation;
(vii) β1 > 0 , β2 < 0 and β3 < 0 , it follows that y and x are in an inverted N-

shaped relation.

Efforts have been undertaken to calculate the EKC across various model specifi-
cations. Grossman and Krueger [5] conducted their estimation using a cubic model
in its level form. Harbaugh et al. [30] carried out their EKC estimation using both
logarithmic and level forms of a cubic specification. In this paper wewill focus on the
quadratic ECK equation and we will attempt to determine the shape of the EKC, in
case it exists. When examining the correlation between economic growth and forest
resources, several indicators are used: deforestation, forest area growth, forest stock
volume [18]. In our case the environmental indicator is the forest area growth. GDP
per capita is commonly used to gauge economic growth [17].

22.4 Data and ARDL Framework

This study examines the long-run and the short-run causality between FAG as a
dependent variable and its determinants: GDP, EUSE and URB. The data was
collected fromWorldBank for Romania for the period 1990–2021 and is summarized
in Table 22.1.

In this study, we utilize the ARDL methodology pioneered by [1], along with
[2]. This approach is widely acknowledged as the most appropriate econometric

Table 22.1 Variables and sources

Variable Acronym Measurement unit Source

Forest area FA % of land area World bank

GDP per capita GDP Constant 2015$USD World bank

Energy use EUSE Kg of oil equivalent per capita World bank

Urbanization URB % World bank
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technique for situations in which variables have a combination of 0 and 1 orders of
integration.

The formulation of the ECK for deforestation has the following form:

FAGt = a0 + a1GDPt + a2GDP
2
t + a3EUSEt + a4URBt + εt (22.2)

where εt represents the error term.
The ARDL regression is:

�FAGt = a0 +
n∑

k=1

a1�FAGt−k

+
p∑

k=1

a2�GDPt−k +
q∑

k=1

a3�GDP2t−k +
r∑

k=1

a4�EUSEt−k+

+
s∑

k=1

a5�URBt−k + λ1GDPt−1 + λ2GDP
2
t−1 + λ3EUSEt−1 + λ4URBt−1 + ε (22.3)

In Eq. (22.3) Δ is the first difference, and n, p, q, r and s are lag lengths.
The error correction model (ECM) in case there is cointegration is represented in

Eq. (22.4):

�FAGt = a0 +
n∑

k=1

a1�FAGt−k

+
p∑

k=1

a2�GDPt−k +
q∑

k=1

a3�GDP2
t−k +

r∑

k=1

a4�EUSEt−k+

+
s∑

k=1

a5�URBt−k + �ECMt−1 + εt (22.4)

Γ describes the short-run dynamics of ECM.
Following the assessment of both long-run and short-run estimations, the model’s

robustness is examined through the application of the Breusch-Godfrey serial corre-
lation LM model, ARCH heteroscedasticity test, and the normality test. According
to Brown’s (1975) methodology, the stability of the model is assessed through the
examination of CUSUM and CUSUMSQ plots.

22.5 Empirical Results and Discussion

The Augmented Dickey-Fuller (ADF) unit root test [4] is used to check the station-
arity of the data. From Table 22.2 one obtains that all variables are integrated of
order 1.
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Table 22.2 ADF unit root test

Variables Level First difference Order of integration

T-statistics T-statistics

FAG − 2.09 (0.248) − 4.04*** (0.004) I (1)

GDP 1.64 (0.999) − 4.24*** (0.002) I (1)

GDP2 2.27 (0.999) − 4.29*** (0.002) I (1)

EUSE − 2.00 (0.283) − 4.66*** (0.001) I (1)

URB − 0.24 (0.922) − 3.37** (0.020) I (1)

*, **, *** Indicate the significance of variables at 10%, 5%, and 1% levels, respectively

Table 22.3 details the lag structure for theARDLmodel, indicating that the optimal
number of lags to use is 3. LR is a sequential modified LR test statistic performed at a
5% significance level, FPE represents Final Prediction Error, AIC stands for Akaike
Information Criterion, SC denotes Schwarz Information Criterion, and HQ signifies
Hannan-Quinn Information Criterion.

Table 22.4 presents the results of the ARDL cointegration bounds test, where the
computed F-statistic is 7.28. This value surpasses the critical upper bounds for I (1)
at both the 5% and 10% significance levels. The chosen model for this analysis is
ARDL (2, 2, 3, 3).

Table 22.5 presents the estimated long-run coefficients, showing a significant
positive impact of GDP on Forest Area Growth (FAG). Specifically, a 1% increase
in GDP results in a 0.002% increase in FAG. This relationship can be attributed to
various interconnected factors. As GDP grows, there is heightened awareness and
concern for environmental conservation, leading to the implementation of policies

Table 22.3 VAR Lag order selection criteria

Lag LogL LR FPE AIC SC HQ

0 673.40 N/A 4.19 × 1020 61.67 61.92 61.73

1 − 548.10 182.24 4.93×1020 52.55 54.04 52.90

2 − 508.90 39.20* 2.07×1016 51.26* 53.99* 51.90*

* Indicates the lag order selected by the criterion

Table 22.4 ARDL
cointegration bounds test Test statistic Value K (number of regressors)

F-statistic 7.28 3

Critical value bound (n = 35)

Significance I (0) I (1)

10% 2.46 3.46

5% 2.94 4.08

1% 4.09 5.53
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Table 22.5 ARDL long-run
estimated coefficients Variables Coefficient t-statistics Prob.

GDP 0.002 2.53 0.027**

GDP2 − 2.46 ×10−7 − 2.54 0.027***

URB 1.69 3.71 0.003***

EUSE − 0.004 − 4.26 0.001***

C − 88.49 − 3.55 0.004***

and practices that support FAG. Economic growth allows for more investments in
environmental projects, technological advancements for sustainable logging, and
greater public awareness about forest conservation.

The study also identifies a negative impact ofGDP2onFAG, indicating an inverted
U-shaped relationship between GDP and FAG for Romania. Initially, GDP growth
increases FAG, but after reaching a certain threshold, this growth stagnates. This
finding aligns with [19], who observed a similar pattern using the VECM model for
Romania over 22 years.

Additionally, Table 22.5 reveals that a 1% increase in urbanization (URB) leads
to a 1.69% increase in FAG. Urbanization often results in rural-to-urban migration,
leaving agricultural lands to revert to natural vegetation and forests. As remarked
by [20, 21], modern urban planning practices emphasize the inclusion of green
spaces and forests within urban areas. Modern urban planning in Romania includes
creating urban forests and parks, contributing to FAG. Urban planning also promotes
environmental awareness and biodiversity through the development of green spaces
and wildlife corridors. Similar actions of urban planning, building urban ecolog-
ical networks and eco-logical corridors were mentioned in the study of [22] in case
of Zhuhai city, China and in the study of Wang et al. [7] for 30 Chinese provinces.
Conversely, a 1% increase in energy use (EUSE) results in a 0.004%decrease in FAG.
The negative impact of EUSE on FAG in Romania stems from historical reliance on
wood for energy and industrial practices that degrade forests. Energy production
from non-renewable sources contributes to pollution, soil degradation, and GHG
emissions, negatively affecting forest ecosystems. As energy demand grows, forest
lands may be repurposed, leading to biodiversity loss. Similar trends were noted by
[23] in rural Iranian communities, where increased fossil fuel consumption drove
deforestation. Next, we will determine the turning point of the EKC, according to
[28].

The ECM equation is

FAG = 0.0029GDP − 2.46e − 07GDP2 + 1.694URB − 0.004EUSE − 88.49
(22.5)

We compute the first derivative of Eq. (22.5) with respect to GDP and set it to 0.
Then we find the optimal point denoted GDP∗:

GDP∗ = 5894.31 (22.6)
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Fig. 22.1 EKG for Romania

At the initial values of GDP, the level of FAG rises, but as GDP progresses
beyond the optimal point of 5894.31, the level of FAG declines. Using the < <
matplotlib.pyplot > > and < < numpy > > libraries, the U-inverted EKG curve was
implemented in PyCharm using the Python programming language. The U-inverted
EKC had the graph according to Fig. 22.1.

Table 22.6 shows the short-run coefficients and the error correction term (ECT),
which is − 0.53 and statistically significant. This indicates that the system returns
to long-run equilibrium at a 53% adjustment rate after a shock. The small short-run
coefficients of the ARDL model suggest that changes in GDP, urbanization (URB),
and energy use (EUSE) haveminimal immediate effects on forest area growth (FAG).
This implies that FAG is relatively stable or resilient to short-term economic and
developmental changes. For policymakers, this indicates that efforts to influence
forest area growth through short-term measures may be ineffective, emphasizing the
need for long-term planning and sustainability. These findings suggest a possible
balance or decoupling between economic development and environmental impact in
the short term, as noted by [19], possibly due to effective environmental policies or
natural forest resilience.

Table 22.7 reports four diagnostic tests along with their null hypotheses. The
acceptance of all these null hypotheses indicates that the ARDL-ECM model is
robust.

The stability of the parameters is assessed by using the CUSUM and CUSUMSQ
tests as proposed by [3]. The two straight red dashed lines are drawn on the CUSUM
and CUSUMSQ plots in Fig. 22.2a and b representing critical bounds at 5% confi-
dence level. Since the CUSUM and CUSUMSQ lines stay within these bounds, the
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Table 22.6 Short-run ARDL approach

Variables Coefficient t-statistics Prob.

D (GDP) − 0.001 − 3.79 0.003***

D (GDP (− 1)) − 0.001 − 3.38 0.006***

D (EUSE) − 0.0004 − 1.64 0.127

D (EUSE (− 1)) 0.001 6.50 0.000***

D (GDP2) 9.31 × 10−8 3.55 0.004***

D (GDP2 (− 1)) 1.01 × 10−7 3.04 0.011**

CointEq (− 1) − 0.53 − 7.97 0.000***

R-squared 0.82

Adjusted R-squared 0.76

*, **, *** Indicate the significance of variables at 10%, 5%, and 1% levels, respectively

Table 22.7 Diagnostic tests

Diagnostic test H0 Decision statistics [p-value]

χ2

SERIAL
There is no serial correlation in the
residuals

Accept H0
1.99 [0.188]

χ2

ARCH
There is no autoregressive conditional
heteroscedasticity

Accept H0
0.39 [0.539]

χ2

JARQUE BERA
Normal distribution Accept H0

1.00 [0.604]

χ2

RAMSEY
Absence of model misspecification Accept H0

3.56 [0.118]

null hypothesis of coefficient stability is not rejected, indicating that the coefficients
of the ARDL model are stable over time.

22.6 Conclusions and Recommendations

Our study contributes to understanding the relationship between economic develop-
ment and forest area growth in Romania. We find evidence supporting the existence
of an inverted U-shaped Environmental Kuznets Curve (EKC) for deforestation.
This suggests that as GDP initially increases, forest area grows, indicating a positive
correlation between economic development and forest conservation efforts.However,
beyond a certain threshold, further economic growth leads to a decline in forest area.
This finding underscores the importance of balancing economic development with
environmental conservation efforts to ensure sustainable growth.
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Also, our analysis reveals several significant long-run effects of economic and
urban factors on forest area in Romania. Specifically, we find a positive and signif-
icant impact of GDP on forest area, indicating that higher GDP levels are associ-
ated with increased forest coverage. This suggests that economic growth can provide
resources for environmental conservation initiatives. Additionally, urbanization has a
positive effect on forest area, highlighting the role of urban planning in preserving and
expanding forested areas within urban environments. However, energy consumption
has a negative impact on forest area growth, indicating the importance of transitioning
towards sustainable energy sources to mitigate deforestation. Our short-run analysis
suggests that changes in GDP, urbanization, and energy consumption have minimal
immediate effects on forest area in Romania. This implies that forest ecosystems
exhibit a degree of resilience to short-term economic fluctuations and urban devel-
opment patterns. Therefore, policies aimed at promoting forest conservation and
expansion may require long-term planning and sustainability measures. Addition-
ally, our findings suggest a potential decoupling between economic development and
environmental impact in the short term, indicating the need for targeted policies to
ensure that economic growth is environmentally sustainable.

Our study may have some limitations. Firstly, the latest available data were from
2021; in future research directions on our topic, these data can be extendedwhen they
become available. Another limitation could be the generalization of results. Our case
study focuses on the local economy of Romania, and therefore, the results obtained
could be specific to the context and conditions of this country.

Based on our results, policymakers in Romania should prioritize sustainable
economic development strategies that promote forest conservation and expansion.
This includes investing in green technologies, promoting urban planning practices
that incorporate forested areaswithin urban environments, and implementing policies
to reduce reliance on fossil fuels and promote renewable energy sources. Further-
more, efforts to raise public awareness about the importance of forest conservation
and biodiversity should be enhanced to garner support for environmental initiatives.
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Chapter 23
Modeling Financial Contagion:
Exploring Interconnectedness
and Systemic Risk Through Agent-Based
Simulation

Ştefan Ionescu , George Tătaru, Gabriel Dumitrecu, Nicole Bianca Stanică,
and Liviu-Adrian Cotfas

Abstract Our study delves into the dynamics of financial contagion within the
network of 32 commercial banks in Romania through the application of agent-
based modeling using NetLogo. What distinguishes our study is the incorporation of
government intervention into the model when default occurs in the banking network
to assess its effects. Our simulations demonstrate that the level of interconnectivity
between banks plays a crucial role in determining the extent of systemic risk and the
spread of financial contagion within the banking network. Higher levels of intercon-
nectivity increase the risk of contagion, highlighting the importance of understanding
and monitoring interbank linkages. Additionally, our results underscore the signif-
icance of government intervention in mitigating the effects of financial contagion.
We observed that higher levels of government intervention lead to a reduction in the
number of banks entering default, indicating the effectiveness of policy measures
in stabilizing the banking system during crises. Banks that do not default, espe-
cially those without government intervention, demonstrate resilience to financial
stress. Their ability to maintain stability without external assistance emphasizes the
importance of sound risk management practices and capital buffers in safeguarding
against systemic shocks. The insights gained from our simulations have signifi-
cant implications for policymakers and regulators. Understanding the dynamics of
financial contagion and the factors influencing systemic risk can inform the develop-
ment of more robust regulatory frameworks and risk management strategies aimed
at enhancing the stability and resilience of the financial system.
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23.1 Introduction

In a world marked by the complexity and interconnectedness of financial systems,
understanding the phenomenon of contagion becomes a crucial priority for estab-
lishing andmaintaining global economic stability. In this era of technology and inno-
vation, agent-based modeling represents a powerful tool in elucidating the dynamics
and effects of financial contagion.

Contagion in financial markets refers to the transmission of shocks or distur-
bances from one financial institution, market, or asset class to others, leading to a
widespread disruption or amplification of the initial shock [1]. It can occur due to
various channels, such as interconnections between financial institutions, herding
behavior among investors, or common exposure to risk factors [2]. Understanding
andmanaging financial contagion is essential formaintaining the stability of financial
systems and preventing systemic crises.

Agent-based modeling in analyzing the effects of financial contagion represents a
promising approach in understanding the complex dynamics of interactions among
financial entities within a system. This method involves creating virtual agents that
represent various financial institutions or market entities and are capable of inter-
acting with each other based on defined rules and behaviors. Through simulations
conducted with these agents, researchers can explore how events or shocks in one
part of the financial market can propagate and affect the entire system, thereby high-
lighting the channels andmechanisms through which financial contagion can spread.
This approach provides a detailed perspective on complex interactions and can assist
in identifying vulnerabilities in the financial system and developing more effective
risk management strategies.

Our study explores the financial contagion effects encountered in a banking
network using agent-based modeling. The novelty of our study lies in introducing
government intervention as an influencing parameter in a network where systemic
default risk spreads to observe how this intervention influences the behavior of banks
in the network. The structure of this work is as follows: the next section presents some
significant studies from the literature, Sect. 23.3 outlines themethodological flow and
mathematical premises underlying the development of the agent-based model, while
Sect. 23.4 presents the results obtained from 1000 simulations for each formulated
scenario. Finally, Sect. 23.5 presents the research conclusions, potential limitations
of our study, and future research directions.

23.2 Literature Review

Financial contagion, a phenomenon characterized by the rapid spread of financial
distress from one market to others, has been a focal point of research in economics
and finance. Understanding the mechanisms and implications of financial contagion
is essential for safeguarding the stability of global financial systems.
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In recent years, there has been a growing body of literature dedicated to unraveling
the complexities of financial contagion, driven by the increasing interconnectedness
of global financial markets and the recurrence of systemic crises. Researchers have
employed various methodologies, including empirical analyses, theoretical models,
and simulation techniques, to explore the dynamics of contagion and its impact on
different sectors and regions.

Allen and Gale [3] describe financial contagion as a phenomenon that can affect
the entire economy, with this effect being modeled as an equilibrium-reaching
phenomenon in which banks determine a level of interregional claims to protect
themselves against liquidity preference shocks, and the degree of vulnerability to
contagion depending on the completeness of the structure of these claims.

Bae et al. [4] propose a new approach to evaluate the contagion effect in financial
markets. They analyze the correlation between extreme return shocks among coun-
tries within a region and across regions, considering these shocks as an extension of
the contagion phenomenon, along with its economic significance and determining
factors. They employ a multinomial logistic regression model to address these conta-
gion effects, concluding that the effect is stronger for extreme negative returns than
for extreme positive returns, with mixed evidence.

Camera et al. [2] explore the policy interventions during extreme shocks using a
random matching framework where the financial contagion process is explicit. The
authors concluded that ordinary policy alone cannot sufficiently prevent or mitigate
contagion, while adding a lockdown or individual closures can do so and improve
social welfare if the initial shock is severe but not widespread. In another study
conducted by Lai and McNelis [5], three methods for assessing the contagion effect
among ten Globally Significant International Banks are compared, based onmachine
learning and network analysis.

Nica et al. [6] conduct a bibliometric analysis providing a holistic perspective on
the concepts of financial contagion and the shadow banking sector. The authors
concluded that their paper offers a detailed insight into the progress, gaps, and
future directions in understanding the complex interplay between the shadowbanking
system and financial contagion.

Events occurring in the environment can impact economic systems, given the
cybernetic and complex adaptive nature of all systems. The COVID-19 pandemic
represented a shock both socially and economically. Akhtaruzzaman et al. [7]
analyzed the pandemic context from the perspective of financial contagion. Thus, the
authors examined how the contagion effect occurs during the COVID-19 pandemic
among financial and non-financial firms in China and the G7 countries (Canada,
France, Germany, Italy, Japan, the United Kingdom, and the United States of
America). The authors observed that listed firms in these countries experienced a
significant increase in correlations of their stock returns.

A recent study authored by Pallant et al. [8] extends the Schumpeter-correlated
Keynesian model to analyze the evolution of the interbank network in the money
market and implement a micro-prudential policy based on Network Valuation
(NEVA). The authors exploredmethods including agent-basedmodeling and showed
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that the economic system can benefit from financial stability without a trade-off
between this and macroeconomic performance.

One of the significant researches works underlying our study is the one conducted
by Gai and Kapadia [9]. In their study, the authors developed an analytical model of
contagion in financial networks with arbitrary structure, exploring how the proba-
bility and potential impact of contagion are influenced by aggregate and idiosyncratic
shocks, changes in network structure, and asset market liquidity.

Thus, we observe that studies and research in the field of financial contagion high-
light the importance of understanding this complex phenomenon for safeguarding
the stability of global financial systems. These research efforts explore the mech-
anisms and implications of financial contagion using various analytical methods
and modeling techniques, including empirical analyses, theoretical models, and
simulations.

23.3 Methodology

Since the advent of computers, progress in the natural sciences and engineering
has been enormous, computer simulations have allowed understanding of phys-
ical and astronomical interactions, description of chemical properties, and design
of safer and more energy-efficient vehicles [10]. The use of computers is ubiquitous
in daily activities, from offices and administration to financial transactions and our
communication.

To explore the interconnectedness and systemic risk underlying the modeling
of financial contagion effects, we will employ agent-based modeling (ABM) in
our study. This approach involves creating virtual entities (agents) representing
various financial institutions, banks, or market participants [11, 12]. These agents are
programmed to react to changes in the environment and the actions of other agents
in a realistic manner, based on defined rules and behaviors. By simulating inter-
actions among these agents, ABM can help identify the channels and mechanisms
through which financial contagion spreads and assess its impact on the entire finan-
cial system. Additionally, ABM can be used to evaluate the effectiveness of various
policies and systemic risk management strategies, thus providing valuable insights
for the formulation of policies and regulations in the financial domain [12–14].

Our studywill build upon the approach developed byGai andKapadia [15], where
they considered a financial network in which “n” financial intermediaries (such as
banks) are randomly linked together by their reciprocal claims. Essentially, each node
of the formed network will be represented by a bank, and the interbank exposures
of bank “j” define the connections to other banks. These connections are directed
and weighted, reflecting the fact that interbank exposures include assets as well as
liabilities, and that the size of these exposures is important for contagion analysis. As
defined by Gai and Kapadia [15], we will consider the same hypothesis, namely that
each bank has two main types of assets: interbank assets �IAi and illiquid external
assets �IEAi , such as mortgages. We will assume that each bank evenly distributes
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its interbank assets among all its incoming links and that this is independent of the
number of links it has. Even when banks efficiently share their risks, it is possible for
a crisis to spread widely throughout the entire financial network. We will consider
that interbank liabilities�ILi are endogenously determined since each interbank asset
represents a liability for another bank. Additionally, we will assume the presence of
another component of a bank’s liabilities, such as customer deposits � i, which will
also be given exogenously. Therefore, the condition for bank i to be solvent is:

(1 − ξ) ∗ �IAi + p ∗ �IEAi − �ILi − �i > 0 (23.1)

In Eq. (23.1), ξ denotes the proportion of banks with liabilities to bank “i” that
have defaulted, while“p” represents the residual price of the illiquid asset. Assuming
that a connected bank defaults, bank i will forfeit all interbank assets associated with
that bank. Hence, the solvency condition can also be stated as:

ξ <
γi − (1 − p) ∗ �IEAi

�IAi

, �IAi �= 0 (23.2)

In Eq. (23.2), γi represents the bank’s capital (Eq. (23.3)).

γi = �IAi + �IEAi − �ILi − �i (23.3)

Tomodel the dynamics of contagion, we assume that all banks are initially solvent
and that a single bank defaults at the beginning of the model. This disruption may
result from a rare idiosyncratic shock or an aggregate shock that particularly affects
a specific financial institution.

Let’s denote qi as the number of incoming links for bank i. Considering that
each connected bank forfeits a fraction 1

qi
of its interbank assets in the event of a

single counterparty’s default, it’s evident from Eq. (23.2) that the spread of default is
contingent upon the presence of neighboring banks for each bank i with an in-degree
qi:

γi − (1 − p) ∗ �IEAi

�IAi

<
1

qi
(23.4)

We will further define banks exposed in this sense (according to Eq. (23.4)) to
the default of a single neighbor as vulnerable, while other banks as safe. Given that
the capital buffer is considered a random variable, a bank with an in-degree “q” is
vulnerable with a probability:

ϕi = P

[
γi − (1 − p) ∗ �IEAi

�IAi

<
1

q

]
,∀q ≥ 1 (23.5)
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Moreover, the likelihood of a bank having an in-degree q, an out-degree of k, and
being vulnerable is denoted as pqk , where pqk represents the joint degree distribution
of in and out-degree.

Based on the mathematical reasoning described above, in our study, we will
employ an agent-based modeling approach to simulate the effects of financial conta-
gion in the banking systemofRomania.Wewill consider that the nodes of the network
consist of the 32 financial banks [16] existing at the level of Romania. Agent-based
modeling [17, 18] offers an efficient approach to understand the behavior of economic
agents and the factors that shape it. By employing computational modeling, it delves
into the complex interactions among these agents, providing a nuanced and realistic
perspective on real-world processes, distinct from equation-based models. The first
step in agent-based modeling is defining the properties of agents within the network.
Therefore, agents exhibit the following characteristics [12, 19–23]: heterogeneity,
emergence, complexity, social interaction, adaptability, learning, adaptiveness, feed-
back, realistic behavior, learning, interdependence, and exploration of the possibility
space.

To model the financial contagion effect using agent-based modeling, we will use
theNetLogo computer programbecause it is themostwidely used programming envi-
ronment for simulating interactions among individual agents in a virtual environment
[24].

23.4 Results

Commercial banks, approached and understood as cybernetics systems, must be
understood from the perspective of the functions and services they offer, as well as
the interconnections between their subsystems. In our study, we will explore how the
risk of default can propagate systemically in the network formed by the 32 commer-
cial banks in Romania to investigate the effects of financial contagion that may
arise. Essentially, we will simulate the interaction between banks and their environ-
ment through agent-based modeling to understand both the behavior of autonomous
agents, the banks, and the behavior of the entire banking system when government
interventions occur.

Regarding the proposed NetLogo model, we have considered the parameters
outlined in Table 23.1 for the simulations. Table 23.1 provides an overview of various
aspects considered in simulating financial contagion, including the total number of
banks involved in the simulation, changes due to government intervention, and other
relevant parameters. It serves as a useful guide for configuring and conducting the
simulation, providing the necessary data for a detailed analysis of the effects of
financial contagion in a simulated environment.

Thus, we conducted a total of 1000 simulations for the following combined
scenarios:
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(i) We consider randomly selecting the size classification of the bank, either the
smallest bank or the biggest bank, from which the default event will originate:

a. RB—random bank;
b. SB—smallest bank;
c. BB—biggest bank.

(ii) For each of the three cases defined below, we will have the following scenarios:

a. 25% connectivity, 25% government intervention;
b. 25% connectivity, 50% government intervention;
c. 25% connectivity, 75% government intervention;
d. 50% connectivity, 25% government intervention;
e. 50% connectivity, 50% government intervention;
f. 50% connectivity, 75% government intervention;
g. 75% connectivity, 25% government intervention;
h. 75% connectivity, 50% government intervention;
i. 75% connectivity, 75% government intervention.

This approach allows for the exploration of various combinations of scenarios to
assess the impact on thebanking system in the context of financial contagion.Through
multiple simulations, a deeper understanding can be gained of how different levels
of connectivity and government intervention can influence the spread of contagion
effects within the banking network. These simulations provide a valuable perspective
for formulating policies and risk management strategies in the financial domain.

Figure 23.1 depicts the interface of themodel, showcasing the parameters and vari-
ables outlined earlier. Additionally, this representation illustrates only the scenario
where the largest bank defaults (red agent), being interconnected with 18 other banks
in the banking system.

In Fig. 23.2, we observe in blue the banks that were not affected by the default
event of the largest bank, the green banks represent those injected with liquidity by

Fig. 23.1 The visualization of the agent-based model is based on the scenario of default for the
biggest bank
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Fig. 23.2 The final state when the government intervenes with liquidity injection into the banking
system

the government, thus being saved from the contagion event caused by the largest
bank, and the red banks represent those still facing issues.

Following the 1000 simulations conducted for each predefined scenario, according
to the output results that can be seen by accessing the following GitHub link: https://
github.com/qfanee/IE2024, the below observations were made:

• The number of banks defaulting varies depending on the level of connectivity and
government intervention. For all types of banks (RB, SB, and BB), we calculated
the minimum, median, and maximum values of banks entering default for each
scenario. We observed that a higher level of government intervention reduces the
number of banks entering default.

• It was observed that for banks not entering default, government intervention
represents an effective measure in maintaining the stability of the banking system.

• Regarding banks saved by government intervention, a positive impact on
maintaining stability and confidence in the banking system was highlighted.

• Banks marked in blue in the output logs are non-defaulted banks without
government intervention. Maintaining these banks in a non-default state demon-
strates their ability to survive under financial stress conditions without external
assistance.

In conclusion, the simulations provide a detailed insight into how different levels
of connectivity and government intervention can influence the stability and resilience
of the banking system against financial stress and contagion. This information can
be valuable for formulating policies and risk management strategies in the financial
domain.

https://github.com/qfanee/IE2024
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23.5 Conclusions and Recommendations

Our study explores how the effect of financial contagion propagates in the banking
system of Romania, consisting of 32 banks, and the effects of government interven-
tion in case of default risk. Our simulations demonstrate that the level of interconnect-
edness among banks plays a crucial role in determining the extent of systemic risk
and the propagation of financial contagion within the banking network. Higher levels
of interconnectedness increase the risk of contagion, underscoring the importance of
understanding and monitoring interbank linkages. Additionally, our results highlight
the importance of government intervention in reducing the effects of financial conta-
gion. We observed that higher levels of government intervention led to a reduction
in the number of banks that default, indicating the effectiveness of policy measures
in stabilizing the banking system during crises. Banks that do not default, especially
those without government intervention, demonstrate resilience in the face of finan-
cial stress. Their ability to maintain stability without external assistance underscores
the importance of sound risk management practices and capital buffers in protecting
against systemic shocks. The information obtained from our simulations has signif-
icant implications for policymakers and regulators. Understanding the dynamics of
financial contagion and the factors influencing systemic risk can inform the develop-
ment of more robust regulatory frameworks and risk management strategies aimed
at enhancing the stability and resilience of the financial system.

As with any study, it is important to acknowledge its limitations. In our case, the
model we developed using agent-based modeling approach may not fully capture
the complexity of the banking system or the interactions between banks and other
financial institutions. Additionally, some aspects of the banking sector and external
factors that could influence systemic risk may not have been included. Furthermore,
the way we modeled government intervention may not always reflect the reality of
government policies and actions during a financial crisis.

Regarding future research directions, our model could be further developed
and expanded to include a wide range of both banking and non-banking financial
institutions and their interactions.
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Chapter 24
Modeling Socio-economic Phenomena:
Some Critical Thoughts and a Positive
Example

Jan W. Owsiński , Jarosław Stańczak , Przemysław Śleszyński ,
and RafałWiśniewski

Abstract The paper presents some general thoughts on the subject of modeling
of socio-economic phenomena and processes, and the problems, related to such
modeling. In particular, the subject of reliability and verifiability of models is taken
up. The aspects of data andmethodology, as well as theory are touched upon. Against
this background a straightforwardmodeling exercise is shownofmigrations inPoland
at the municipality level. For the data on some 2500 Polish municipalities over
20years in the twenty-first century basicmodels are built, foundedon the fundamental
hypothesis of relation between unemployment rate and migration flows. It is shown
that not only the hypothesis gets confirmed, even ifwith a great variety of divergences,
but quite plausible conclusions can be drawn from the results obtained, leading also
to deeper analyses.

24.1 Introduction

This paper is meant, first, to highlight some of the issues, pertaining to the vast
area of modeling of socio-economic phenomena and processes. This is done in the
perspective of the experience of the authors and the current capacities of the broadly
conceived ICT.We do not, certainly, attempt to provide a holistic view of the domain,
but rather to pinpoint some of the essential issues in its effectiveness. This is done
through presentation of a sequence of model structures and applications, moving
from the simplest (and most reliable) towards those perceived as more refined, more
complex, and of greater scope in terms of economic, social and geographic reach.
The accompanying discussion refers to the essential issues of data, their availability
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and reliability, methodologies applied and theoretical explanations. These, of course,
have an important, if not decisive, bearing on the applicability of respective models.

Then, we proceed to present an example of a model that turns out “sufficiently”
positive, and that in spite of its straightforwardness as opposed to the apparent
complexity of the phenomenon modelled1. We model, namely, migrations at the
level of municipalities in Poland, the lowest administrative units, totaling roughly
2500. We speak only of internal migrations, with data spanning over 20 years, from
2003 to 2022. In fact, we dispose of full inter-municipality migration matrices for
each of these years (in principle: approximately 2500× 2500 matrices, but, actually,
not very dense ones). Yet, for the modeling exercise here considered and illustrated
we use for each municipality the net result of the summary inmigration and outmi-
gration numbers, i.e. total net migration for each municipality, meaning that we deal
with a vector of some 2500 data items.

The basic hypothesis verified was the dependence of migration flows upon the
difference in unemployment rates, here, given that we do not consider the inter-
municipality flows explicitly, reduced to just levels (rates) of unemployment.

The results obtained, even though statistically not very spectacular, first, fully
confirm the hypothesis, then, provide a very interesting spatial image in terms of
conformitywith themodel and themagnitudes and signs of its errors, and thus—offer
a highly valuable instrument not only for further, more in-depth cognitive analysis,
but also for policy making.

This means that even now, in the age of AI and cloudy computations, quite basic
tools, if smartly applied, can bring highly valued results, while at least some of the
very sophisticated methodologies and devices not always fulfil their promise and
have to be used with great care.

24.2 Socio-economic Modeling: Some Fundamentals

24.2.1 The Data and the Representation of Reality

Amodel is a representation of a certain fragment of reality, such that it is, at the same
time, sufficiently accurate for a given purpose, and allows for performing analyses
and manipulations, which would be difficult, too costly, or outright impossible to be
done directly to the respective fragment of reality. This quasi-definition is fulfilled
also by physical models, like those used, for instance, in aerodynamics. Yet, we refer
here to computer-based models, mostly (although not necessarily) founded on some
kind of mathematical structure, even if sometimes quite modest.

It can be said that a computer-based model is made of three components: (1)
the structure, which often takes a mathematical form; (2) the data, which fill the

1 This part of research was financed by the National Science Centre in Poland, grant no. 2021/41/
B/HS4/02035, “Influence of internal migrations on socio-economic development of Poland after
1989”.
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inputs xi, i = 1,…,n 

Transformation, 

A 
outputs, yk, k = 1,…,m 

Fig. 24.1 A schematic view of a model for a very wide class of processes and phenomena

structure, and (3) the algorithmic and software implementation (although sometimes
it is worthwhile to yet distinguish the latter two).

For a very wide class of processes and phenomena we can see almost any
corresponding socio-economic model as sketched in Fig. 24.1.

Possibly one of the simplest structures of this kind is that of a person’s purse
or of private money collection for some purposes. So, for instance, it is typical for
Polish educational system that parents of pupils in a class collect money for some
extra-curricular purposes. The respective form of the “model” is

∑
i
xi =

∑
k

yk + r (24.1)

where index i denotes i-th source (donor) of means, xi is the corresponding amount,
k denotes k-th purpose, and yk its cost, while r is the rest (theoretically could even be
negative if there are some outstanding expenditures to be made), which might also
be treated as yet another yk . Here, the transformation of inputs into outputs is totally
“inside” the decision making body and may take on a very wide variety of forms,
indeed.

Trivial as itmay appear, it is, actually, not. First, (24.1) is amodel of any accounting
activity, however complex it may be. Suffice to add an assumption, concerning time.
Second, it is only a slight simplification of amodel, inwhich inputs xi get transformed
into outputs yk in an economic activity, and that for the objective of economic profit,
efficiency, or whatever else onemay assume. If we treat the set of xi as a vector, x, and
of yk as a vector, y, then the transformation, at least in approximation (sufficiently
close to a definite knownand somehowmeasurable “point ofwork”), canbe expressed
as

y = Ax (24.2)

where A is the matrix of “technical coefficients”, linking individual inputs with
individual outputs. Let us denote these as aik , meaning, roughly, that input xi is used
up at the rate of aik in the process of producing the output yk . Hence, if we wish to
get a picture for each output yk separately, the expression is

yk =
∑

i

aikxi (24.3)
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Thus, if we knew the values of aik , and the assumption of constancy of these
coefficients in time and space, at least within certain limits, can be adopted, then we
can “predict” the values of y for changing x, and even optimize over x with respect
to some quality function Q(x.y), supposedly expressing costs and benefits, linked to
x and y.

24.2.2 Identification and Other Problems

There is an enormous volume of literature on both such models and their nonlinear,
time-wise and probabilistic extensions, but we wish to take up only a very simple
aspect while still sticking to deterministic linearity. Namely: how do we identify aik?
The answer is simple, and, in fact, leads to an effective procedure, in only two cases:

I. the processes, described by (24.3), are separable in the sense that for each of
yk , k = 1,…,m, a separate subset of xi is used, that is – we deal with subsets of
{1,…,n}, denoted Ik , such that aik > 0 for i ∈ Ik , and aik = 0 otherwise; if so,
we can actually measure the use of xi when producing yk separately for each yk
and obtain the values of aik ;

II. we are capable of manipulating each input xi separately, while keeping all other
inputs constant (“ceteris paribus”), changing it, say, by Δxi, and obtaining the
corresponding changes in outputs, Δyk , thereby obtaining the values aik = Δyk/
Δxi.

In the socio-economic reality none of these, except for completely trivial situa-
tions, is feasible. Suffice to point out such input to any company’s activity as electric
power. Coming back to bookkeeping this is exactly the problem of assigning (or
splitting) the overhead or indirect cost or general cost among the particular activities
or products (lack of separability).

An extreme, but highly popular and very seriously treated variation of the model
here discussed is based on the so-called Input–Output (I/O) tables, or Leontief type
model (see [5] and, e.g., [2]).Most countries elaborate through their official statistical
systems the I/O tables for the national economies, based, essentially, on inter-branch
flows and consumptions of the economy. In this model, inputs and outputs are in
principle the same, but “moved in time”, in a certain simplification:

xt+1 = Axt (24.4)

meaning that we deal with a kind of a “closed model” (provided demand is appropri-
ately integrated into x and we appropriately account within it for foreign trade, final
consumption, prices etc.). The coefficients used are based on inter-branch flows, elas-
ticities (reactions to change) and prices. The recently popular Computable General
Equilibrium models (CGE) are also derived from this basic paradigm (see, for
instance, [1] or [3]). These models are frequently very large, involving thousands
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of coefficients, which have to be established (if we have, say, only 50 branches /
products, we have 2500 entries if they are single, but usually they are multiple….).

Yet, even if wemake amuchmore detailed division into the respective “branches”,
for which data can be collected, say, 250 by 250 (meaning already some 60000
coefficients), we still do not deal with individual, relatively homogeneous “prod-
ucts”, and the coefficients are aggregates of rather little known structure, to not to
say—reliability and prognostic value. Worse even, as we “go down” with disaggre-
gation, we become dependent upon marginal changes such as a single appearance or
disappearance of a plant.

In general, though, one does not use a model in order to check what will happen if
we move from a given “working point” by a tiny fraction (say, prices shall change by
1%).What is really not only interesting, but truly important in life—and fascinating—
is: what if a qualitative change occurs?

This is like asking a question: what if inflation moves from 3 to 18%? what if we
have to pay for energy three times as much as today? what if we exit the European
Union? what if a war breaks up in the nearest neighborhood? and the like.

The models we speak of do NOT provide any reliable answer in such circum-
stances. If so, if even a well done bookkeeping is not capable of providing an image
of functioning of a relatively modest enterprise, in terms of aik , and the large models
are not only expensive, but also often similarly unreliable, and have to be used with
utmost care and caution, is there a sense to socio-economic modelling?

24.2.3 What Can Be Done?

The essential issue—also in the light of the above considerations—is what do we
expect from a model? Actually: from a definite model, not a model in general. In
the socio-economic domain we are not having the luxury of, say, engineering, where
experiments may be designed and carried out, with numerous repetitions and vari-
ations. We always face high uncertainty, this being well illustrated by the values of
the correlation coefficient or the factor loadings. While in engineering correlation of
+ 0.82 would not suffice to state that two variables are really linked to each other,
in socio-economic domain we would agree fully with such hypothesis.

Yet, in more general terms, the situation is similar. First, we must know what
question we are going to ask. The question itself has to be formulated in a rigorous
manner, with full understanding of its components, as well as purposes of asking this
particular question.

In particular, we have to specify the conditions, under which we wish to have the
answer, and these conditions are often highly hypothetical by themselves. That is
why people often refer to the scenario modelling, in which a number of conditions
are established and for these conditions an answer is provided to a given question.
Yet, as we know, none of the scenarios may get fulfilled and our answer will be either
wrong, or only highly hypothetical (unless we are justified inmaking an interpolation
between the scenarios, which is rarely true).
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The most appropriate use of models in the socio-economic domain is, therefore,
to test the hypotheses (and this can also be done with the I/O based models). Do the
data and the well-founded knowledge that we have support a definite hypothesis?

We shall now present an instance of exactly such a study.

24.3 Internal Migrations and Their Analysis

24.3.1 The Issue

Migrations constitute one of the most important dynamic factors in modern world.
This applies, especially, to the international, or even intercontinental migrations.
Still, migrations within a given country also pose very serious problems in terms
of economy, society, demography, regional and spatial planning, etc. It is of very
high value to know the actual course, the patterns, and the factors behind peoples’
movements in space. Yet, there exist definite difficulties, facing respective analyses.

The very first of these is, of course, the problem of data. This problem is closely
associated with the working of national administration, the regulations, and the
methodologies of the public statistics. One can, of course, imagine a highly regulated
country, in which true migration is well tracked by means of residence registration.
Even in such a country, though, many people would avoid registering, for various
reasons, and not only this, but a number of other aspects, associated with migration,
may get unnoticed (e.g. where the migrant works? where the migrant’s children go
to school? where does s/he do the shopping? etc.).

Then, there is the question of the mechanism that propels migration. What is
this mechanism? How strong it is? Can we really measure its impact? Can it be
controlled? And so on. The set of answers to these questions amounts to a model of
migration, to be proposed and identified (Fig. 24.2).

It is generally accepted that migration is propelled by the perceived difference
of the conditions of living between the origin and the destination (examples of such
models are provided, in particular, in the already classical [8], but also, quite recently,
for instance in [6]). In some, extreme, cases this difference amounts to survival. But
how is it expressed and measured?

socio-economic variables 

xi, i = 1,…,n 

Transformation, 

A 
migration flows, yk, k = 1,…,m 

Fig. 24.2 A schematic view of a model of migration flows
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24.3.2 The Model and the Data

Weshall present here a small study for quite a fundamental, basic, and straightforward
model. Namely, we assume its general following form:

yij = a0 + a1xij + εij (24.5)

where yij is the flow of migrants from geographical (administrative) unit i to unit
j, xij is a measure of difference in “perceived conditions of living”, a0 and a1 are
coefficients, and εij is the error of the model for a given pair of units.

For pragmatic reasons, we shall yet simplify this basic model. Namely, we wish
to model migrations inside Poland at the level of municipalities. There are some
2500 municipalities in Poland, and hence there are roughly 6.25*106 pairs (i,j) of
municipalities. It is, of course, possible to identify a model for such data, but it is not
that simple, first, and it is not at all certain that it is worthwhile, second.

The data we use concern residence registrations (in- and out-). They are recorded
at municipality level, and we dispose of such data for each year. Our attention is
focused on the period 2003–2022 (two decades), and during this period some 13
million residence changes were registered inside Poland (see, e.g., [7]). The matrices
of migration flow data for each year t, i.e. the values of {yij}t , are, first, relatively
sparse (high proportion of pairs, between which no flow occurs), and, second, the
values are highly diversified, from single occurrences to thousands. On the top of
this, the data are insofar inaccurate as many people do not register their residence
changes, or, vice versa, if they do, this does not necessarily correspond to reality, for
a variety of reasons [4]. It is considered, though, that even if not accurate, the data
reflect at least correctly the diversity and the proportions of flow magnitudes.

So, the simplifiedmodel, whichwas actually subject to analysis, had the following
form:

yi = a0 + a1xi + εi (24.6)

where yi is the net migration to/from a given municipality (inmigration minus outmi-
gration), in relative terms, i.e. divided by the population number, and xi is the level
of unemployment in a municipality (number of registered unemployed divided by
the number of persons in working age). So, we deal with some 2500 data items per
year, and try to verify a very simple hypothesis: migration depends (linearly) upon
the level of unemployment.

Here, the magnitude of unemployment stands for the “perceived difference…”
etc. It can be said that unemployment is used as a proxy for the entirety of socio-
economic conditions, representing the overall socio-economic situation of a given
area (in relative terms).

It was, of course, assumed from the very beginning that this model may have to
be somehow complemented or modified, in order to obtain the possibly good results.
Yet, there is, of course, an almost innumerable variety of ways to complicate amodel.
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First—one has to check the basic, possibly the simplest version and see its adequacy
and capacity.

24.3.3 The Results

Table 24.1 shows an excerpt from the results obtained for themodel analysed, i.e. first
of all the values of coefficients for the consecutive years, and also a characterization
of errors.

The table is followed by Fig. 24.3, illustrating graphically a single case (i.e. for a
single year, here the last one considered, 2022).

Altogether, on the basis of these results, it can be concluded that the basic hypoth-
esis was positively verified—the higher the unemployment, the lower the net migra-
tion of a unit, starting from some positive value (for the putative zero unemploy-
ment) downwards, crossing zero at some point and becoming negative for higher
unemployment rates.

Table 24.1 Model data for consecutive years

Year a0 a1 Model error

Max Mean Sum/sum of absolute
values

2003 0.004977 − 0.031785 0.072422 0.004537 1.0930*10−14/11.246

2004 0.005427 − 0.033655 0.071667 0.004762 1.5166*10−15/11.805

2005 0.005539 − 0.040604 0.060012 0.004496 − 4.0279*10−14/11.145

2006 0.006174 − 0.052696 0.074140 0.004773 − 9.4792*10−15/11.831

2007 0.006665 − 0.069522 0.076484 0.005331 − 1.0776*10−14/13.216

2008 0.005200 − 0.063325 0.052913 0.004193 1.3080*10−14/10.395

2009 0.005798 − 0.057930 0.053129 0.004343 3.3701*10−14/10.765

2010 0.005185 − 0.061323 0.071134 0.004378 − 7.9546*10−15/10.852

2011 0.005820 − 0.061135 0.049553 0.004350 − 1.4339*10−14/10.784

2012 0.005343 − 0.054087 0.039587 0.004008 1.7992*10−14/9.9357

2013 0.005919 − 0.059938 0.045612 0.004211 1.7404*10−14/10.439

2014 0.004630 − 0.058011 0.038719 0.003872 2.4911*10−15/9.7990

2015 0.003982 − 0.061810 0.033928 0.003795 − 5.3896*10−15/9.4079

2016 0.003399 − 0.061002 0.046455 0.003809 − 3.0556*10−15/9.4433

2017 0.003089 − 0.071200 0.044713 0.003998 − 1.9382*10−14/9.9099

2018 0.003324 − 0.084093 0.071719 0.004325 − 7.7707*10−15/10.722

2019 0.003045 − 0.093832 0.066853 0.004593 − 8.7957*10−15/11.386

2020 0.003705 − 0.075329 0.039780 0.004123 − 6.9174*10−15/10.222

2021 0.003753 − 0.086029 0.043339 0.004593 3.2387*10−15/11.387

2022 0.003861 − 0.085469 0.038152 0.004506 − 1.1605*10−15/11.171
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Fig. 24.3 An example of model results for year 2022: the cloud of points, corresponding to munic-
ipalities along the identified straight line of the model (upper diagram) and the errors for particular
municipalities (lower diagram)

The statistical properties of the models obtained are not very imposing, the corre-
lation coefficient between the model and the data being very roughly at + 0.4, and
this could certainly be expected from both the character of the processes, the nature of
data, and the simplicity of the model assumed. Yet, irrespective of this, the sequence
of values of model coefficients along time, as provided in Table 24.1, shows the
values that are by no means haphazard, but display quite consistent trend or trends,
which can be seen in Fig. 24.4.

Thus, not only the basic, quite simple model turned out to quite adequately repre-
sent a truly complex socio-economic reality, but, moreover, and very importantly,
provided material for further studies. We shall illustrate these with just an example
in the next section.

24.3.4 Spatial Analysis

As already mentioned before, the data on migrations are only an approximation, in
almost all cases an underestimation of the true flows. This fact, and not only the
quite basic nature of the model, may be the source of errors, which are well visible
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Fig. 24.4 The values of
model coefficients along
time, as shown in Table 24.1
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in Fig. 24.3. Before—and perhaps even partly instead of—engaging in formulation
and identification of more intricate models, an analysis of these errors is in place.

Of special interest is the distribution of the errors over space, at exactly the level
of municipalities. Such an analysis was performed for the majority of the identified
models, and the result is shown in here in Fig. 24.5.

The meaning of Fig. 24.5 is obvious: the errors form truly strikingly regular
spatial shapes, indicating primarily the areas surrounding the larger cities, included,
actually, in respective metropolitan regions. The reason is largely obvious: migrants
settle in the suburban municipalities of larger centers, although they may work or
take education in the respective centers. The gradient of the error has a clear spatial
expression, corresponding to the degree of peripherality, on the one hand, and to the
form of the model, on the other.

This motivated further analyses, in which, in particular, various definitions of
distance between the municipalities and the neighboring centers were added as a
second independent variable. The quality of the models, in terms of correlation
coefficient values, increased, but in qualitative terms they were somewhat less clear
than for the basic model.

24.4 Conclusions and Further Work

Modeling of socio-economic processes and phenomena is very difficult, much
more so than in the case of sciences, where experiments can be conducted under
controlled conditions and where measurements can be made (almost) without (gross
and unknown) errors. Hence, the models built in the socio-economic realm have to
be treated in a special manner. First of all, this concerns the purpose of the model
building and the treatment of their results.

We show here, however, how a very straightforward model of a complex socio-
economic phenomenon can provide valuable information and the material for further
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Fig. 24.5 Spatial distribution of model errors across polish municipalities (2022)

study. Not only is the hypothesis behind this basic model confirmed, but also vested
with corresponding telling quantitative characteristics. The spatial analyses, associ-
ated with the results of this model, give a strikingly clear and interpretable image,
even if the statistical quality of the model is still not very high.

The directions of further analyses are very obviously indicated, even at the level
of the shorthand here presented: (a) with reference to Fig. 24.4: the association of
the changes in the coefficients of the model with the macroeconomic conditions over
time; (b) with reference to Fig. 24.5: the association of the model error distribution
with the potential errors in the original data; or (c) the temporal evolution of the error
shapes in space (hypothetically corresponding to the dynamics of the functional
urban regions).

Note that in the above proposals we do not refer to the obvious scientific
endeavor of the development of the potential more intricate models, possibly better
representing the reality of the migration flows.
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Chapter 25
Enhancing Social Acceptance
in Microgrid Implementation:
A Share-of-Choice Optimization
Approach

Emmanuel Fragniere , Francesco Moresino , Sarah Sandoz ,
and Nabil Abdennadher

Abstract The role of social acceptance is crucial in securing the commitment and
cooperation of prosumers (i.e. contraction of producer and consumer), which are
essential for the optimal operation and regulation of micro smartgrids. Although
designing for social acceptance in smart grid diffusion within energy communities is
increasingly recognized in both research and policy domains, its widespread imple-
mentation and empirical validation remain limited. This study aims to promote the
widespread adoption of the micro smart grid paradigm to advance energy transition
initiatives. To achieve this goal, it is necessary to actively engage with prosumers,
local communities, and regulatory bodies, demonstrate sustained commitment from
stakeholders, and ensure optimal microgrid orchestration through social acceptance.
To tackle these challenges, we developed a Share-of-Choice optimization model that
aims to determine the most cost-effective setup for smart grid energy communities.
This method starts by identifying social characteristics (i.e. salient attributes), such
as the frequency of community meetings, to encourage efficient co-participation
among prosumer roles and related demand-side management practices. Next, using
conjoint analysis, wewill calculate part-worth utilities to inform the Share-of-Choice
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optimization models. These models integrate cost structures and prosumer profiles
to design roles that maximize social acceptance in achieving CO2 reduction goals.
The model is currently theoretical, but we offer an illustrative example based on
fictional data to showcase its potential outcomes. By using the Share-of-Choice
approach, we aim to offer policymakers and stakeholders practical insights to guide
the development and implementation of socially sustainable microgrid initiatives.

25.1 Introduction

The deployment of smart grid technologies and the transition towards more sustain-
able and autonomous energy consumption require careful attention to social accep-
tance and community engagement. Existing literature emphasizes the importance of
moral values, socio-economic factors, learning processes, and consumer participa-
tion in shaping the acceptance and effectiveness of smart grid technologies.Milchram
et al. [13] emphasize the impact of moral values on the acceptance of smart grid tech-
nologies, specifically highlighting concerns related to privacy, justice, and trust as key
drivers or barriers to acceptance. It is crucial to address these moral considerations in
order to foster acceptance. In a socioeconomic context, assert that smart grid projects
have a significant influence on electricity consumers. Although private costs, such as
monetary expenditures, are important, it is also crucial to consider social costs, which
include consumer perceptions, privacy, cybersecurity, and regulation, as they can
hinder technology adoption. Therefore, research should focus on comprehensively
elucidating the implications of these social costs. The transition towards smart grid
technologies requires social and cultural transformations. Alvial-Palavicino et al. [1]
emphasize the importance of learning processes and reflexivity among stakeholders.
The implementation of smart grids depends on community-specific characteristics
and stakeholders’ adaptability to the evolving context. Community participation is
crucial for the sustainability of mini-grid systems, as highlighted by [9]. Social
sustainability is often positively correlated with community involvement in the oper-
ation and maintenance of smart grid technology. Rathnayaka et al. [15] emphasize
the critical roles of consumer participation and management schemes in sustaining
smart grid energy-sharing processes. Encouraging and supporting consumer partic-
ipation is imperative for effective energy-sharing approaches. Klaassen et al. [11]
argue that demand-side management is another crucial facet associated with smart
grids. They contend that residential smart grid community participation necessi-
tates demand management integration. The importance of engaging consumers as
demand management actors is underscored by their roles in overall energy consump-
tion. Achieving a sustainable energymix requires the integration of renewable energy
resources, electrical energy storage, demand response, and electric vehicles. Smart
grid success is dependent on civil society’s social acceptance, as highlighted by
these authors. Finally, [2] suggest addressing community governance, communica-
tion, and management issues to fully realize the benefits of smart grids. Smart grid
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design should prioritize maximizing grid resource utilization, ensuring reliability,
and providing security.

Therefore, it is essential to integrate aspects of social acceptance into any smart
grid project, along with technical and technological considerations, to ensure long-
term manageability of these smart grid system options in order to have a real impact
on the energy transition. In this research, we have developed a Share-of-Choice
model to quantify social acceptance regarding certain CO2 targets. We explain thus
now the notion of conjoint analysis and how its resulting input will be used to feed
the theoretical model that has been developed.

The use of conjoint analysis in service design optimization was a significant
development in the 1970s. Zufryden et al. [16] was a pioneer in this field, intro-
ducing a service design optimizer based on conjoint analysis principles. His model
aimed to maximize the Share-of-Choice and was formulated as a mixed integer
linear program. Easton [5] expanded upon the Share-of-Choice model by integrating
production considerations, which laid the groundwork for further advancements [10,
12]. Deb´ely [3, 6] developed a meta-model that combined the Share-of-Choice
model with a production model, merging conjoint analysis with operations research
techniques. This method has been shown to be effective in various domains [7].
However, its complexity is a significant limitation, especially for non-specialists,
as it requires a solid understanding of operations research principles for model
construction. Recent efforts have aimed to mitigate this challenge. Moresino [14]
introduced the profitof-choice synthetic model as a user-friendly alternative to intri-
catemodeling. This development democratizes themethod,making it accessible even
to individuals lacking specialized expertise in operations research. The streamlined
approach allows for broader audiences, including policymakers and stakeholders, to
engage with and comprehend the methodology, facilitating its application in diverse
contexts.

25.2 The Case Study

In this section, we present the case study that will be used to illustrate our method.
This case study is kept small and easy for didactical reasons. We suppose that a

community has to design a new smart grid. Table 25.1 gives the salient attributes
and their levels (see for the qualitative study where they come from [8]). In our
example, we assume that the smart grid has to be self-financed. This means that the
price is fully determined by the choice of the levels of the other attributes. That is
why this important attribute is not included in the list given in Table 25.1. However,
when conducting the survey to determine the utility functions (named part-worth in
conjoint analysis), the price must be included in the card system as it is a primordial
attribute for the consumer. Note also that the attribute “meeting” has an impact on
social acceptance. However, before being in a real situation, the respondent can
barely imagine how it is important. This impact of this attribute can probably be
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Table 25.1 Salient attributes and their levels

Attribute Attribute level Description

Electricity Photovoltaic both
external

Not connected to the grid, only photovoltaic panel connected
to the grid with photovoltaic panel connected to the grid
without photovoltaic panel

Battery With without With battery (mandatory in case of electricity = photovoltaic)
without battery

Pricing Flat
dynamic

Flat rate prices are adapted to supply and demand over the
current period

Quota Yes no Each household has a quota no quota

Meeting Frequent rare Community meetings on electricity-related issues are held
once a month community meetings on electricity-related
issues are held once a year

Table 25.2 Design for the
alternative Attribute Attribute level

Electricity External

Battery Without

Pricing Flat

Quota No

Meeting Rare

better estimated by conducting a separate study rather than including this attribute
in the card system.

We assume that the alternative choice for the community is to connect to the
electrical grid and not make any efforts with respect to emissions reduction. The
design of this alternative is given in Table 25.2. The social acceptance is the pro-
portion of users that prefer the design of the new smart grid than the alternative
design. We assume the part-worths have been estimated with a survey based on
conjoint analysis techniques. We aim to design the best grid considering costs, CO2

emission reductions, and social acceptance.

25.3 The Model

In this section, we introduce a meta-model that combines a Share-of-Choice model
with a synthetic production model. In this meta-model, the synthetic production
model is characterized by the costs associated with each attribute’s level of service.
For the algebraic formulation of the model, we will use the following sets:

Respondent k = 1…K,
Attribute i = 1…I,
Attribute level j = 1...Ji.
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For the part-worth, let u(k,i,j) be the utility of respondent k for attribute i and
attribute level j. Let uc(k) be the utility perceived by respondent k for the alternative
design given in Table 25.2. Let um(k) be the minimum increase of utility to convince
respondent k to accept another design than the alternative design.

For the decision variables, let X(i,j) be the service configuration. X(i,j) = 1 if
attribute i is set to level j and X(i,j) = 0 otherwise. For the dependent variables, let
Y (k) be the preference for respondent k. Y (k) = 1 if respondent k prefers the new
design and Y (k) = 0 otherwise. The Share-of-Choice model can thus be written as
follows. For each respondent k = 1...K, the following two inequalities must hold

I∑

i=1

Ji∑

j=1

u(k, i, j) · X (i, j) ≥ uc(k) + um(k) + (Y (k) − 1) · M , (25.1)

I∑

i=1

ji∑

j=1

u(k, i, j) · X (i, j) ≤ uc(k) + um(k) + Y (k) · M , (25.2)

whereM a sufficiently large constant These two equations insure that a respondent is
counted as having accepted the new design if, and only if, the perceived utility of the
new design is greater enough compared to the alternative design. For each attribute
i = 1...I, we must have the normalization

ji∑

j=1

X (i, j) = 1. (25.3)

This equation insures that each attribute is set to one, and only one, level. Letw(k)
be the weight of respondent k, with

∑K
k=1 w(k) = 1. The social acceptance, which

is defined as the weighted proportion of the preferences, is then

A =
K∑

k=1

w(k) · Y (k). (25.4)

Let Amin be the minimal social acceptance desired, this requirement is written
with the constraint

A ≥ Amin. (25.5)

To compute theCO2 reduction,we take as reference scenario the alternative design
(see Table 25.2). Let r(i,j) be the CO2 reduction if attribute i is set to level j. The
total CO2 reduction is then

R =
I∑

i=1

ji∑

j=1

r(i, j) · X (i, j). (25.6)



294 E. Fragniere et al.

Let Rmin be the minimal CO2 reduction desired, this requirement is written with
the constraint

R ≥ Rmin . (25.7)

For our model, we have the following constraint: if the community is not linked to
the grid, it must be equipped with a battery and households must have a consump-
tion quota. The linear programming formalism is very convenient to model such
constraints:

X (battery,with) ≥ X (electricity, photvoltaic) (25.8)

X (quota, yes) ≥ X (electricity, photovoltaic) (25.9)

Finally, the objective is to minimize costs,

min
X

I∑

i=1

Ji∑

j=1

c(i, j) · X (i, j), (25.10)

where c(i,j) represents the costs if attribute i is set to the level j. The system (25.1,
25.10) is a 0–1 programming problem that can be solved with standard techniques.

25.4 Numerical Results

To illustrate our method, we present a numerical experiment with fictive input data
detailed in Tables 25.3 and 25.4. The data in Table 25.3 are not part-worth utilities but
represent prosumer profiles ranging from 0, 10, and 20, indicating a spectrum from
individuals highly inclined to adopt a prosumer posture to those who are not. The
numerical values in Table 25.3 are straightforward, just to illustrate the case. We are
currently developing a card-based questionnaire to be administered in Switzerland
and Sweden. This questionnaire, planned for completion end of 2024, will employ
conjoint analysis to derive part-worth utilities for input into the present theoretical
model. Anyway, this fictitious setup allows us to observe the model’s behavior under
various scenarios. Although the data in Table 25.4a and b are also fictitious, their
magnitudes are representative of real cases.

We suppose that a community of 20 households must design a new smart grid.
Data for the case study is given in Tables 25.3 and 25.4. The size of the linear

program is 34 constraints and 24 variables, of which 21 are 0–1 variables. We
conducted a parametric analysis letting varying Rmin, the minimal CO2 reduction
desired, without constraint on Amin, the minimal social acceptance desired.We report
here the different levels of CO2 reduction to produce Figs. 25.1 and 25.2: 0, 1.1, 7.7,
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Table 25.3 Utility part-worths for each respondent

Respondent

Attribute level 1 2 3 4 5 6 7 8 9 10

Photovoltaic 20 20 10 10 0 0 0 0 0 0

Both 10 10 20 20 20 20 20 10 10 10

External 0 0 0 0 10 10 10 20 20 20

With 0 10 0 0 0 0 0 0 0 0

Without 10 0 10 10 10 10 10 10 10 10

Dynamic 10 10 10 10 10 10 0 10 10 0

Flat 0 0 0 0 0 0 10 0 0 10

Yes 10 10 10 0 10 0 0 10 0 0

No 0 0 0 10 0 10 10 0 10 10

Frequent 10 10 10 10 10 10 0 0 0 0

Rare 0 0 0 0 0 0 10 10 10 10

Table 25.4 Data for the model

(a) Annual costs in CHF (b) Annual CO2 emissions reduction in tons

Attribute level c(i, j) Attribute level r(i, j)

Photovoltaic 22,500 8.58

Both 19,800 7.7

External 18,000 0

With 10,000 0.22

Without 0 0

Dynamic 750 0.022

Flat 0 0

Yes 500 1.1

No 0 0

Frequent 2000 0.022

Rare 0 0

8.8, 9.02, 9.9, 9.922, which correspond to changes in the optimal solutions is 34
constraints and 24 variables, of which 21 are 0–1 variables. We conducted a para-
metric analysis letting varying Rmin, the minimal CO2 reduction desired, without
constraint onAmin, theminimal social acceptance desired.We report here the different
levels of CO2 reduction to produce Figs. 25.1 and 25.2: 0, 1.1, 7.7, 8.8, 9.02, 9.9,
9.922, which correspond to changes in the optimal solutions.

The software used is GLPK (GNU Linear Programming Kit) [4]. Figure 25.1
shows the social acceptance with respect to the annual reduction of CO2 emissions
in tons.
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Fig. 25.2 Annual costs in CHF with respect to the annual reduction of CO2 emissions in tons

Remember that, for this parametric analysis, annual costs are minimized given
the constraint on Rmin. Figure 25.2 shows the annual costs in CHF with respect to
the annual reduction of CO2 emissions in tons.

In our analysis, it is important to note that the discontinuities in the graphics
are a result of utilizing a discrete choice model, where decisions are made among
a finite set of options. Upon examining the results, it becomes apparent that one
particular design stands out among the others when considering annual costs, social
acceptance, and CO2 emissions. This design exhibits remarkable performance in
terms of social acceptance, achieving a high acceptance rate (A = 70%). Although it
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Table 25.5 Best design in
terms of annual costs, social
acceptance and CO2
emissions

Attribute Attribute level

Electricity Both

Battery Without

Pricing Flat

Quota No

Meeting Rare

ranks lower in terms of CO2 reduction (R = 7.7 tons) compared to the best outcome
(R = 9.9 tons), it still has a commendable environmental impact. Furthermore, this
design is very competitive in terms of annual price, costing 19,800 CHF, only slightly
higher than the best possibility, 18,000 CHF. Table 25.5 presents a comprehensive
overview of the characteristics of this optimal design, enabling further examina-
tion and comparison with other designs. The design’s overall balance between social
acceptance, environmental impact, and cost-effectivenessmakes it a strong contender
for implementation within the microgrid community. Overall, these results empha-
size the significance of evaluating and selecting “prosumer role” designs for micro-
grid systems based on multiple factors, such as social acceptance, environmental
sustainability, and economic feasibility. The identified design serves as an illustra-
tive solution that addresses various aspects of microgrid operation and community
engagement, providing a foundation for future research and implementation efforts
in sustainable energy systems.

25.5 Conclusion

In conclusion, our Share-of-Choice optimization model represents a significant
advancement in evaluating the economic concept of social acceptance within micro-
grid contexts. The ongoing energy transition towards renewable energy necessitates
the formation of more energy communities, transforming consumers into prosumers.
As governments worldwide advocate for renewable energy mixes, the shift from
consumer to prosumer roles becomes imperative. However, the adoption of micro
smart grid technology requires more than just technological integration; it demands
“social acceptance by design.”

The theoretical Share-of-Choice model that we have developed serves as a valu-
able tool for assessing and integrating social acceptance factors into microgrid devel-
opment. In the Summer of 2024, a conjoint analysis survey will be launched in
Switzerland and Sweden to gather insights from stakeholders.

The originality of our Share-of-Choice model lies in its application of optimiza-
tion techniques to the configuration of energy communities. This is achieved through
the design of a prosumer role that enables the dispersion of micro smart grids via
social acceptance. In contrast to traditional electricity supply models, where logis-
tical and managerial elements are typically managed by a single utility, our project
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addresses the complexities arising from the emergence of prosumers. It emphasizes
the importance of considering both technical constraints and social acceptability
characteristics to ensure the success of microgrid initiatives.

In the subsequent phase of this research, the results of the questionnaire based
card survey, obtained through conjoint analysis, will be integrated into the Share-of-
Choice model. This integration will provide actionable information to policymakers,
facilitating the fostering of socially sustainable autonomous electric systems based
on renewable energy, run by energy communities.
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Chapter 26
Greening the Workplace for Happiness:
Exploring CSR’s and Sustainable
Practice’s Effects on Employees
Well-being

Alexandra-Nicoleta Ciucu Durnoi , Adina-Iuliana Jigani ,
Bianca Cibu , Andra Sandu , and Camelia Delcea

Abstract In contemporary times, there has been a notable surge in companies’ atten-
tion toward the welfare of their employees. Employee well-being is no longer solely
contingent upon financial incentives. Factors such as the work environment, corpo-
rate social responsibility (CSR) initiatives, green practices, and organizational culture
have emerged as pivotal considerations among employees when evaluating job satis-
faction. Through a structured questionnaire administered to employees across various
industries, data were collected on perceptions of organizational culture, CSR prac-
tices, green initiatives, and self-reported levels of happiness. Utilizing Smart PLS 4
analysis, a robust statistical model was constructed to examine the interplay between
these variables. Our research reveals a significant positive correlation between CSR
endeavors, encompassing green practices, and employee happiness. Through eluci-
dating the pathways via which CSR and green initiatives impact employee well-
being, this study provides valuable insights for fostering a comprehensive approach
to corporate sustainability and employee contentment. These results emphasize the
strategic necessity for organizations not only to prioritize CSR and green practices
but also to integrate themwithin their organizational culture, thereby enhancing both
employee well-being and overall organizational effectiveness.

26.1 Introduction

Starting from a common problem nowadays, we have chosen to investigate through
this work, the interest of the employer on the working environment in which the
employee works. If until a few years ago, employees were only interested in the
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financial side, lately their attention has been directed to other benefits they receive.
Starting from this hypothesis, we chose to investigate employees’ views on corporate
social responsibility (CSR) practices, organizational culture, self-reported happiness
levels, and environmental initiatives.

In the first part of our paper, we describe the literature, to observe the perspectives
of other researchers on the studied field, and then we explain the data collection
and analysis techniques used. We validated the hypothesis proposed by the method-
ology with Smart PLS4 because, according to Hensler [1], it is considered to be the
most comprehensive software to perform PLS-SEM analyses. Next, we interpreted
the results obtained and drew some conclusions about what was achieved with the
research conducted.

26.2 Literature Review

CSR is the idea that organizations should be aware of their impact on employees
and other stakeholders. CSR actions are not limited to an organization’s economic
objectives but also include concerns for society, the public good, and the environment
[2]. CSR and sustainability are closely linked, as they shift the focus of organizations
from purely economic to sustainable environmental and social aspects. This shift can
influence competitiveness, reputation, staff, and customer attraction and retention,
as well as employee morale, engagement, and productivity [3, 4].

According to the World Bank, CSR is seen as the involvement of businesses
in sustainable economic development, working with employees, their families, the
community, and society to improve the quality of life and generate both business and
development benefits [5].

According to Mu et al. [6] study on happiness management factors, both
primary and secondary stakeholder-oriented CSR had positive and significant effects
on happiness management. Job satisfaction was also found to be positively and
significantly associated with happiness management.

Researchers’ interest in employee happiness and well-being is evident, with
numerous studies on concepts such as subjective well-being, eudaimonia, and job
satisfaction. Eudaimonia is seen as the equivalent of happiness, especially individual
happiness. This idea has a distant origin, starting with Aristotle, who argued that
eudaimonia is a rational process by which people can pursue what they consider to
be a worthwhile life [7].

Tziner et al. [8] found that CSR has a positive impact on both job satisfaction and
organizational justice. Furthermore, Wisse et al. [9] found that CSR has a signifi-
cantly stronger influence on the satisfaction of older employees compared to younger
employees.

We also need to talk about the impact of CSR on workplace performance, as
corporate success depends on the output of employees, who have been shown to be
more effective when the level of burnout is lower [10]. Also, job burnout was felt
significantly during the COVID-19 pandemic in various fields of work [11, 12].
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In addition to the workplace, the role of CSR or organizational culture on well-
being is also identified in other areas such as health [13, 14], technology [15, 16],
hospitality [17, 18], or education [19–21].

It is alsoworthmentioning the role of green practices in finding a path to happiness
at work, with numerous studies focusing on the implementation of green well-being
in areas such as health [22] hospitality [23, 24], automotive industry [25], etc.

26.3 Methodology

For the current research, a questionnaire with 52 questions was developed and
distributed online through theGoogle form.The 123 answers providedwere imported
and processed in Excel to have the format desired by the software used. Out of the 52
questions asked, 10 of them correspond to obtaining information about respondents
(here can be found data on job, age, educational status, demographic characteristics,
etc.). All other questions are in the form of the Likert scale, with answers ranging
from 1 to 5, with one stating total disagreement and five agreeing totally. Although
the questions were generated randomly, without giving respondents the opportunity
to identify latent variables, 16 questions were asked to discover information about
organizational culture, 11 for internal CSR, eight about green practices, and seven
to identify their degree of happiness.

The answers provided by the respondents were loaded into the Smart PLS4
program [26], which is one of the most widely used PLS-SEM software, having
applications in various areas [27, 28]. This study implies twomethods for model vali-
dation. The initial step involves outermodel validation as outlined by [29], succeeded
by inner model assessment. The evaluation of the outer model necessitates distinct
approaches contingent upon the type of construct under consideration: formative
or reflective. Formative indicators are not interchangeable, omitting an indicator is
akin to omitting a component of the construct [30]. In contrast, reflective indicators
are interchangeable, where the removal of an item does not fundamentally alter the
construct. In the evaluation of formative constructs, the process entails verifying
indicator multicollinearity, estimating convergent validity, testing the magnitude and
significance of indicator weights, scrutinizing the magnitude and significance of
indicator loadings, and assessing predictive validity [31]. The evaluation of reflective
constructs encompasses five steps: estimating loadings and their associated p-values,
assessing indicator reliability, evaluating internal consistency reliability, computing
the average variance extracted (AVE), and ensuring discriminant validity through the
Heterotrait-Monotrait index (HTMT) [32].

Figure 26.1 presents the suppositions that represent the foundation for the current
model according towhichOrganizational culture impacts InternalCSR (which in turn
is formed by the variables Work-life balance and equal opportunities, Adaptability
to change, and Occupational health and safety).

In this regard, the first four hypotheses formulated refer to the impact that Clan,
Adhocracy, Market, and Hierarchy Culture (H1–H4) have on CSR. The following
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Fig. 26.1 Research model

two hypotheses develop the effect of Internal CSR (H5) and Green practices (H6) on
Employee happiness.

26.4 Results

The formulatedmodel is inspired by articles written by [33], which discusses the role
of internal CSR on employee happiness, and [34] who talks about the connection
between green practices and employee well-being.

Figure 26.2 illustrates the initial model comprising Clam Adhocracy, Market,
Hierarchy, Internal CSR, and Green practices as formative constructs, while the
Happiness variable is reflective; each of these variables consists of several items.

The first step in developing the model consisted in eliminating those items that
compose formative constructs whose VIF exceeds the value five, being identified
HE1, GR4, AND GR1. The next step was to run the Bootstrapping algorithm for
5000 subsamples, with a significance level of 0.05. Thus, items of formative variables
whose p-value associated with outer weights exceeded the threshold of 0.05 were
deleted.

After applying the first two steps detailed above, the model obtained is the one
shown in Fig. 26.3. Themodel performances and testing of the assumptions provided
in the methodology will be detailed using Tables 26.1, 26.2 and 26.3.

Table 26.1 presents that for all queries constituting formative variables, the values
fall below the threshold of 5% (p-value < 0.05), accompanied by a T-value higher
than 1.96. Additionally, for all these, the VIF is below 5, with most values below
three, indicating the absence of collinearity. Concerning the reflective variable, both
AVE and CR values surpass 0.7, affirming the model’s validity. Moreover, for the
reflective construct, the loading values exceed 0.8.

Building upon the hypotheses formulated in the research methodology, it was
determined that not all the assumptions posited in the present studyhavebeen substan-
tiated, as evidenced by the model indicating a lack of association between adhocracy
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Fig. 26.2 Initial model

Fig. 26.3 Final model
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Table 26.1 Individual components indicators

Construct Item Scale Loadings/weights AVE/T-values CR/VIF

Clan CL2 Formative 0.51 5.64*** 2.69

CL3 0.55 5.89*** 2.69

Adhocracy AD1 Formative 0.66 6.67*** 2.12

AD3 0.41 3.92*** 2.12

Market MK1 Formative 0.83 11.28*** 1.50

MK4 0.26 2.71** 1.50

Hierarchy HI1 Formative 0.34 3.22** 3.17

HI2 0.30 2.39** 3.78

HI3 0.46 3.99*** 2.48

Internal CSR CH3 Formative 0.27 3.43** 2.16

HE4 0.30 3.25** 2.23

WK1 0.19 2.23** 3.42

WK2 0.17 2.23* 2.64

WK3 0.23 2.36* 3.13

Green practices GR3 Formative 0.74 6.17*** 2.35

GR6 0.32 2.43* 2.35

Employee happiness HA1 Reflective 0.86 0.82 0.96

HA2 0.90

HA3 0.89

HA4 0.92

HA5 0.94

HA6 0.93

HA7 0.91

Note * p < 0.05, ** p < 0.01, *** p < 0.001
Source Authors’ own research

and internalCSR, aswell as betweenmarketing and internalCSR (refer toTable 26.2).
Nonetheless, the pivotal hypothesis asserting that internal CSR and Green practices
influence employee happiness has been effectively confirmed (p-value < < 0.05).

Concerning the degree to which exogenous variables elucidate variations in
endogenous ones, Table 26.3 indicates that internal CSR variables account for 78%
of this component, whereas the variable of employee happiness explains 78%, with
the remaining portion attributed to other unexamined variables.

According towhatwasmentioned before,most of the formulated hypotheseswere
demonstrated through the current model, thus, organizational culture, internal CSR,
and green practices determining a significant proportion of employee happiness.



26 Greening the Workplace for Happiness: Exploring CSR’s … 307

Table 26.2 Hypothesis testing

Hypothesis Relationship Decision

H1 Clan -> Internal CSR Supported***

H2 Adhocracy -> Internal CSR Not supported

H3 Market -> Internal CSR Not supported

H4 Hierarchy -> Internal CSR Supported***

H5 Internal CSR -> Employee happiness Supported***

H6 Green practices -> Employee happiness Supported***

Note * p < 0.05, ** p < 0.01, *** p < 0.001
Source Authors’ own research

Table 26.3 R2 values
Construct R-square

Employee happiness 0.78

Internal CSR 0.78

Source Authors’ own research

26.5 Conclusion

Sustainable practices are becoming more widespread in society, with businesses
introducing green practices to reduce pollution and more. Social responsibility is
another component of the introduction of sustainable work through which corpora-
tions undertake to take into account the well-being of employees. The research aimed
to identify the impact brought by internal CSR and green practice on the well-being
of employees, noting that 78% of the happiness component is determined based on
the two variables presented previously.

As with any study, there are certain limitations, in the case of our research, the
results are strictly dependent on the answers provided by the respondents. Although
the number of respondents who participated in this study was not exactly small, it is
possible that the results would have been more concrete if we had received a larger
number of responses.
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Chapter 27
Digital Skills and Labor Market
Prospects: A Conjoint Experiment
on Students’ Preferences
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Abstract This study aims to investigate students’ preferences when selecting a
master’s program. These preferences are expressed considering the labor market
prospects. The findings of this study reflect students’ perceptions of the utility
of relevant digital competencies. The students who participated in the experiment
are studying a field that combines mathematics, economics, and information tech-
nology to understand economic systems.Upongraduation, these students should have
the necessary skills to model economic behavior, utilize computational methods to
solve economic problems, and make informed decisions using various quantitative
methods. To investigate the students’ preferences, the study uses a method called
conjoint analysis. This method provides a framework to understand how people
make decisions when faced with multiple options. In our study, the students are
the decision-makers who are selecting their future master’s program. Each student
received two profiles and had to select one. This task simulates a decision-making
process where respondents have to choose a preferred alternative from two options,
where options vary across two ormore attributes. In our experiment, the attributes are
represented by a set of skills that are relevant to ICT professionals. The findings of
the study emphasize the skills that enhance job prospects in this field. These skills
include the ability to access and analyze digital data and to use digital tools for
collaboration and productivity.
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27.1 Introduction

The research undertaken within this paper subscribes to the interdisciplinary topic of
understanding educational choices. The selection of education paths has implications
for students’ career and personal growth.Moreover, the findings of this research could
offer insights for policymakers or educational institutions in structuring more effec-
tive and relevant educational programs. According to the most used author keywords
in the literature indexed in the Web of Science database (see Fig. 27.1), various
factors can influence educational choices. Researchers identified socio-economic
background characteristics as important influences when choosing an educational
path or program. For instance, studies showed that social class and cultural factors
related to parents’ occupation, income, or education impact the educational choice
of young individuals [1–4]. Other studies have highlighted the effect of ascriptive
factors such as gender, migratory background, ethnicity, and race [4–6]. The social
network of an individual is also relevant to educational choice. Consequently, parents,
siblings, and friends play key roles in students’ educational decisions [7– 9].

Labor market outcomes are also relevant when choosing an educational program;
studies show the increasing importance of career/occupational aspirations, skill
acquisition, risk perceptions, and expected returns in terms of wages [10–13]. Avail-
able information sources also play an important role in choosing educational paths
[14, 15]. Other authors also revealed that current skills and qualifications, including
the current academic track and academic standings (such as standardized test scores
and interests), are relevant when choosing the educational path [12, 16, 17]. At the
individual level, student’s personal values, motivations, and attitudes also matter
when choosing academic degrees [18, 19].

Fig. 27.1 Top author keywords by the number of occurrences in the publications regarding
educational choice. Source Web of Science database
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Other relevant factors when choosing an educational path or program are related
to the institution and can be related to the quality of the program/institution, facilities
offered, and characteristics (course programand content, rankings, type of institution,
entrance criteria, etc.) [17, 20]. The Curriculum and the extent to which a specific
program offers the skills students need for their chosen career [21] are also among
the relevant criteria when selecting future study programs.

In our study, we investigate students’ preferences when selecting a master’s
program. These preferences are expressed considering the labor market prospects.
The findings of this study reflect students’ perceptions of the utility of relevant digital
competencies. The factors influencing study path selection are dependent on the field
of study [3, 22, 23]. In our investigation, the students who participated in the exper-
iment are studying a field that combines mathematics, economics, and information
technology to understand economic systems. Upon graduation, these students should
have the necessary skills tomodel economic behavior, utilize computational methods
to solve economic problems, andmake informed decisions using various quantitative
methods.

The researchmethods employed to understand decision-making in terms of educa-
tion paths are usually based on quantitative surveys. To investigate the students’
preferences, this study uses a method called conjoint analysis. This method provides
a framework to understand how people make decisions when faced with multiple
options. In our study, the students are the decision-makers who are selecting their
future master’s program. Each student received two profiles and had to select one.
This task simulates a decision-making process where respondents have to choose
a preferred alternative from two options, where options vary across two or more
attributes. In our experiment, the attributes are represented by a set of skills that
are relevant to ICT professionals.

27.2 Methodology and Data

Understanding human behavior in the decision-making process represents a constant
challenge in socio-economic research. The complexity arises from the simultaneous
criteria that come into play. In the traditional approach, decision-makers are directly
asked to name the most important criteria influencing their decisions. However, this
method has a major drawback in that it fails to account for the potential trade-
offs occurring when decisions have to be made on multiple criteria. In 1964, the
psychologist Luce and statistician Tukey developed conjoint analysis. This technique
considers the factors influencing a decision together and has since become an analysis
tool used for preference estimation in a variety of fields.

In the investigation of complex decision processes, conjoint experiments findings
are superior to those based on rank-ordering tasks or qualitative surveys because they
simulate the real-world decision-making process by jointly considering the relevant
factors. The main concepts conjoint analysis operates with are attribute, profile, or
alternative. The attributes refer to the distinguishing features of the entity that is
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being considered while making a decision, each with a set of possible states called
levels. A certain combination of levels set for each attribute will reveal one profile.
In conjoint analysis, a set of profiles is generated, and respondents evaluate pairs of
different profiles through several tasks. The estimation is undertaken on a number
of observations given by the sample size multiplied by the number of tasks per
respondent. To estimate the value associated with each attribute level, the conjoint
approach uses the respondents’ reactions toward the evaluated profiles.

In a conjoint experiment, the decision-making behavior is observed by twomeans:
sort or choice. In the first approach, the respondent’s task is to sort a set of profiles,
while the secondone involves choosing themost preferred profile. It is considered that
the second approach reflects a more accurate real-life decision process. Moreover,
the task is less demanding given that the evaluation is performed on a reduced number
of profiles at a time. In a choice-based conjoint, the respondent receives two or more
profiles from which to choose. This task is repeated for multiple combinations of
profiles. Each task simulates a decision-making process where respondents have to
choose a preferred alternative from different options, where options vary across two
or more attributes.

The specific data collection process increases the number of profiles included in
the analysis compared to standard experiments since respondents in conjoint exper-
iments evaluate multiple profiles with randomized attribute values. Additionally,
this feature allows impact estimation at the individual level, which is relevant for
heterogeneity investigation.

Although conjoint analysis was developed over 50 years ago, the methods used
for analyzing data from a conjoint experiment have evolved over time. Initially,
traditional parametric models of McFadden [24] based on logistic regression were
used to estimate the importance assigned to decision criteria. However, nowadays,
nonparametric approaches are frequently used, which infer the average marginal
component effect (AMCE) of each factor by averaging over the distribution of other
factors (Hainmueller et al. 2014). In addition, machine learning solutions are often
being used [25, 26] to analyze data from conjoint experiments.

In our experiment, the profiles being evaluated are master programs. The profiles
in question are defined by five skills that are relevant to the field of study being
considered. These attributes were chosen using a tool called Skills OVATE. This is
a dashboard developed by CEDEFOP which presents the skills that employers are
looking for in Europe, extracted from online job advertisements. We have selected
the most commonly requested skills (level 3 ESCO skill) for ICT professionals that
are relevant to the jobs that the respondents are targeting:

• Accessing and analyzing digital data (A1);
• Managing, gathering, and storing digital data (A2);
• Using digital tools for collaboration and productivity (A3);
• Using digital tools for processing sound and images (A4);
• Protecting ICT devices (A5).

Each skill is categorized as basic or advanced, and a profile is determined by
its level of development in each skill. When designing the experiment, we set the
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restriction that two of the skills must be provided at an advanced level. Hence, with
five attributes each having two levels, there are 25 possible profiles. However, due to
the previously mentioned restriction, only 10 profiles are used to create the choice
sets.

The R library used to build the experiment design and to define the data collection
instrument is “idefix” [27]. The solutions implemented within this library allowed us
to base our investigation on an adaptive efficient design. This means that we took into
consideration the individual preference heterogeneity in this stage of the experiment.
Individually adaptive sequential Bayesian (IASB) design reduces the vulnerability
of the Bayesian approach tomisspecification of the prior by adapting this distribution
during the survey.

The design generated for a random respondent is shown in Table 27.1. This is
represented by a matrix in which each row is a profile. The two alternatives are
two master programs. In this representation, it can be seen that each respondent
was given six tasks to choose from two profiles. Their answer was then recorded
in the “Selected” column. For instance, for the respondent with the ID = 2, the
first task asked him to choose between a program that develops advanced skills in
accessing and analyzing digital data and using digital tools for collaboration and
productivity, and another program that develops advanced skills in managing, gath-
ering, and storing digital data as well as protecting ICT devices. As indicated in the
“Selected” column, this respondent preferred the second option.

Finally, a shiny applicationwas generated to gather the empirical data. In our study,
the questionnaire simulates the decision-making process by giving the respondents
the task of selecting from two master program profiles the one they would choose
considering the labor market prospects. An illustrative choice set is presented in the
Fig. 27.2.

Table 27.1 A design generated for a specific respondent

Choice sets A1 A2 A3 A4 A5 Selected ID

set1.alt1 1 0 1 0 0 0 2

set1.alt2 0 1 0 0 1 1 2

set2.alt1 1 0 1 0 0 1 2

set2.alt2 0 0 0 1 1 0 2

set3.alt1 1 0 1 0 0 0 2

set3.alt2 0 1 0 0 1 1 2

set4.alt1 1 0 1 0 0 1 2

set4.alt2 0 0 0 1 1 0 2

set5.alt1 1 0 1 0 0 1 2

set5.alt2 0 0 0 1 1 0 2

set6.alt1 1 0 1 0 0 0 2

set6.alt2 0 1 0 0 1 1 2

(Source Author’s own elaboration)
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Fig. 27.2 An illustrative task from the conjoint experiment. (Source Author’s own elaboration)

The study collected preferences for educational paths from 90 s-year students
specializing in economic cybernetics. Thedatawas collected inApril 2024.Due to the
specificity of the conjoint design, the estimation results presented in the subsequent
section were based on 1080 observations (90 × 12).

27.3 Results

Our findings are based on the AMCE—Average Marginal Component Effect. This
estimate is calculated by observing the randomized features and respondents’ choices
repeatedly. It is defined as the average effect of changing one attribute of a candidate
profile on the probability that the profile will be chosen. This calculation implies
performing a least squares regression and the expectation is taken over the distri-
bution of the other attributes and respondents. The estimation and visualization are
performed with library “cregg” in R [28]. The average causal effect is represented
in Fig. 27.3 and it shows the effect in percentage points of changing from basic to
advanced level for each skill developed through the curriculum of a certain study
program on the probability of selection.

The estimation results show that for the field of economic cybernetics, student
choices are positively influenced by two attributes: A1-accessing and analyzing
digital data and A3-Using digital tools for collaboration and productivity. There-
fore, changing a master program’s curriculum from basic to advanced data analysis
skills increases enrollment probability by 2 percentage points, holding all else equal.

These results are in accordance with the specifics of this study program since the
general objectives are to train graduates who have the capacity to use quantitative
tools to model economic systems. However, our study’s limitations result from using
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Fig. 27.3 Estimation results. (Source Author’s own estimation)

a small sample of respondents, as only about 50% of the students in the target group
have expressed their preferences. Consequently, this study is a pilot experiment that
provided us with valuable feedback. The results indicate the general competencies
that our graduates find useful for their careers. In the future, we plan to conduct a
more detailed study, which will include specific skills and a larger sample size. We
will also develop the questionnaire to investigate the heterogeneity of the preferences
of the respondents’ characteristics.
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27.4 Conclusions

This study builds a conjoint experiment to understand the effect of different educa-
tional paths characteristics on the probability that a student would select that path.
The experiment was designed using an Individually adaptive sequential Bayesian
(IASB) approach. The educational path characteristics included in the design are
five of the most requested level 3 ESCO skills for ICT professionals. The study
extracted data from a causal estimand indicating how changing a program’s specific
skill level from basic to advanced affects the selection probability, while keeping
other factors constant. According to our estimations, the students attending the field
of economic cybernetics give a higher weight to skills like accessing and analyzing
digital data or using digital tools for collaboration and productivity when selecting
their master’s program.

The experiment designed within our study provides a robust framework for under-
standing student preferences in choosing educational programs. Therefore, the find-
ings drawn from it guide educational institutions tomake informed decisions aligning
with students’ needs and market demands. The value added by using this approach
within this context resides in the fact it simulates real-life decision-making scenarios
where students must weigh various factors against each other. Hence the estimation
results illustrate the trade-offs and how respondents prioritize different aspects.
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Chapter 28
Estimating Probability of Default. A New
Qualitative Perspective

Florin George Dragu

Abstract In today’s economic landscape, accurate credit risk assessment is
paramount for prudent lending decisions. This paper proposes a qualitative frame-
work for modeling default probability (PD) in credit risk assessment. Unlike tradi-
tional quantitative models, this approach integrates a broader range of factors
including market position, ownership structure, and sector risk. By complementing
quantitative techniqueswith qualitative insights, thismodel enhancesPDassessments
and can be utilized in stress testing and macroprudential analyses. The methodology
involves systematically evaluating qualitative dimensions contributing to credit risk
and employs a logit model with backward selection. Drawing from a comprehen-
sive dataset, including approximately 30 qualitative characteristics from financial
statements, Credit Registry loan-level information, and Business Register data, this
approach offers a robust framework for assessing default probability.

28.1 Introduction and Literature Review

The model outlined in this paper is constructed as a complementary tool to enhance
the quantitative estimation of credit risk associated with corporate exposures.
While traditional assessments rely mostly on financial indicators such as prof-
itability, liquidity, and indebtedness positions, this model adopts a broader perspec-
tive. It places greater emphasis on qualitative variables, including market position,
shareholder support, activity sector, and sensitivity to economic cycles.

By incorporating these qualitative dimensions, the model aims to provide a more
comprehensive understanding of a firm’s creditworthiness. For instance, assessing
market positioning allows for insights into competitive advantages and market share
dynamics, while considering shareholder support offers valuable information about
governance structures and stakeholder confidence. Additionally, analyzing the firm’s
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activity sector and its dependency on economic cycles enables a deeper assessment
of industry-specific risks and macroeconomic influences.

Credit risk modeling is crucial for financial institutions to assess the probability
of borrower default. While quantitative models have traditionally dominated credit
risk management, qualitative factors need to be taken as well into account to enhance
the accuracy of the estimation. Even though, generally, the qualitative assessment is
performed by an analyst, this study proposes an automated model to streamline and
enhance the qualitative evaluation process.

This paper builds on the existing literature on credit risk modeling. The current
approaches for qualitative assessments can be, generally, grouped into two main
categories: (i) expert-based models and (ii) qualitative scoring systems.

In situations when historical data is limited or unreliable, expert judgment models
can play a significant role in credit risk assessment. Soares et al. [9] conducted a
survey of experts from major Portuguese banks, revealing the significance of quali-
tative criteria, notably management experience and reliability. Clemen and Winkler
[4] show that experts’ judgments are crucial due to limited “hard data” availability,
making their input valuable in probabilistic risk analysis. García et al. [6] introduce
an approach utilizing goal programming to integrate expert judgment into a solvency
model. Furthermore, expert judgment models offer flexibility in addressing evolving
risk factors and market dynamics. In rapidly changing environments, where histor-
ical data may not reflect current conditions, expert opinions provide valuable insights
into emerging risks and vulnerabilities.

Qualitative scoring systems are another important component in credit risk assess-
ment, offering a systematic approach to assess borrowers’ creditworthiness. Altman’s
Z-score model [1] is a landmark in quantitative assessment, using financial ratios
to categorize firms into risk groups. Building upon Altman’s work, subsequent
research has expanded the model to integrate additional qualitative elements. For
instance, Chava and Jarrow [3] extended the Z-score model to account for industry-
specific dynamics, acknowledging the significance of contextual factors in credit risk
evaluation.

Moreover, qualitative scoring systems enable lenders to integrate non-financial
information into the credit risk assessment process. Factors such as management
quality, corporate governance practices, and market reputation are increasingly
recognized as critical determinants of creditworthiness [7]. In addition, Bozanic et al.
[2] find that firms’ qualitative disclosure significantly influences credit analysts’ soft
adjustments, particularly regarding debt-related topics.

The clarity and simplicity of qualitative scoring systems make them attractive
to lenders and investors, providing straightforward criteria for assessing credit risk.
These models streamline decision-making and risk management processes. More-
over, they can be tailored to meet the unique requirements and preferences of various
stakeholders, enhancing flexibility in risk assessment methods.

Despite their strengths, qualitative scoring systems are not without limitations.
One challenge lies in the subjective nature of qualitative assessments, which may
introduce biases or inconsistencies in credit risk evaluations. The evolving nature



28 Estimating Probability of Default. A New Qualitative Perspective 323

of industries and markets necessitates regular updates and refinements to scoring
systems to maintain their relevance and effectiveness.

The qualitative module proposed in this paper can be strategically integrated to
automatically offer nuanced insights into a firm’s capacity to service its bank debt
obligations. It seeks to capture qualitative influences that may not be fully reflected
by quantitative metrics alone, thereby enhancing the overall accuracy and reliability
of the credit risk assessment process. This approach aims to provide a more robust
framework for evaluating credit risk and supporting informed decision-making in
credit risk management.

28.2 Data and Methodology

The dataset used to quantify the probability of default model is constructed based on
all Romanian firms’ financial statements and loan-level information from the Credit
Registry, covering the period 2015–2022. The frequency of the data is annual.

The default flag is formulated based on a subset of the Capital Requirements
Regulation definition for defaulted exposures, namely, “a default shall be consid-
ered to have occurred with regard to a particular obligor when either or both of the
following have taken place:

• the institution considers that the obligor is unlikely to pay its credit obligations
to the institution, the parent undertaking or any of its subsidiaries in full, without
recourse by the institution to actions such as realizing security;

• the obligor is more than 90 days past due on any material credit obligation to the
institution, the parent undertaking or any of its subsidiaries.”

The dependent variable is a binary indicator that takes the value 1 if a firm meets
the second criterion outlined above for default and 0, otherwise (Eq. 28.1).

yi =
{

1, def ault
0, otherwise

}
(28.1)

The model is estimated using a logistic regression, which employs as explanatory
variables two types of indicators: (i) grades-based variables and (ii) dummyvariables.
These provide qualitative information on firms’ non-financial characteristics, such as
their track record in the non-financial companies’ sector, their ability to cope within
the market they operate in or their dependency on the business cycle.

P(yi = 1 = F(xiβ) = 1

1+ e−xiβ
(28.2)

Datafiltering andvalidation are performed to ensure high-quality data for the prob-
ability of the default model. The explanatory variables in the sample are winsorized
to exclude extreme values. To develop the final default model, additional filters, such
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as the Kolmogorov–Smirnov (KS) test and discriminatory power tests, are applied
to the pool of candidate explanatory variables and intermediate default models.

Thegrades-basedvariable aims to categorize non-financial companies into distinct
groups, taking into account various qualitative factors commonly evaluated in credit
risk models. Additionally, it enables more nuanced decision-making by identifying
specific risk profiles, thereby enhancing the precision of the model.

A first significant indicator is the firm’s industry positioning within a specific 2-
digit NACE group, calculated as the proportion of the company’s sales relative to the
total sales of the NACE group. The grades range from 1 to 5, reflecting a spectrum
fromweakest to strongest, based on increasing turnover shares. Companies reporting
zero sales are assigned a grade of 1, while those surpassing the 75th percentile are
rated as grade 5, providing a comprehensive assessment of market penetration and
competitive positioning.

Another variable under consideration is competition intensity, measured by the
Herfindahl–Hirschman Index (HHI) within 3-digit NACE groups. The HHI catego-
rizes activity sectors into three tiers based on US Department of Justice competition
thresholds (U.S. Department of Justice & FTC, Merger Guidelines § 2.1 [10]: (i)
unconcentrated markets (HHI below 1000), (ii) moderately concentrated markets
(HHI between 1000 and 1800), and (iii) highly concentrated markets (HHI above
1800). Subsequently, companies are graded from 1 to 3 according to their sector
classification: 1 indicating high competition, 2 reflecting moderate competition, and
3 representing low competition.

Another important factor influencing credit risk is considered to be the track
record of firms in the corporate sector. Companies are segmented into four cohorts
based on their age, with a higher age corresponding to a better grade. This is rooted
in the belief that mature companies are better positioned to capitalize on business
opportunities and maintain superior financial stability. The categorization is defined
relative to the median age of Romanian companies (6 years). The first two groups
comprise (i) companies aged below 3 years (start-ups) and (ii) firms with a track
record of 3 to 6 years. The top tiers consist of firms aged (i) between 6 and 10 years
or (ii) over 10 years.

An additional qualitative aspect explored is the level of support from companies’
shareholders. Initially, firms with debt owed to shareholders or affiliated entities
are identified. Subsequently, each firm is graded on a scale of 1 to 4, based on the
proportion of debt owed to shareholders in relation to total debt. A higher grade
is assigned to companies with a larger share of debt to shareholders, with grades
ranging from 1 for those in the first quartile to 4 for those in the fourth quartile.

Utilizing both historical non-performing loan (NPL) data and sector risk assess-
ments from the National Bank of Romania’s (NBR) Bank Lending Survey, compa-
nies operating within specific sectors are graded accordingly. This process involves
assigning grades based on sector riskiness, with lower-risk sectors receiving higher
grades for companies operating within them.

A final variable within the first category pertains to companies’ proportion of
arrears. Firms with minimal past-due debts to suppliers and other creditors are allo-
cated the highest grade and vice-versa. This reflects a strong financial position and
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timely payment practices, indicative of lower credit risk. This emphasis on arrears
underscores the significance of prompt payment behavior in mitigating credit risk.

The second category of indicators incorporated into the model development
comprises a series of binary variables, denoted by a value of 1 when a specific
condition is met and 0 otherwise. These dummy variables include:

Companies exhibiting higher growth rates compared to the entire non-financial
corporation (NFC) sector: A positive link exists between credit risk and compa-
nies demonstrating higher growth rates compared to the entire non-financial corpo-
ration (NFC) sector. Rapid growth often signals strong market demand, innova-
tion, and competitive advantages, making these companies attractive investment
prospects. Effective execution of strategic initiatives and adaptability to industry
trends contribute to long-term viability and creditworthiness.

Firms displaying greater sensitivity to business cycle fluctuations, character-
ized by increased growth during economic expansions and sharper declines during
contractions: Higher sensitivity to business cycle fluctuations can increase firms’
vulnerabilities during economic downturns. While these companies may thrive
during expansions, fueled by increased demand and favorable conditions, they often
struggle during contractions. Reduced demand, tighter credit, and market volatility
can impede their ability to sustain growth andmeet financial obligations, heightening
the risk of default and financial distress. Consequently, despite short-term gains, their
susceptibility to economic cycles exposes them to heightened credit risk.

Degree of sector development, identifying companies engaged in technology- and
knowledge-intensive activities: Sectors characterized by advanced technology and
knowledge-intensive activities often exhibit greater resilience and growth potential,
reducing credit risk. Conversely, sectors with lower levels of development may face
challenges such as market saturation, technological obsolescence, and heightened
competition, elevating credit risk for companies operating within them.

Companies exposed to foreign exchange (FX) risk, such as those with foreign-
currency-denominated loans or external debt. The negative correlation between
credit risk and firms exposed to foreign exchange (FX) risk, particularly those
holding foreign-currency-denominated loans or external debt, stems from the suscep-
tibility to market volatility, which in turn can amplify the debt burden and escalate
debt servicing expenses, hedging costs, macroeconomic influences, and the ensuing
downward pressure on credit ratings attributed to exchange rate fluctuations. These
factors collectively strain cash flows, diminish profitability, and prompt creditor
apprehension regarding a firm’s stability and ability to fulfill debt obligations.

Identification of atypical situations, such as negative equity, absence of employees,
or lack of sales. In atypical situations like negative equity, absence of employees, or
lack of sales, the connection between bank credit risk becomes evident, highlighting
the need for careful risk assessment. Negative equity signifies financial distress and
limited collateral availability, elevating the risk of default. Likewise, the absence of
employees or lack of sales may signal operational challenges or an unsustainable
business model, raising doubts about the borrower’s capacity to generate revenue
and repay debt.
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Companies with records of payment incidents, reflecting instances of delayed or
defaulted payments to their business partners. Firms that register payment incidents
pose significant credit risk for banks, as past delinquencies signal financial instability
and increase the likelihood of default.

These dummy variables provide additional granularity to the model, capturing
various dimensions of firms’ operational characteristics and risk exposures. In total,
the qualitative module relies on approximately 30 indicators.

Themodeling process consists of several stages, constructed to ensure the validity
of the results.

The first stage consists of a logit model estimation on the entire timespan 2015–
2022, having a through-the-cycle approach. The initial list of variables is determined
using a stepwise procedurewith a 99%significance level. Finally, several logitmodels
are being run to check the robustness and stability of the overall results in various
configurations. This through-the-cycle model relies on approximately 580 thousand
observations, of which 14.7 thousand are defaults.

Secondly, a point-in-time estimation is conducted to cross-check the robustness
of the results. The estimation follows an approach similar to the one proposed by
Costeiu andNeagu [5]. The estimation is carried out for each year in the sample, using
one year of data for the development sample, on which the model is being trained.
Then, the model is re-estimated on the validation sample. The logit methodology
employed uses a backward selection method and is conducted in several steps. Initial
models (100) are estimated on random samples of 50:50 defaulting to non-defaulting
companies on the development sample (indicators at year t–1). Then, variables are
filtered out based on minimum significance and likelihood ratio tests. Secondly, the
final model is selected based on the frequency of explanatory variables and model
specification. Thirdly, the model is re-estimated with selected explanatory variables
on random samples of 50:50 defaulting to non-defaulting companies with indicators
at year t (out-of-sample estimation). The model parameters are derived as the mean
of coefficients’ distribution. Finally, to account for the true default rate, the intercept
within the logit formula is adjusted using the methodology proposed by King and
Zeng [8] that involves shifting the distribution of the PDs.

Rating scales provide a systematic method for evaluating the creditworthiness of
individuals or entities by assigningdefault probabilities to various risk categories. The
rating scale used in this paper to evaluate the riskiness of non-financial companies
is based on the one developed by Standard and Poor’s, with several adjustments,
proposing a higher granularity in the lower part of the scale. These adjustments
account for the tendency of Romanian companies to cluster in the lower part of
the rating scale and aim to ensure adequate granularity in the rating distribution by
subdividing several of the lower rating classes.
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28.3 Results

The qualitative Probability of Default (PD) model customized for Romania’s corpo-
rate sector, as depicted in Table 28.1, is developed following the methodological
framework outlined in Sect. 28.2. Data utilized for constructing the PD model
is procured from diverse sources. The dataset employed in model development
comprises around 580,000 observations spanning the timeframe from 2015 to 2022.
Companies exhibiting anomalies in their financial reports, such as negative turnover
or total assets, are meticulously excluded from the analysis to ensure data integrity
and model robustness.

The through-the-cycle Probability of Default (PD) logit model estimation unveils
significant insights into various factors influencing firms’ probability of default
within the Romanian non-financial companies’ sector.

The statistical significance evident in the overall results presented in Table 28.1
underscores the reliability of the model estimation. Across the various variables
analyzed, the coefficient values consistently demonstrate statistical significance.
Furthermore, all variables have the expected sign and are in line with the economic
theory.

In more details, the coefficient value of approximately –0.36 shows a negative
link between a company’s market position and its probability of default. This means
that firms with a stronger foothold in their markets tend to demonstrate a lower likeli-
hood of default. This trend persists consistently across all estimations and maintains
statistical significance. This is due to the fact that, in general, companies with a
robust market presence often benefit from more diversified revenue streams, expan-
sive customer bases, and heightened brand recognition. These factors collectively
bolster their resilience during economic downturns and mitigate the risk of default.

Conversely, the presence of payment incidents is associated with a substantial
increase in the probability of default, with a positive coefficient value exceeding 2.5.
This indicates that companies facing payment issues are at a significantly higher risk
of default.

Similarly, companies encountering atypical financial situations exhibit amarkedly
higher probability of default, with positive coefficient values around 0.85. This vari-
able consistently retains statistical significance across all estimations. Furthermore,
companies with higher arrears tend to demonstrate a higher probability of default.

The presence of foreign exchange (FX) loans also contributes to an increased
probability of default, with positive coefficient values ranging from approximately
0.25 to 0.28, a finding that remains statistically significant across all estimations.

Moreover, companies whose Gross Value Added (GVA) cycles synchronize with
the broader economic cycle demonstrate a lower probability of default, as indicated
by coefficient values ranging between approximately –0.36 and –0.51. This variable
maintains as well statistical significance across all estimations.
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Table 28.1 Through-the-cycle logit model estimations

(1) (2) (3) (4) (5) (6)

Variables

Company’s
market position

–0.3584*** –0.3757*** –0.3662*** –0.3627*** –0.3670*** –0.3684***

(0.00) (0.00) (0.00) (0.00) (0.00) (0.00)

Payment
incidents
(dummy)

2.5605*** 2.5640*** 2.5601*** 2.5632*** 2.5614*** 2.5554***

(0.00) (0.00) (0.00) (0.00) (0.00) (0.00)

GVA cycle
synchronization
(dummy)

–0.3610*** –0.5144*** –0.5009*** –0.4960*** –0.4805*** –0.5020***

(0.00) (0.00) (0.00) (0.00) (0.00) (0.00)

Atypical
financial
situations
(dummy)

0.8540*** 0.8637*** 0.8631*** 0.8534*** 0.8549*** 0.9130***

(0.00) (0.00) (0.00) (0.00) (0.00) (0.00)

FX loans
(dummy)

0.2589*** 0.2506*** 0.2832*** 0.2827*** 0.2665*** 0.2516***

(0.00) (0.00) (0.00) (0.00) (0.00) (0.00)

Arrears
(grades)

–0.3715*** –0.3685*** –0.3724*** –0.3729*** –0.3758*** –0.3591***

(0.00) (0.00) (0.00) (0.00) (0.00) (0.00)

Sales cycle
synchronization
(dummy)

–0.2510***

(0.00)

Employee cycle
dependency
(dummy)

0.2641***

(0.00)

Private–owned
companies
(dummy)

–0.1932***

(0.00)

Export activity
(dummy)

–0.2390***

(0.00)

Company’s
track record
(grades)

–0.0356***

(0.00)

(continued)
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Table 28.1 (continued)

(1) (2) (3) (4) (5) (6)

Shareholder
support
(grades)

–0.1174***

(0.00)

Constant –1.2153*** –1.2155*** –1.2068*** –1.2127*** –1.0827*** –1.0327***

(0.00) (0.00) (0.00) (0.00) (0.00) (0.00)

Observations 580,484 580,484 580,484 580,484 580,484 580,484

Pseudo R2 15.53% 15.53% 15.48% 15.49% 15.48% 15.58%

ROC 81.16% 81.02% 81.04% 81.07% 81.11% 81.10%

* p < 0.10 ** p < 0.05 *** p < 0.01; p-values in parentheses

Source Author’s estimations

Additionally, the model is estimated in several different specifications, which
include other variables such as sales cycle synchronization, employee cycle depen-
dency, private-owned companies, export activity, company’s track record, and share-
holder support, in order to check the robustness of the estimations. In essence, the
models’ performance remains consistent regardless of the model specification.

The model’s performance is assessed through pseudo-R-squared and Receiver
Operating Characteristic (ROC) metrics. The pseudo-R-squared values are ranging
from15.48 to 15.58%.Moreover, theROC remains relatively stable at 81%across the
models, indicating a sufficient level of predictive accuracy in distinguishing between
default and non-default cases.

The through-the-cycle PD models are cross-referenced with a point-in-time
version to validate their reliability across different temporal economic contexts. The
results exhibit general consistency between the outcomes generated by both models,
affirming the model’s stability and accuracy across diverse timeframes.

28.4 Conclusion

The current study utilizes a range of logit estimations with varied specifications
to evaluate the likelihood of default among non-financial companies in Romania,
providing additional valuable insights into the determinants of default probability.

The analysis reveals several key determinants of default within the Romanian
corporate sector. Notably, an inverse relationship between a company’s market posi-
tion and its likelihood of default, highlighting the resilience of firms with stronger
market footholds. Conversely, the presence of payment incidents and atypical finan-
cial situations significantly heightens the risk of default. The robustness of themodel’s
estimations is confirmed through various specifications, with consistent performance
assessed by pseudo-R-squared and ROC metrics. Moreover, cross-referencing the
through-the-cycle PD models with a point-in-time version affirms their reliability
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Fig. 28.1 (Average PD
versus realized default rate)

across different economic contexts, further enhancing confidence in their predictive
capabilities.

In conclusion, the qualitative module presented in this paper should be combined
with a model based on financial indicators to offer nuanced insights into a firm’s
ability to meet its bank debt obligations. Capturing qualitative factors often over-
looked by quantitative metrics alone enhances the accuracy and reliability of credit
risk assessment. This approach establishes a more robust framework for evaluating
credit risk and facilitates informed decision-making in credit risk management.

This tool hasmultiple applications. Firstly, it can serve as an input for stress-testing
frameworks that assess the impact of various scenarios on the probability of default
for non-financial companies. Secondly, it can be integrated into macroprudential
analyses. Lastly, and importantly, it can be employed in supervisory activities to
benchmark Internal Ratings-Based (IRB) models submitted by banks for approval.

There are several limitations of the qualitative PD model proposed in this paper.
Firstly, the default indicator currently relies on a subset of the CRR default defini-
tion, which may not capture all relevant default scenarios. Additionally, the model’s
reliance on the pandemic crisis as the sole instance of economic contraction might
introduce some bias, as this period’s unique circumstances might lead to an overes-
timation of the probability of default, as we can observe from the results during that
period.

28.5 Annex

See Figs. 28.1, 28.2, 28.3, 28.4 and 28.5.
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Fig. 28.2 Calibration
quality (Binomial test)

Fig. 28.3 Discriminatory
power

Fig. 28.4 Estimated PD
versus realized default rate
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Fig. 28.5 Rating distribution 2017–2022
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Chapter 29
Brand Associations Bibliometric Analysis

Alexandra Raluca Jelea , Adriana Manolică , Teodora Roman ,
and Patricea Elena Bertea

Abstract Connectivity in modern society has revolutionized communication
and interaction, transcending geographical barriers and fostering unprecedented
exchange of information and ideas. Enabled by rapid technological advancement,
connectivity has democratized access to knowledge, transformed various sectors
including education, healthcare, and business, and reshaped social interactions.
Moreover, connectivity has played a crucial role in reshaping the global economy,
facilitating seamless trade, and creating new opportunities for businesses and
entrepreneurs. In the context of brand associations, a bibliometric analysis was
conducted to provide insights into the existing literature. Results revealed a growing
interest in the topic, with a significant number of publications primarily focused on
quantitative studies within the business domain. However, there remains a notable
gap in qualitative studies exploring brand associations, indicating opportunities for
further research and innovation. Overall, the analysis underscores the importance of
connectivity in driving growth, innovation, and deeper connections with consumers
in the sphere of brand associations.

29.1 From Connectivity to Brand Associations

In modern society, connectivity has become a pillar that revolutionized the way we
communicate, collaborate, and interact with the world around us [1]. In this era of
rapid technological advancement, connectivity serves as the bridge that transcends
geographical barriers, connecting individuals, communities, and nations in ways
never thought possible.

The advent of the digital revolution has unleashed unprecedented connectivity,
facilitating the exchange of information and ideas across vast distances. The develop-
ment of smartphones, high-speed Internet, and social media platforms has democra-
tized access to knowledge, enabling individuals fromdiverse backgrounds to connect,
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learn, and share experiences [2]. Connectivity has transformed education, healthcare,
business, and entertainment, creating opportunities for economic growth, innovation,
and social progress.

Connectivity has revolutionized social interactions, fostering a sense of belonging
and unity among individuals irrespective of their physical location. Socialmedia plat-
forms have become virtual communities where people connect, share their thoughts,
and engage in meaningful conversations [3]. These online communities ignore
geographical boundaries, bringing together individuals with shared interests and
passions, leading to the formation of global networks and collaborations. Moreover,
connectivity has enabled marginalized communities to find their voices.

The global economy was reshaped by facilitating seamless trade and creating
new opportunities for businesses and entrepreneurs. E-commerce platforms have
opened markets beyond borders, allowing small-scale enterprises to reach a global
customer base [4]. Throughonline platforms, individuals can nowengage in freelance
work, connecting with clients and employers worldwide. Connectivity has fostered
economic integration, breaking down barriers to trade and investment, and fuelling
economic growth and development.

Brand associations represent the connections or associations that consumersmake
between brands and various attributes like quality, value for money, or reputation [5].
The impact of these associations is significant since strong and positive associations
can lead to fast purchasing decisions and help increasing the brand loyalty.

In the past, brand associations were mostly viewed as a way of highlighting the
differences between products or services provided by different companies [5]. By
focusing on building positive associations with their own brands using advertising,
creating a strong visual identity (logos or mascots), or other promoting methods
the companies would gain a better reach to the customers and obtain a clear and
recognizable brand image.

Recently, the way that companies view and approach brand associations has
become more complex. Simply focusing on positive associations is not enough
and many companies are looking to establish a network of positive associations
including links with other brands, organizations, and causes that match their values
and missions [6].

A good example is the concept of “purpose-driven branding,” where companies
focus on aligning their brand with a specific social or environmental cause in order to
build positive associations and connect with consumers who care about those issues
[7]. Another approach is “experience-driven branding” where the focus is on creating
a general experience for the customer that aligns with the brand message and values.

Smartly connected brands rely on data and technology to identify opportunities
for partnerships and collaborations that align with their values and mission [8]. They
leverage these partnerships to reach new audiences, gain access to new resources and
expertise, and create new opportunities for growth and innovation. For example, a
brandmay partner with a non-profit organization to support a social cause or collabo-
rate with another brand to develop a new product or service. These partnerships help
to build positive associations with the brand, while also providing valuable resources
and expertise that can help the brand to grow and evolve.
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Using technology to personalize their communication with the customers, and
to create a seamless customer experience across different touchpoints is another
approach used by smartly connected brands. This can be achieved by gathering data
from customer interactions with the brand and using it to personalize the customer
experience and build loyalty.

Overall, smartly connected brands are those that use data and technology to iden-
tify and pursue strategic partnerships and collaborations, which ultimately drive
growth and innovation upwards, and create deeper connections with consumers.

In the following chapter, the research methodology will be further explained,
followed by the bibliometric analysis conducted on brand associations, where also
the topic of the bibliometric table is addressed, leading in the end to a conclusion
part.

29.2 Research and Methodology

In our study, we employed the Web of Science platform, a widely respected biblio-
graphic database, as our primary tool for conducting a bibliometric analysis. Initially,
we conducted searches within the Web of Science database using the term “brand
associations,” searching across all available fields, meaning that the search was not
restricted to be found only in the title or abstract. Other constructs were not taken
into consideration, becauseWeb of Science returned the same results when searching
“brand association” as for “brand associations.” This action was made because we
wanted to see what was the pool of answers. From the results, it is shown in Fig. 29.1
the domains on which the most articles have been written. From those results, there
were excluded the domains which had nothing to do with the economy. Only cate-
gories like business, management, hospitality, leisure, environmental sciences, busi-
ness finance, and behavioral sciences were selected. There was another filtering step,
that which only journal articles and conference proceedings were chosen. The search
results were then refined once more based on the number of citations, meaning that
the dataset was ordered from articles with the highest number of citations to the
smallest, and retaining the top 1000 records for further analysis. This sample size
was chosen to be only 1000 results, because of the level of difficulty it would have
risen for choosing the right articles for the bibliometric table. This approach has been
used before by Zübeyir Çelik when creating a bibliometric analysis of Flow Theory
[9].

Subsequently, the dataset containing all results after refining the dataset with
articles only from the economic domain, was imported into VOSviewer for further
examination. Various computations were performed, including the identification of
the most co-cited authors and the most frequently used keywords.

To proceed, two experts in the field of Marketing were engaged to select at least
one article per year from each dataset, focusing on its relevance to the respective
terms. One of the specialists is a Marketing Professor and the other one is a branding
specialist at a branding agency. For the construct of “brand associations,” a total of
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Fig. 29.1 The domains which got the most publications for the term “brand association.” Source
Computed from Web of Science

46 studies were selected. The criteria on which they selected the articles was that
the articles should have the construct “brand associations” in the title. These chosen
studies underwent a detailed bibliometric analysis, exploring seven dimensions.

For the visualization and analysis of co-occurrence maps and keywords, we
utilized VOSviewer version 1.6.18, a software developed by Ness Jan van Eck and
Ludo Waltman [10].

29.3 Bibliometric Analysis of Brand Associations

To get a broad view of what is the state of existing literature for the term “brand
associations,” a bibliometric analysis was made. For this term there was specific
information gathered, like the domains inwhich the termwasmostly used, the number
of published articles, the number of citations for a specific period, and an analysis
using VOSviewer was done to show the co-citation of authors and the mostly used
keywords.

29.3.1 Web of Science Info-graphs

When searching the term “brand associations” on Web of Science there were 8,952
results. There were no constraints regarding the search, so the term was found in all
fields. This is a term that first appeared in 1979,while other connected terms like smart
brands emerged in 1998 and smart objects in 1996. The publications are scattered
in different domains and the first 3 places are occupied by the following: business,
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management, and public environmental occupational health. A brand association is
a mental connection a customer makes between your brand and a concept, image,
emotion, experience, person, interest, or activity. This association can be immediately
positive or negative and it heavily influences purchase decisions.

Since the field of interest of this research goes toward economy, the following
fields were selected Business, Management, Economics, Communication, Neuro-
sciences, Business Finance, Behavioral Sciences, Public Administration, and Inter-
national Relations. The results after this selection were 3228 publications. The first
publication on brand associations from the selected domains was in 1986. The trend
is upward with 2020 and 2021 being the year with the highest number of publications
and the year 2023 for citations.

The main type of documents which were published were articles, followed by
proceeding papers and meeting abstracts. The main affiliations from the published
articles are RLUK Research Libraries UK, the State University System of Florida,
and the Pennsylvania Commonwealth System of Higher Education PCSHE. The
most published authors are Brand Serge, Kowall Neil, and Levey Allan (Fig. 29.2).

From the 3228-result database, the first 1000 publications were chosen and
uploaded in VOSviewer using the same computations as for the previous terms
and the 3D co-citation visualization of authors resulted. The figure below shows that
the author with the highest number of citations is Brand. There are three clusters
linked to this co-citation. As seen in the figure below, Hollebeek has been co-cited
by Kunkel, Smith, and Sigurdsson. While Kunkel has been cited by Funk, Kim, and
Ko (Fig. 29.3).

The second type of analysismadewas findingwhich are themost used keywords in
the publications when searching for the term “brand associations.” There were 4286
keywords in total. The most used keywords are impact, satisfaction, behavior, word
of mouth, social media, association, memory, etc. There are also some outliers like

Fig. 29.2 Number of published articles and citations for brand association. SourceComputed from
Web of Science
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Fig. 29.3 Brand association articles co-citation. Source Own processing in VOSviewer

association patterns, social network analysis, network analysis, user participation,
etc. These are very important keywords since association patterns will be used in the
practical part of this research. There will be an analysis made on networks conceived
from associations of smart consumers.

From Fig. 29.4, there are around four clusters which are formed based on color:

Fig. 29.4. Keywords for the term “brand association.” Source Own processing in VOSviewer
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– Red color cluster: reflects the attitudes and cognitive side of consumers, consisting
in words like recall, context, and association test.

– Dark blue color cluster: reflects the consumption side of consumers, consisting
in words like intention, patterns, and exposure.

– Yellow color cluster: reflects the satisfaction of consumers, consisting in words
like loyalty, perceived value, and commitment.

– Light blue color cluster: reflects the impact of corporate social responsibility,
consisting in words like company, consumer trust, and brand identification.

29.3.2 Bibliometric Analysis for Brand Association

From the 1000 records database, the publications which are going to be used for the
bibliometric analysis were selected. They were selected as following: for the years
which have only one publication per year, that publication was considered, and from
years which had more publications, one or two articles were chosen by specialists.
There were 46 selected studies (Table 29.1).

As can be seen in the table above, a chronological analysis of the findings in the
time period from1989 to the present is given.Among the selected 46 studies, there are
more studies with two authors (45,65%) journal articles (97,82%) and quantitative
(71,73%) studies on brand associations. At the same time, it is noticeable that among
the 46 studies chosen, the other most selected is the analysis unit (71,73%), and the
sample size in most of the studies is less than one thousand or strictly one thousand
(76,08%). The mixed method (63,04%) was used for data collection and all the
studies are 100% open access.

29.4 Conclusions

The bibliometric analysis provided valuable insights into the current state of research
on brand associations. By getting into the Web of Science database, we were able to
identify key trends and areas of focus within this field: the number of publications
on brand associations has steadily increased, particularly in the fields of business,
management, and economics. This reflects the growing recognition of brand asso-
ciations as a crucial factor influencing consumer behavior. The analysis revealed
prominent authors in the field and highlighted potential collaborations based on
co-citation patterns. This information can be valuable for researchers seeking to
build upon existing knowledge. Overall, the bibliometric analysis serves as a valu-
able starting point for further research on brand associations since it has identified
areas of established knowledge and emerging trends. From the bibliometric study, it
is observable that there are many studies and articles written specifically on brand
associations. However, there is still room for innovation, like for example from all the
studies chosen, there were not so many qualitative ones when analyzing the “brand
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associations” term. Even if quantitative studies prove facts, there are still many ideas
and concepts which could be discovered by using the qualitative method. There is a
noticeable gap in existing literature regarding the fact that “brand associations” is a
term mostly used in marketing, however, from the published articles, the majority is
written in the field of business.

This comprehensive understanding of the current research landscape paves the
way for a deeper exploration of howbrands can build and leverage strong associations
to connect with consumers in a meaningful way.

Limitations for this research are residing in the fact that the only chosen database
was the Web of Science, meaning that some of the articles which can be found in
other online databases have not been taken into consideration.

References

1. Hakvoort, G., Beale, R., Ch’ng, E.: Connect and connectivity: revealing a world of interactions.
In:CHI ’13 extended abstracts onhuman factors in computing systems, inCHIEA’13, pp. 1647–
1652. Association for Computing Machinery, New York, NY, USA (2013). https://doi.org/10.
1145/2468356.2468651

2. Warschauer, M.: Technology and social inclusion: Rethinking the digital divide. MIT Press
3. Preece, J., Maloney-Krichmar, D.: Online communities: Focusing on sociability and usability
4. Savrul, M., Incekara, A., Sener, S.: The potential of E-commerce for SMEs in a globalizing

business environment. Procedia—Social Behav. Sci. 150, 35–45 (2014). https://doi.org/10.
1016/j.sbspro.2014.09.005

5. Thellefsen, T., Sørensen, B.:What brand associations are. Sign Systems Studies 43, 191 (2015).
https://doi.org/10.12697/SSS.2015.43.2-3.03

6. Priluck Grossman R (1997) Co-branding in advertising: developing effective associations. J.
Product Brand Manag, 6(3), 191–201 (1997). https://doi.org/10.1108/10610429710175709

7. Berglind, M., Nakata, C.: Cause-related marketing: More buck than bang? Bus. Horiz. 48(5),
443–453 (2005). https://doi.org/10.1016/j.bushor.2005.04.008

8. Patil P.: (2018) How brands connect to technology. In: von Gizycki V, Elias CA (eds),
Omnichannel branding: Digitalisierung als basis erlebnis- und beziehungsorientierter marken-
führung, pp. 21–44. Springer Fachmedien, Wiesbaden (2018). https://doi.org/10.1007/978-3-
658-21450-0_2

9. Çeli̇k Z, Uslu A (2022) Bibliometric analysis of flow theory from past to present with visual
mapping technique: A marketing-sided approach. Öneri Dergisi, 17(57), Art. no. 57. https://
doi.org/10.14783/maruoneri.990480

10. “VOSviewer—Visualizing scientific landscapes.” Accessed 31 Mar 2024. [Online]. https://
www.vosviewer.com/

https://doi.org/10.1145/2468356.2468651
https://doi.org/10.1016/j.sbspro.2014.09.005
https://doi.org/10.12697/SSS.2015.43.2-3.03
https://doi.org/10.1108/10610429710175709
https://doi.org/10.1016/j.bushor.2005.04.008
https://doi.org/10.1007/978-3-658-21450-0_2
https://doi.org/10.14783/maruoneri.990480
https://www.vosviewer.com/


Chapter 30
Community Detection on an European
Airports Network

Mioara Băncescu and Adina Gabriela Iliuţă

Abstract Topics related to community detection and complexnetwork indicators are
increasing notoriety in the literature. In this research, we focus on network indicators
such as average degree, average clustering coefficient, average path length, network
density, network diameter, nodes centrality, and on detecting communities with the
Louvain algorithm. We build an European airports network and apply and discuss
the network indicators, as well as the community detection algorithm. The primary
aim of the research is to analyze several network indicators and to check how the
split of the network in communities is changing the range of values for the respective
network indicators when computed at the community level. The paper addresses a
novel approach in the field of air transportation, firstly by representing 50 European
airports and the flights operated with the help of a network, and then by illustrating
how community detection can be applied to identify relevant groups of airports.

30.1 Introduction

Complex adaptive systems are found all around us, most real systems are complex
adaptive ones. Connectivity and interdependence in complex adaptive systems imply
that a decision or actionmade by one element of the systemwill affect other elements
of the system. What makes a system to be a system and not simply a collection of
elements are the connections and interactions between its components.

Studying connectivity and interdependence in complex adaptive systems is related
in practice to studying complex networks. Many measures and methods have been
developed to analyze complex networks, including measures of node importance,
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node clustering, network modularity, the correlation between degrees of neigh-
boring nodes, or extraction of network community structures. Community detec-
tion in networks and a diversity of network indicators have attracted great scientific
interest.

The network is a heavily overloaded term used to denote relational data in a
vast number of applications, and network analysis is carried out in areas such as
social networks, transportation systems, electrical circuits, communication networks,
epidemiology, bioinformatics, hypertext systems, text analysis, bibliometrics, orga-
nization theory, project planning, complex systems, genealogical research or event
analysis [2].

The primary novel contributions of this study in the field of air transportation are:
firstly to represent 50 European airports and the flights operated with the help of a
network, and then to illustrate how community detection can be applied to identify
relevant groups of airports.

The paper proceeds as follows. In Sect. 30.2 we present related work, covering
relevant studies using network analysis and network clustering. Section 30.3 intro-
duces several network indicators and the Louvain algorithm. In Sects. 30.4 we
present entry data, the European airports network designed, computational results
after applying the network measures and Louvain algorithm. Conclusions and future
research avenues are highlighted in Sect. 30.5.

30.2 Related Work

In the field of air transportation, airport networks have been widely studied. Wang
et al. [10] demonstrated that the constructionof an airport network fromdelaydata can
provide new insights into the fundamental properties of the air transport system and,
from a more practical point of view, have identified several influential airports and
general patterns in the air transport system, after carrying out the comparison between
delay networks in China and USA. Ceria et al. [3] have modeled airport traffic
congestion contagion on three airport transportation networks, aiming to identify
the airport’s vulnerability, i.e., probability of being congested, using nodal infection
probabilities.

Network clustering quantifies the propensity of two neighbors of the same vertex
to also be neighbors of each other, forming triangle-shaped configurations in the
network [9]. Asim et al. [1] have performed extensive experimentations to compare
the performance of their proposed network clustering methods with the state-of-
the-art algorithms Clauset, Newmans eigenvector, and Louvain algorithm, on five
real graph datasets. Makris et al. [7] proposed a novel distributed methodology
exploring the value of community detection algorithms for the text annotation
problem, introducing community coherence metric.



30 Community Detection on an European Airports Network 345

30.3 Methods

Node degree, isolated network node, average degree, average clustering coefficient,
average path length, network density, network diameter, and closeness centrality are
introduced at the beginning of this section. More details are available to review in
[8].

The degree of a vertex i, di, is given by the number of edges incident to that vertex.
If no edge is incident to a vertex, we call the respective node an isolated network
node. Network average degree d , the average number of incident edges to a node, is
an indicator that measures howmany incident edges a network node has, on average.
It is calculated as twice the number of edges, nE, divided by the number of vertices,
N:

d = 2 ∗ nE

N
(30.1)

Network density measures the number of edges of the graph relative to the
maximum possible number of edges in the graph:

Den = 2 ∗ nE

N (N − 1)
(30.2)

The average path length in the network, l, is given by the average number of edges
to be traversed on the shortest path between any two nodes of the network:

l = 2

N (N − 1)

N∑

i=1

N∑

j=1

lmin(i, j), i �= j (30.3)

where lmin(i, j) is the shortest distance between nodes i and j, i.e., the minimum
number of edges to be traversed on the shortest path between the two nodes.

The diameter of the network D represents the longest minimum path in the
network:

D = max(lmin(i, j)) (30.4)

Node clustering coefficient, Ci, is defined as the ratio between the number of
existing links Ei and the number of potential links between the neighbors of the
analyzed node:

Ci = 2Ei

ki(ki − 1)
(30.5)

where ki represents the number of neighbors of node i. And the average network
clustering coefficient, C, signifies how dense the vicinity of network nodes is, on
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average, being calculated as an average of all network nodes clustering coefficients:

C =
∑N

i=1 Ci

N
(30.6)

Node closeness centrality, Cc(i), indicates the importance (centrality) of a node
in the network from the perspective of the node’s proximity to all other nodes in the
network. It is calculated as the ratio of the maximum possible number of connections
to the respective node and the sum of the shortest distances from that node to the
other nodes of the network:

Cc(i) = N − 1∑n
j=1,j �=i lmin(i, j)

(30.7)

Louvain algorithm allows detecting communities (groups, modules, clusters)
among the nodes of the network. As a first step, it involves computing the modularity
indicator. The network modularity measures the potential for dividing the network
into communities based on the density of connections between nodes within each
community. The calculation formula is based on the difference between the number
of edges existing within a community and the maximum potential number of edges
within that community:

Q = 1

2 ∗ nE

∑

i,j

(Ai,j − d(i)d(j)

2 ∗ nE
)δ

(
C(i),C(j)

)
(30.8)

where Ai,j denotes adjacence matrix elements, having values of 1 if there is a connec-
tion between nodes i and j, or 0 otherwise, d(i) measures the degree of vertex i, d(j)
measures the degree of vertex j, C(i) denotes the community for vertex i, C(j) denotes
the community for vertex j, and δ

(
C(i),C(j)

)
is Kronecker delta function:

δ
(
C(i),C(j)

) =
{
1, if C(i) = C(j)

0, otherwise
(30.9)

As the next step of the algorithm, every vertex is a community. Then, according
to the change in edge density at the cluster level, the community gradually merges
with its neighbors. At every iteration, the network modularity is recalculated: if the
indicator value increases with the merge of a node into a community, that node
is kept in the respective community, otherwise not. The algorithm stops when it
cannot obtain a gain in network modularity by moving any node in the neighborhood
community. More on the Louvain algorithm can be reviewed in Kanavos et al. [5]
and Gupta [4].
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30.4 Results and Discussion

The input data used in the case study was collected from an airline company report
(Lufthansa 2022). It contains two data sets: one for the nodes of the networks,
consisting in 50 European airports, and another data set with 366 observations, for the
edges of the networks, representing the regular flights the company operated at the
analysis time, across the airports. A portion of the input data is shown in Tables 30.1
and 30.2.

As shown in Fig. 30.1, we created a graph, with the elements of the adjacency
matrix taking value 1, if two airports are connected, and 0, if the respective two nodes
are not connected via a direct flight offered. The airports network designed in Gephi
provides a visual representation of the entire input dataset.

We apply the concepts of node degree, average degree, average clustering coef-
ficient, average path length, network density, network diameter, and closeness
centrality which we described previously in the methodology part. The results in
Tables 30.3, 30.4, and 30.5 were computed by using the RStudio program.

Table 30.1 A portion of the
network nodes input data Airport ID Airport label

IST Istanbul

LHR Heathrow London

CDG Charles de Gaulle Paris

AMS Schiphol Amsterdam

MAD Madrid

FRA Frankfurt

BCN Barcelona

MUC Munich

VKO Vnukovo

Table 30.2 A portion of the
network edges input data Source Target

FRA CDG

CDG FRA

FRA NCE

NCE FRA

FRA LYS

LYS FRA

FRA MAD

MAD FRA

FRA BCN

BCN FRA
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Fig. 30.1 The graphic illustration of the network

Table 30.3 Results of
network indicators Network indicator Value

Density 0.298

Diameter 5

Average clustering coefficient 0.63

Average path length 2

Average degree 14.93

Table 30.4 Most relevant
results of nodes degree and
closeness centrality

Node label Node degree Node closeness centrality

Frankfurt 78 0.0192

Munich 72 0.0182

Vienna 58 0.0161

Bruxelles 53 0.0156

Bologna 33 0.0133

Paris CDG 23 0.0125

Barcelona 18 0.0122

Athens 14 0.012

Nice 14 0.0117
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Table 30.5 Results of community indicators

Community Community nodes Community
density

Community
average path
length

Com. 1 FRA, BLQ, IST, MAD, SPC, FAO, WAW,
KRK, SVQ, SOF

0.77 1.44

Com. 2 MUC, LHR, LIS, DUB, MAN, HEL, OPO,
STR

0.75 1.40

Com. 3 CDG, NCE, ATH, LGW, ORY, IBZ, BGY 0.66 1.67

Com. 4 BRU, BCN, AMS, CPH, BER, ALC, LTN,
VLC, DUS, PMO, EIN

0.53 1.66

Com. 5 VIE, ZRH, OSL, ARN, GVA, FCO, NAP,
CTA, MXP, LYS

0.82 1.42

The network density of 0.298 shows that the network is relatively sparse, having
nearly 30% of the maximum possible number of connections. Airline companies
like Lufthansa are taking in considerations a mix of economic, social, and political
criteria when deciding which routes to operate. The network diameter indicates that
the longest shortest path between any two network airports is of 5 connections. The
average clustering coefficient having the value of 0.63 shows that the density of
connections in the immediate neighborhood of the nodes is medium to high, and this
can be interpreted as a signal that the network can be split into several subgraphs,
with a high density of connections inside each subgraph. It can be observed that on
average, to arrive at a network node from any other network node, it is needed to
use two airport connections, as the average path length is of 2. The average network
degree is 14.93, indicating that on average a network node has nearly 15 connections
with other network nodes.

For the network nodes are isolated, no airline connection being offered by the
company at the analysis time, in the context of the Russian-Ukrainian military
conflict.

Looking at nodedegree, the results showFrankfurt InternationalAirport as having
the highest number of connections with other European airports, 78 connections,
followed byMunich Airport (72 connections), and Vienna Airport (58 connections).
The closeness centrality indicator confirms the same ranking among airports indi-
cated by node degrees: Frankfurt, followed byMunich, Vienna, Bruxelles, Bologna,
Paris CDG, Barcelona, Athens, and Nice.

Figure 30.2 illustrates the communities of nodes detected after applying the
Louvain algorithm, an algorithmwhichwas detailed in Sect. 30.3. The network nodes
are assigned to five communities. The isolated network nodes are not assigned any
community by the algorithm. Table 30.5 shows the componence of each community,
community density, and community average path length.

It can be observed from Table 30.5 that Communities 1 and 5 have 10 nodes
each, community 2 has 8 nodes, community 3 has 7 nodes, and community 4 has 11
nodes. In each community there is at least one airport node with a high degree and
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Fig. 30.2 Network communities

closeness centrality: Frankfurt and Bologna in community 1,Munich in community
2, Paris CDG, Nice, Athens in community 3, Bruxelles, Barcelona in community 4,
and Vienna in community 5.

The density of connections inside each community ranges from 0.53 (community
4) to 0.82 (community 5). The results show that each community has a higher density
of connections than the network density (0.298). Also, the split of the network in
communities led to a decrease of the average path length inside each of the 5 groups.
If the average path length for the network is 2, inside each community, the average
path length ranges from 1.4 to 1.67, meaning that in average, to arrive to a community
network node from any other community network node, it is needed to use less than
two airport connections.
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30.5 Conclusions

In this paper, we addressed the problem of detecting communities in networks with
the Louvain algorithm. We illustrated how community detection can be applied to
identify relevant groups of European airports, that looked like network nodes. Also,
we calculated several network indicators, average degree, average clustering coeffi-
cient, average path length, network density, network diameter, and nodes closeness
centrality on an European airports network we have designed. We analyzed those
network indicators and determined that the split of the network in communities is
changing the range of values for the connection density and for the average path
length indicators when computed at the community level. We have seen that each
community has a higher density of connections than the network density and that the
community split of the network led to a decrease in the average path length inside
each group.

We described a methodology that can be used to compute network indicators,
useful to measure relationships among sets of entities in a network, or to detect
communities of nodes among the total set of network nodes. In the case study, we
created a network consisting in 50 nodes representing European airports, and 366
network edges, representing regular flights Lufthansa company operates across the
airports. We discussed the 5 communities detected based on maximizing network
modularity.

Future research avenues are addressing more diverse algorithms for community
detection in networks and how the study could be extended to integrate network
indicators into various networks: in economics, in education, in social networks,
communication networks, or transportation ones.
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Chapter 31
The Impact of MinimumWage
on Employment. The Case of Romania

Georgiana Stănciulescu and Mădălina Ecaterina Popescu

Abstract The minimum wage is probably one of the most debated topics among
economists, and its impact on other macroeconomic variables is challenged by
numerous studies. Therefore, it is of high importance to understand how theminimum
wage influences the economy. The heightened attention that this index receives at
the European level is noticeable both through the recently published directives and
through the numerous studies dealing with this subject. This article aims to analyze
how the minimum wage, together with a set of other relevant economic indicators,
influences the employment rate in Romania, both in total and among young people,
because the expectation is that the impact is greater among young people, the latter
being the ones who can get easier a minimum salary at the beginning of their career.
The considered period is 2000–2022, and the examined variables are the following:
in-work productivity, minimum wage, and the employment rate. Regression models
were estimated for each category separately: total employment, as well as young
women and men under 24 years, male and female employed.

31.1 Introduction

The minimum wage does represent one of the most discussed topics both at the
national and international levels and European states are still trying to define this
concept and determine how it influences the economy or parts of it. The theories
are multiple, and the definitions are also different depending on the perspective
from which we analyze its influence. One of the most accurate definitions of the
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minimumwage is provided by the International Labor Organization, which describes
the minimum wage as “the minimum amount of remuneration that an employer is
required to pay wage earners for the work performed during a given period, which
cannot be reduced by collective agreement or an individual contract”. Depending
on the perspective, definitions may vary; however, the concept of minimum wage is
well known by the entire society.

As there are multiple definitions in the literature, each of them refers to a partic-
ular aspect of the minimum wage: some are providing information on the nature of
this indicator, while others claim its calculation or indexing method. All of them are
important and contribute to the overall understanding of this concept. In terms of
regulatory limitations, the minimum wage can be set by the state or other competent
national authorities, courts, and councils. There are also situationswhen theminimum
wage is set up by collective agreements and also the case when no minimum wage
is set on a national/industry level. However, official statistics provided by the Inter-
national Labor Organization show that in 90% of ILO Member States, Europe is the
continent with the highest percentage.

Being such an important topic, economists have been permanently eager to under-
stand and predict the consequences arisen from the evolution of the minimum wage.
In particular, for this article, the interest was how it may influence employment. One
can quantify the impact of the minimum wage on the employment rate by searching
for several regression models which provide relevant information on how this inter-
action evolves. From a technical perspective, we chose to analyze the relationship
between minimum wage and employment rate by considering three categories: total
population, females under 24, and males under 24. The reason for choosing the
three age groups in the analysis is because the literature indicates a higher impact of
minimum wage on young people [4].

31.2 Literature Review

The complexity of the overall minimum wage mechanism is that it can strongly
affect the companies’ behavior in relation to employees and authorities. According
tomost studies regardingminimumwage, firmsmay intentionallymodify employees’
schedule or other aspects in order to respond to minimum wage rises. One of the
most recent definitions officially given for the minimum wage belongs to ILO 2014,
par. 68.

The worldwide literature is very generous on the subject of minimum wage,
with studies showing that among the most important aspects in reducing the national
income disparity remains theminimumwage level [6]. Even though at the worldwide
level the problematic ofminimumwage is well explained and captured, the analytical
analysis of wage distribution is partially incomplete for the specific case of Romania,
considering the strong disruption of the reforming process on the labor market.
Moreover, an important aspect in studying the minimum wage process and behavior
is the political field, which in the case of Romania has been quite unstable lately.



31 The Impact of Minimum Wage on Employment. The Case of Romania 355

Economists have always been interested to investigate the consequences of
minimum wages on the occupation level, but also on the overall phenomena gener-
ated by theminimumwage policy on the labormarket level. In 1946,George Stigler, a
remarkable American economist, formulated the first neoclassical hypotheses on the
consequences ofminimumwage policies, whichwere at that time contested byLester
economist. The difference between the neoclassical approach and the new economic
Lester’s approach on the impact of salary is mainly explained by the source of exam-
ined data. While the neoclassical approach aims to analyze annual macroeconomic
data, the new economic approach uses monthly information procured from popula-
tion surveys at the microeconomic level. However, the minimum wage remains an
extremely controversial topic continuously debated, hence we often find theoretical
and empirical contradictory arguments.

Several authors tried to explain or to provide the literature with an exhaustive
definition of the minimum wage and to establish this macroeconomic mechanism.
According to Levin-Waldman, themost important reason for establishing aminimum
wage mechanism is to set up a legal ground for workers to earn at least above the
subsistence level. In fact, it is of high importance a minimum wage threshold might
provide the person the opportunity to live above the poverty line. This was also one
of the earliest arguments for implementing a minimumwage policy in the nineteenth
century.Moreover, it is of high importance for a state to assure its population of decent
living conditions, one aspect of this network being the minimum wage threshold.

Moreover, the literature tries to provide with a set of answers regarding how
the minimum wage threshold would affect productivity or other macroeconomic
indicators [9]. One of the first perspectives on this aspect is given by an English
economist, Webb [10], who stated that there is a direct relationship between the
way the employers are paid, their energy, motivation, and loyalty to the employers.
Although the minimum wage is a controversial topic in Romanian politics, the liter-
ature often shows that there is a positive effect generated by the minimum wage
increase on the Romanian economy and society. In the most recent years, Romania
experienced an accelerated increase in the minimum wage, especially between 2014
and 2018: from 900 to 1900 RON, registering an increase of above 200%. Inflation
was kept under control in this period, and so was the unemployment rate. Therefore,
these resulted in an increase in incomes for the part of the labor force with the lowest
bargaining power.

According to the 23rd article of the Universal Declaration of Human Rights,
“everyone who works has the right to just and favorable remuneration ensuring for
himself and his family an existence worthy of human dignity, and supplemented, if
necessary, by other means of social protection”. Therefore, considering each devel-
opment stage of the Member States, the minimumwage threshold may guarantee the
fulfillment of the basic needs of employees. In 1928, the International Labor Orga-
nization (ILO) has recognized for the first time the concept of minimum wage and
provided a set of recommendation throughout theMinimumWage FixingMachinery
Convention, no 26. The use of minimum wage was however also a controversial
subject at that time, both from the economic and the political perspectives. There is
a major contradiction between the social-based arguments and the economic-based
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theories [12]. While for the first category, the promoters claim that rising minimum
wage leads to an increase in the living standards of the low-skilled workers, the
latter highlights the possibility of a negative impact on a set of economic indicators
like competitiveness, inflation, and employment rates. The entire debate onminimum
wage becomes more andmore thrilling when it comes to the latest directive issued by
the Commission on adequate minimumwages within Member States. The minimum
policy therefore raises several questions, such as: what is the optimal level of the
minimumwage?What is the impact of the minimumwage increase on the economic
growth? Can we find a suitable mechanism for the minimum wage increase? How
effective is minimum wage in reducing income inequalities? Is minimum wage a
feasible mechanism to reduce the poverty rate among population? What are the
biggest challenges for a state when implementing a minimum wage mechanism?

While the first studies were mostly describing how the minimum salary and
employment rate are being linked, the literature was gradually enriched during the
last few decades, when multiple correlations between minimum wage and other
macroeconomic indicators have been seriously studied. One of the first econometric
estimations underlying how the minimum wage affects the employment rate was
developed in the early 80s. Back then, it was considered to be a common notion
that a rise in the minimum wage threshold will decrease the firms’ hiring initiatives
and thus lower the employment [13]. The theory seemed to be so clear that most
economists did not question it until the early 90s. In 1983, Schaafsma and Walsh
performed empirical researches covering the 1975–1979 years and pointed out that
minimum wage has a negative effect on the employment rate and labor force for
all the ages groups included in their study. Generally speaking, teenagers and the
lower-skilled workers are the ones mostly affected by the increase in the minimum
wage, as most of them are being paid with this salary. Moreover, Brown suggested in
several studies from 1982 to 1983 that the employment sensitivity to the minimum
wage increase is somewhere between –0.1 and –0.3. His team also mentioned that
the higher values correspond to the employment of young people.

A decade later, Card and Krueger [15] performed several analyses on what the
consequences of a minimum wage rise would be in the United States. Their study
evaluated the industry of fast-food restaurants because it is commonly characterized
by unskilled workers paid at lower rates. The analysis concluded that there is no
negative effect of a minimum wage rise from 4 to 5 USD/hour on employment.
Moreover, they even showed that for this kind of industry where there are mostly
hired lower-skilled workers, there might be even a positive relationship between the
two variables. Taking this into account, we might expect that the low-paid workers
are positively sensitive to the minimum wage increases.

This perspective was seriously debated even later. In the 2000 years, Neumark
and Wascher [16] have conducted several studies and found out that there might be
higher elasticity levels for certain categories of employees. It has been even found
there are countries having positive levels of elasticity. Studies like the one conducted
byAlatas and Cameron [17] analyzed the case of some emerging economies and they
proved that an increase in the minimum wage does not negatively affect large firms
and corporations, but only the employment in smaller domestically owned firms. As



31 The Impact of Minimum Wage on Employment. The Case of Romania 357

the time pass, most of the recent studies have shown that the impact of minimum
wage on employment is either insignificant or positive, at least on long term.

While all of these studies aim to explain how minimum salary influences certain
macroeconomic indicators, the case of Romania nowadays seems to be somehow
restricted by the latest European Directive issued by the European Parliament: Direc-
tive (EU) 2022/2041 on adequate minimum wages in the European Union. With
respect to this, Romania has to implement an adequate minimumwage setting mech-
anism by the end of 2024. Thus, from the most recent Eurostat data on the monthly
minimumwage levels, it seems that Romania (having aminimumwage of around 600
euros) ranks among the last countries in the European Union, only above Hungary
andBulgaria. Although theminimumwage topic does not appear to be such a priority
for a couple of countries, it is one of the subjects positioned as a priority on the work
agenda of the European institutions.

31.3 Methodology and Data

In this paper, we aim to evaluate the minimum wage impact on employment for the
case of Romania considering quarterly data for the 2000–2022 period. The empirical
analysis was performed using EViews, which is a very powerful econometric tool,
designed to support complex time series analysis. Moreover, it provides with most of
the technical tests in order to verify the time series characteristics and also to check
the statistical significance of our results (Table 31.1).

We used logarithmic series in order to ensure higher homogeneity in data. After-
ward, all the variables were imported into EViews and some short summary statistics
were checked. In terms of in-work productivity, the data shows that for each year,
the productivity of employees is at its lowest level in the first quarter of each year
and at its best value in the fourth quarter.

Table 31.1 Macroeconomic variables selected for this analysis

No Variable name Variable description

1 Minimum wage Minimum wage was retrieved from the Ministry
of Labor and Social Protection database and
calculated in order to express real values

2 Productivity Index of real labor productivity per employed
person, retrieved from Eurostat database

3 Employment Total employment rate, retrieved from the
National Institute of Statistics

4 Employment rate, females under 24 Total female employment rate, retrieved from the
National Institute of Statistics

5 Employment rate, males under 24 Total male employment rate, retrieved from the
National Institute of Statistics

Source of data: Eurostat database
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One of the first steps when working with time series is checking their stationarity.
Stationary series are characterized by their relatively regular oscillations around a
reference level. In general terms, a time series is considered stationary if it does not
show any systematic change in its mean. One of the most utilized tests for checking
stationarity is the Augmented Dickey-Fuller Unit Root Test. Being applied to each
variable, it shows us its stationarity. Also, its result may be confronted with the
correlogram. When a particular time series was not stationary, the test was applied
on the first difference and the stationarity issue was solved. Despite the employment
rate, all the other variables were differentiated at the first level in order to obtain
stationarity and to be able to continue the investigation on how the minimum wage
influences the employment rate. The analysis has been split into three categories:

– The impact of minimum wage on the total employment rate in Romania
– The impact of minimum wage on young female (under24) employment rate
– The impact of minimum wage on young male (under24) employment rate.

The second step of the analysis was estimating the regression model based on
the indicators’ significance. It was of high importance to include in the regression
models the variable itself, with a respective lag. This is because it is predictable
that the employment rate is somehow influenced by its own past-period value. The
maximum lag considered in the analysis was four, however we have not reached it
when estimating the regression equations.

After the regression equation had been estimated, several residual diagnostics
were performed in order to verify error serial correlation, heteroscedasticity, and
normality. The Breusch-Godfrey test has the null hypothesis that residuals are not
autocorrelated. Its statistic involves building an “auxiliary” regression equation by
regressing the residuals of the main equation on the initial explanatory variables
and the “lags” of the residuals. For all three regression models, the p-value was
more than 0.05, meaning that there is no autocorrelation within the data. In terms
of heteroscedasticity, the Breusch-Pagan-Godfrey test was performed, suggesting
the absence of heteroscedasticity among errors. Finally, the Jarque–Bera Probability
for Normality Test was checked and confirmed for two out of the three regression
models the presence of normally distributed errors. The summary of these findings
is summed up in Table 31.2.

31.4 Main Results

Having in mind our purpose to investigate the influence of minimum wage, along
with other relevant economic indicators, on employment in Romania, three econo-
metric models were estimated: (1) the total employment model; (2) the young
female employment model, and (3) young male employment model. The results
are presented in Table 31.3.

The total employment rate seems to be influenced by its previous period level
(first quarter lag), by the in-work productivity, and by the minimum wage. The
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Table 31.2 Residual diagnostic tests performed in EViews

Residual test Total employment
model

Young female
employment model

Young male
employment model

Breusch-Godfrey serial
correlation LM test (Prob.
Chi-square)

0.195 0.756 0.963

Heteroskedasticity test:
Breusch-Pagan-Godfrey

0.102 0.596 0.238

Jarque–Bera probability
for normality test

0.367 0.02 0.869

Source Authors’ own computation

Table 31.3 Regression models estimated in EViews

Variables Total employment
model

Young female
employment model

Young male
employment model

Lemploy_rate(–1) 0.685**

Lfemale_
employ24(–1)

0.844**

Lmale_
employ24(–1)

0.816**

Dlproductivity 0.070** 0.0807* 0.082**

Dlminimum_
wage(–3)

–0.190** –0.339** –0.238**

C 1.2443** 0.5528** 0.713**

R-squared 0.595 0.734 0.733

** Statistically significant at 1% level; * At 5% level
Source Authors’ own computation

positive coefficients of the lagged employment rate and the in-work productivity
show that if any of these two variables record an increase in the following period,
then the employment rate will also increase. The negative coefficient of theminimum
wage, however, suggests that theminimumwage threshold from three quarters before
influences the evolution of the employment rate in reverse. Considering that we were
working with the first difference when it comes to minimum wage and in-work
productivity, these measures may be interpreted in terms of differences also.

The findings corresponding to the young female andmale employmentmodels are
rather similar, also suggesting the negative impact of the minimum wage on youth
employment rates. Our results are consistent with previous studies on the topic.
For instance, a similar negative three-quarters-delay shock of minimum wage on
female employment in Romania was reported by Popescu et al. [1]. These findings
suggest a plausible behavior of employers to a minimum wage shock, especially in
cases of small and medium-sized enterprises, who have more minimum-wage-paid
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employees, are more sensitive to such fiscal policy shocks, and have less financial
leverage to adjust but to lay off young employees.

At the international level, other papers support our findings. For instance,
Schaafsma and Walsh (1983) also brought empirical evidence in favor of a signifi-
cant negative minimumwage effect on employment and labor force in almost all age
groups inCanada, butwith a definitely stronger effect observed on youth employment
(15–19 years). Dolado et al. [3] also support such findings of a negative minimum
wage shock upon youth employment in Spain. Finally, the results of Majchrowska
and Zółkiewski’s [2] on the Polish economy indicated that the minimum wage had a
negative impact on employment in the period 1999–2010, with the strongest effects
felt on young people.

31.5 Conclusion

This article aimed to provide with an overview of the way the minimum wage can
influence the evolution of the employment rate, by estimating a set of regression
models, for three categories: total, female under 24 and male under 24. This could
be a first step in deciding upon an indexing mechanism for the minimum wage,
considering the latest Directive issued by the European Commission on theminimum
salary over the European Union. The three regression models estimated on total
employment, young female and youngmale employment allowedus to investigate the
impact of minimum wage and productivity on employment for the case of Romania.
The data was retrieved from public sources like the National Institute of Statistics.

In conclusion, this analysis reiterated the results that the literature had promoted in
the past. The results were reconfirmed for the period 2000–2022, showing that among
young people the impact of the minimum wage on the employment rate is greater
than overall. This shows that the young age group is much more sensitive to changes
in the minimum wage level, compared to employees having more experience.
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Chapter 32
The Analysis of the Real Estate Market
Using the k-Nearest Neighbors Algorithm

Ion-Florin Răducu, Stelian Stancu , Andreea Pernici, and Denisa Bălă

Abstract Machine learning methods and techniques are a current reality in arti-
ficial intelligence, which is rapidly developing and encompassing most aspects of
social life. The k-nearest neighbors (k-NN) algorithm is a prevalent machine learning
method for classification and regression problems. It is based on the assumption that
similar data points will have similar labels or values. k-NN is a non-parametric algo-
rithm, meaning it makes no assumptions about the input’s probability distribution. In
this paper, we developed a model that uses the k-NN algorithm to study the USA real
estatemarket based on house price classification.When looking to buy a property, one
of the most important factors to consider is the price. Therefore, we trained a model
to classify new data into a specific price category with its own set of characteristics,
thereby facilitating buyer’s decision-making processes.

I.-F. Răducu (B) · A. Pernici · D. Bălă
Economic Cybernetics and Statistics Doctoral School, Bucharest University of Economic Studies,
Bucharest, Romania
e-mail: florin.raducu@csie.ase.ro

A. Pernici
e-mail: andreea.pernici@csie.ase.ro

D. Bălă
e-mail: baladenisa16@stud.ase.ro

S. Stancu
Bucharest University of Economic Studies, Bucharest, Romania

Centre for Industrial and Services Economics, Romanian Academy, Bucharest, Romania

S. Stancu
e-mail: stelian.stancu@csie.ase.ro

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2025
C. Ciurea et al. (eds.), Proceedings of 23rd International Conference on Informatics
in Economy (IE 2024), Smart Innovation, Systems and Technologies 426,
https://doi.org/10.1007/978-981-96-0161-5_32

365

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-96-0161-5_32&domain=pdf
http://orcid.org/0000-0002-4727-993X
mailto:florin.raducu@csie.ase.ro
mailto:andreea.pernici@csie.ase.ro
mailto:baladenisa16@stud.ase.ro
mailto:stelian.stancu@csie.ase.ro
https://doi.org/10.1007/978-981-96-0161-5_32


366 I.-F. Răducu et al.

32.1 Introduction

Residential housing is an essential living resource and property for many individuals
and families. Houses are not the only types of property available in cities, but they do
provide an appealing market for investors [1]. The growth of the real estate market
can have a significant impact on a country’s or even the world’s economic activities.

The reason for selecting this topic for the paper’s preparation is based on the
current state of machine learning techniques for building systems that can learn (or
improve their performance) based on the data they process, as well as the dynamics
of the real estate market, given the relatively rapid pace at which construction, price
changes, and land or buildings are purchased. This theme is also appealing due to
the diverse range of modeling possibilities, given the abundance of machine learning
techniques, some of which are complex. This allows for comparisons of the obtained
results and the determination of which models best fit the issues addressed.

There are four sub-fields of machine learning algorithms: supervised learning,
unsupervised learning, semi-supervised learning, and reinforcement learning [2].
Supervised learning algorithms use input data sets in which the dependent variable
is associated with a label, allowing for accurate predictions after the application of
algorithms that train various models. This category includes the k-nearest neighbors
algorithm (k-NN). It is a simple, quick, and straightforward classification algorithm
[3]. Despite its simplicity, k-NN produces accurate predictions and, in some cases,
outperforms more than complex algorithms. It is also effective at developing models
based on large training data sets and robust to outliers.

In this paper, we will create a k-NN-type model to classify house-type properties
on the USA real estate market into three price categories: low, medium, and high.We
believe that this algorithm and approach can address some of the concerns of people
who want an overview of the real estate market, the characteristics that can influence
the price of a property, or the characteristics of some types of houses or apartments
classified by price. Such an algorithm was chosen instead of a logistic regression
algorithm, for example, which could also serve the purpose of the analysis, because
another alternative to the classic logistic regression model was considered in order
to see how it behaves, as well as the k-NN algorithm for classification.

This paper is divided into six parts: an introduction that presents the topic of the
article and brief theoretical considerations about the model used for the case study, a
chapter that summarizes some research studies from the literature relevant to the topic
addressed in the article, a chapter that describes the methodology used to develop
the case study, a section that presents the data used in the analysis, followed by a
presentation of the obtained results and some brief conclusions.
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32.2 Related Work

The literature includes awide rangeof papers andbooks onmachine learningmethods
applied to various fields of knowledge, as well as methods for studying the real
estate market. Relevant research studies on this topic can be found in the literature,
which outlines a scientific context and demonstrates the increased interest in the
field. Rogers et al. demonstrated the utility and inherent nature of machine learning
methods in medicine, particularly neural networks, for improving accuracy, safety,
and automation, especially in the future [4].

Truong et al. compared and analyzed three different types of machine learning
methods, including Random Forest, XGBoost (Extreme Gradient Boosting), and
LightGBM (Light Gradient Boosting Machine), as well as two machine learning
techniques aimed at hybrid regression and stacked generalization regression [5].
This study aims to compare traditional prediction methods with advanced machine
learning methods.

In a recent study [6], Choy and Ho used techniques such as Extra Trees, k-Nearest
Neighbors, and Random Forest to provide more accurate property price predictions.
These three models, unlike traditional ones, have higher explanatory power andmore
effective error minimization.

Given that water quality and safety are critical for the smooth operation of nature
and human life, Zamri et al. used the k-NN algorithm based on different distances and
weighted distances to determine a more accurate classification of Terengganu river
quality [7]. Although the Water Quality Index (WQI) is commonly used to measure
water quality, it has been demonstrated that the algorithm chosen for this study
provides a new approach for amore precise classification of river quality, particularly
given the large volume of data. The Euclidean distance, Hamming distance, and
entropy estimator were used to guide the approach. K-NN with entropy estimator
achieved the highest accuracy of 99.90%.

Zheng recently studied the relationship between community resilience and real
estatemarket value [8]. Using a variety ofmachine learningmodels (including Linear
Regression, K-Neighbors Regressor, Gradient Boosting Regressor, Random Forest
Regressor, and Extra Trees Regressor) on a real data set from the United States,
he concluded that increased community resilience, which is critical in protecting
people from natural disasters, leads to an increase in the value of the real estate
market. The article’s conclusions show that the Extra Trees Regressor (ETR) method
outperforms other methods in terms of root mean squared error (RMSE) and is
effective in predicting real estate prices in a different sample.

Yoon and Friel investigated how the probabilistic k-nearest neighbors model
improves the performance of the traditional classification algorithm [9]. Given that
selecting the optimal number of neighbors, k, remains a current problem in the
case of both algorithms, their paper’s contribution is to incorporate uncertainty k
into decision-making, resulting in improved classification using Bayesian model
averaging.
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32.3 Methodology

The k-nearest neighbors algorithm is one of the simplest and most fundamental clas-
sification algorithms, and it should serve as the foundation for studying machine
learning methods and classifications in situations where nothing or little is known
about the data distribution. This algorithm arose from the need to perform discrimi-
nant analysis when the parametric estimates of the probability densities are unknown
or difficult to obtain.

The application of the algorithm assumes that similar inputs have similar outputs
[10]. The classification rule entails categorizing an object based on the most
significant label obtained by analyzing the nearest k neighbors.

Formally, a point x ∈ C is randomly selected, where C ⊆ R
d is a population.

Let D = {x1, x2, . . . , xn} ⊆ R
d a set of data and the set of the k nearest neighbors

of x as Sx is defined. Formally, Sx is defined as Sx ⊆ D and |Sx| = k, where |Sx|
represent the cardinal of set Sx and ∀(

x′, y′) ∈ D\Sx,

d
(
x, x′) ≥ max

(x′′
,y′′)∈Sx

d
(
x, x′′) (32.1)

Equation (32.1) describes that every point in D, but not in Sx, is at least as far
away from x as the furthest point in Sx.

The Euclidean distance is commonly used to calculate the similarity between all
data points and the new data points [11]. Similarity between data objects is a widely
used concept across multiple domains to solve pattern recognition problems such as
categorization, classification, clustering, and forecasting [12]. The literature contains
a variety of measures for comparing data objects.

A distance measure d : X × X → R is considered a metric if it fulfills the
following requirements, ∀x, y, z ∈ X :

1. d(x, y) ≥ 0;
2. d(x, y) = 1 if and only if x = y;
3. d(x, y) = d(y, x);
4. d(x, z) ≤ d(x, y) + d(y, z) (triangle inequality).

Generally, the Euclidean distance is computed as follows:

d(x, y) =
√
(x1 − y1)

2 + . . . + (xn − yn)
2 =

√√√√
n∑

i=1

(xn − yn)
2 (32.2)

If the usual metric for distance between continuous attributes is the Euclidean one
from Eq. (32.2), then the Hamming distance can be used for nominal attributes as
well.

We can define h() as a function, as shown in Eq. (32.3), that returns the most
common label in Sx:
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h(x) = mode
({
yn : (

xn, yn
) ∈ Sx

})
(32.3)

where mode(·) represent the label of the highest occurrence.

32.4 Data

The data set used to create the case study includes real estate listings in the United
States organized by state and zip code. The data was obtained from Kaggle. The
database contains 10 variables of which 3 are nominal (status—housing status with
two values: a—ready to sell or b—ready to build, city, and state) and 7 are numerical
(bed—number of beds, bath—number of bathrooms, acre_lot—property/land size
in acres, zip_code, house_size—living space in square feet, prev_sold_date—previ-
ously sold date, price—housing price is either the current listing price or the recently
sold price if the house was sold recently).

32.5 Computational Results

The case studywas conducted usingR, a software that provides numerous advantages
and opportunities for modeling, data manipulation, statistical analysis, and program-
ming. Before running the actual algorithm, we performed a data pre-processing
stage in which we eliminated duplicates and missing values, and we created a new
column called prev_sold_encoded starting from the prev_sold_date column, where
we replacedmissing values with 0 and data-containing values with 1.We also created
a new variable called price_group, which divides the houses by price into three cate-
gories: low price, medium price, and high price. This transformation of the numerical
variable into a categorical variable was necessary to suit the purpose of the analysis
and the method used, which was to categorize house prices into three groups.

The houses were also divided into price groups based on the database’s actual
values,whichwere analyzedusingdescriptive statistics and summarized inTable 32.1
below:

According to Fig. 32.1, the majority of houses (around 31.000) fall into the group
Low price, which has low prices.

Table 32.1 Descriptive statistics of the price

Variable The min
value

1st quartile The median
value

The mean
value

3rd quartile The max
value

Price 500 279900 455000 803693 789500 169000000

Source Owner author’s processing
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Fig. 32.1 Distribution of the number of houses in the three price categories. SourceOwner author’s
processing

Generally, the k-NN algorithm can classify datasets using a training model
similar to the testing query by considering the k nearest training data points (neigh-
bors) closest to the query being tested [13, 14]. Therefore, before building the model,
the data set was divided into two parts: one for training (70% of the data) and one
for testing (30% of the data).

For creating themodel, we used the caret library, which has the advantage of auto-
matically testing different values for the number of neighbors k and determining the
optimal k with the lowest cross-validation error. In addition, the caret package can
automatically pre-process data to normalize predictor variables. The model’s depen-
dent variable is price_group, and the selected independent variables that attempt to
explain the characteristics of the houses in a specific group are the number of beds
in the houses (bed), the number of bathrooms (bath), the area of the land (acre_
lot), and the zip_code of the area where that house is located, which can provide
relevant information about the state/city corresponding to the house. These factors
were chosen to ensure that the model performs optimally.

According to the graph in Fig. 32.2, the optimal value for k to maximize cross-
validation accuracy (approximately 90%) is around 9. However, to determine the
exact value, we used an R function that returns the optimal value for the parameter
k, which is actually 9. As a result, the optimal number of neighbors is 9.
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Fig. 32.2 The accuracy of the cross-validation and the best choice of the parameter k. Source
Owner author’s processing

The confusion matrix is a relevant and widely used indicator for assessing the
efficiency and performance of the built model.

Table 32.2 shows that 5.9% of observations were correctly classified as being in
the “High price” class, 0.5%were erroneously classified as being in the “High price”
class when they were actually in the “Low price” class, and 3.3% were erroneously
classified as being in the “High price” class based on the confusion matrix for the
first column (the interpretations for the other values were similar). Also, the accuracy
of the prediction is 80.19%.

Following that, we made predictions for the test and determined the model’s
accuracy rate. The result is 0.6193, suggesting that 61.93% of the test data were
correctly predicted.
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Table 32.2 The confusion
matrix Reference

Prediction High price Low price Medium price

High price 5.9 0.3 2.2

Low price 0.5 49.0 7.5

Medium price 3.3 6.0 25.3

Accuracy (average): 0.8019

Source Owner author’s processing

32.6 Conclusion

The k-NNalgorithm is one of themost basic classification algorithms. Evenwith such
simplicity, it can produce extremely competitive results. Even though the algorithm
is designed primarily for classification problems, it can also be used for regression
problems. Another advantage of using this algorithm is that it works well with data
sets that contain more than two classes.

The elaborated paper aims to construct a classifier using the k-nearest neighbors
model and apply it to the US real estate market. The model categorizes houses into
three price groups. The model’s performance is average, with an accuracy rate of
about 62%. Another conclusion to be drawn from the analysis is that the data set
contains heterogeneity.

As future research directions, the article can be expanded with the use of more
efficient and complex models for estimating real estate market prices or solving
classification problems [15], or by improving the used k-NN model using a different
Bayesian approach based on a probability model. Given the heterogeneity of the data
used to develop the case study, the initial data set can be clustered, and the analysis
will be performed on homogeneous subsets.

Regarding the limitations that influenced the paper’s development, they consider
the degree of data heterogeneity. Given the heterogeneity of the data used to develop
the case study, the initial data set can be clustered, and the analysis will be performed
on homogeneous subsets.
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Chapter 33
Viability of Open Source Assistants
for Adaptive Learning Systems

Bobocea Andrei and Corina Marina Mirea

Abstract The paper aims to test the viability of a small number of open-source
Large Language Models for the role of a live learning assistant integrated into an
adaptive learning system. Several models were selected for testing which are based
on variants ofMeta’s Llama andwere fine-tuned byOpen-Assistantwith high-quality
human feedback data. The models were tested against a previous-generation LLM (a
variant of GPT2) and a current generation LLM (GPT3.5-Turbo). The quality of the
generated text was analyzed, as well as the general performance and running cost.
The open-source models were found to be acceptable and had the added advantages
of increased control (over a commercial solution) and being available for an on-prem
installation, with the notable caveat that they had significantly higher running costs.

33.1 Adaptive Learning Systems for Modern Education

33.1.1 Relevance of Adaptive Learning

Adaptive learning aims to address the individual needs of students by customizing
their learning experience, leveraging artificial intelligence and other computer algo-
rithms [1]. Three separate approaches to adaptive learning have been identified:
individualization, differentiation, and personalization. Each one encompasses the
previous approach and expands its scope, with personalization being the most
extensive [2].

Artificial intelligence plays an important role in personalizing and adapting
learning to the needs of students. It can be implemented through intelligent learning
assistants, which provide learners with content that is tailored to their individual
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educational needs. These assistants use data from learning style analysis to make
sure that the content is relevant and engaging for each student. In addition, intelli-
gent learning assistants monitor the learning process of learners and provide them
with feedback [3].

Adaptive learning systems that use artificial intelligence as their main technology
are a powerful and appropriate tool for addressing the shortcomings faced by those
involved in the learning process, but also for increasing interest and involvement in
learning. These learning systems are able to recognize areas and subjects where a
person has deficiencies in order to offer recommendations for content and learning
methods that are individually personalized. These culminate in enhanced learning
outcomes for students, fostering sustained motivation for knowledge acquisition and
continued progress [4].

Personalization and personalized learning are recognized as a necessity in educa-
tion [5] at an administrative level and they are also of significant economic interest
due to the value and growth of the adaptive learning market.

A study released in 2020 by [6] found that the adaptive learningmarket was valued
at 1.9 billion USD globally and it was expected to grow to 5.3 billion by 2025. Due to
the subsequent popularity of OpenAI’s GPT-3 model, it is reasonable to consider the
possibility that the report’s projections may be exceeded considerably, on account of
the interconnected nature of adaptive learning and artificial intelligence.

33.1.2 Learning Assistants in Adaptive Learning Systems
and the Role of LLMs

As adaptive learning becomes more widespread we can observe a paradigm shift
in the e-learning area, from e-learning tools to e-learning assistants [7]. Learning
assistants are an integral part of an adaptive learning system’s architecture [8] and
the primary way that the learner interacts with the system and the learning resources
at his disposal.

The learning assistant should guide the learner and assist in the learning process.
Traditionally learning assistants have an associated knowledge base which contains
the answers to common learner queries for the particular lesson, additionally the assis-
tant should be able to provide the learner with open educational resources throughout
the lesson, keeping the learner engaged.

Knowledge bases require a considerable amount of time and effort to make and
are generally built over time by analyzing the interaction between learners and the
learning assistant and filling in the gaps in the assistant’s knowledge. This approach is
reactive rather than proactive and has the downside of leaving the initial learners with
unanswered questions. For this purpose generative AI, particularly Large Language
Models, can be used to temporarily bridge the gap, generating answers for the
learner’s questions which can then be integrated into the knowledge base if deemed
appropriate. LLMs have the advantage of being able to process significant amounts
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of text such as textbooks and lesson plans to better contextualize their responses.
Together with other techniques such as prompt engineering and embeddings-based
search, this canminimize the potential for hallucinations or the generation of factually
incorrect information.

LLMs and other types of generative AI can be influenced through their training
data and by manipulating certain parameters or further filtering input and output.
When it comes to education and learning this can be impactful and as such it has
generated concerns over the inherent biases of the LLMs that are currently available
on-demand through their APIs. Many actors in the educational sector, particularly
government entities, prefer solutions that let them retain control over the process
and the data, both training data and generated data. On-premise installations are of
particular interest and while many popular LLMs such as GPT3 are not available for
on-premise installation at this time there are open-source models which have shown
significant potential. Further, we will explore a couple of different models based on
Meta’s Llama LLM, fine-tuned by Open-Assistant [9] to analyze their viability for
this role and compare them to a previous-generation LLM such as a variant of GPT2
and current generation LLMs such as GPT3.5-Turbo.

33.2 Comparative Analysis of LLMs for Integration
in Learning Assistants

33.2.1 Testing Methodology

A set of 70 common questions was put together to test the ability of the selected
models to understand the question and generate a valid answer. For this test, no
code completion prompts were used, although some of the models are capable of
generating code snippets. The questionsweremeant to cover awide range of common
classroom subjects. The overall structure was as follows:

• 20 common questions for a physics class
• 10 common questions for a biology class
• 10 common questions for a generic IT class
• 10 common questions for a web development class
• 10 common questions for a 5th-grade class
• 10 common questions for a geography class.

The questions were sent as prompts to each LLM, one by one, and each indi-
vidual result was recorded, batching was not used for this testing. All testing was
done programmatically via API calls to minimize the potential for human error or
other delays. The test did not explicitly use multi-GPU inference frameworks or
batching, as such it is expected that multi-GPU hardware configurations will have an
unmitigatedperformanceoverhead.Theuse ofmulti-GPU inference andbatching can
provide significant performance improvements for real-world applications [10, 11].
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5 separate models were tested, of which 4 freely available on the HuggingFace
community Model database, and the 5th was GPT3.5-Turbo as a reference point.
GPT3.5-Turbo is available through OpenAI’s API, all other models were deployed
on dedicated Inference Endpoints from HuggingFace. The Inference Endpoints are
in essence dedicated deployments of themodel on selected hardware. The test frame-
work was made in Node.JS version 16.19.0 and network latency at the time of testing
was on average 110 ms to the datacenter hosting the Inference Endpoints and 36 ms
to the OpenAI servers.

Two main values were considered when comparing the LLM’s performance:

• response time—average response time per prompt, in seconds
• running cost—cost per 1000 questions, in USD.

Response times are directly comparable, however the running costs are obtained
differently between GPT3.5-Turbo and the other models deployed on dedicated
infrastructure. For GPT3.5-Turbo the cost was calculated based on the token usage
(both input and output) reported by the API and the API pricing. For the other
models, which were deployed on dedicated inference endpoints, the cost was calcu-
lated based on the response time of the endpoint and the per-hour pricing of the
endpoint’s hardware configuration. Some of the models were tested on multiple
hardware configurations to gauge the best value proposition.

33.2.2 Tested Models and Comparison Data

GPT-2 XL

GPT-2 XL [12] is a 1.5B parameter version of GPT-2 a precursor to GPT-3. The
model produced valid answers to most of the questions; however, it should be noted
that the answers are sometimes circular in nature, often lack complexity and depth,
and if the model doesn’t know the answer (in the case of a more niche subject) it will
hallucinate instead. This is in-line with the LLM’s accompanying model card which
indicates that the model does not distinguish between fact and fiction and generating
text that is required to be true is an out-of-scope use case [13].

Despite the model’s lack of accuracy, it is still an interesting benchmark and a
good representation of previous-generation LLMs with the added benefit of being
fairly easy to run even on modest consumer-grade hardware. GPT2-XL was tested
using the minimal hardware configuration available on HuggingFace.

Open-Assistant CodeLlama 13B SFT v10

Open-Assistant CodeLLama 13B SFT v10 [14] is one of the models fine-tuned by
Open-Assistant. It is based on Meta’s CodeLlama 13B LLM and has been fine-
tuned via the Megatron-LLM library. The model’s main use case is to generate
code; however, it also performs reasonably well with other queries. The model is
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significantly larger and cannot run on the same minimal configuration as GPT2-XL,
it has been tested on multiple hardware configurations as shown in Table 33.1.

Performance differences were minimal ranging from 9.38 to 11.10 s per request.
The fastest hardware configuration according to our testing was the single Nvidia
A10G GPU. Without using batching the model did not seem to benefit from extra
memory and the extra overhead of having 4 GPUs increased overall response time
in the case of the 4 × A10G configuration, using the 4 × T4 (Nvidia Tesla T4)
configuration further decreased performance for individual requests as the T4 is
slower than an A10G. The hardware configurations are detailed in Table 33.1.

Open-Assistant Llama2 70B SFT v10

Open-Assistant Llama2 70B SFT v10 [15] is a fine-tuning of Meta’s Llama2 70B.
Much like the previousmodel (Open-AssistantCodeLLama13BSFTv10) it has been
trained via theMegatron-LLM library, byOpen-Assistant; however, it is considerably
more generic, having been trained with both synthetic instructions and coding tasks,
and it is considerably larger.

Due to its size, the model could only be tested on the 4×A10G hardware configu-
ration, other eligible but unavailable configurations would have to include the Nvidia
A100 GPU. The hardware configurations are detailed in Table 33.1.

Open-Assistant Llama2 13B ORCA-8K-3319

Open-Assistant Llama2 13B ORCA-8K-3319 is a fine-tuning of Meta’s Llama2
13B, with an 8K context size. It has been fine-tuned by Open-Assistant using a
long-conversation variant of the Dolphin (orca-chat) dataset [16].

The model is significantly smaller than the previous Open-Assistant Llama2 70B
model; however, it could only be run on 2 of the available hardware configurations
containing 4 GPUs: 4 Tesla T4s, totaling 64 GB of VRAM, and 4 A10Gs, totaling
96 GB of VRAM. The hardware configurations are detailed in Table 33.1.

There were minimal to no differences in the generated text in between runs of
the same model. Marginal differences in the quality and depth of the generated
text were observed within the same family of models fine-tuned by Open-Assistant

Table 33.1 Hardware configurations used in testing the LLMs

Model GPU (Nvidia) VRAM CPU RAM Cost ($/hour)

GPT2XL 1 × T4 16 GB 3 × vCPU 14 GB 0.6

OA-CodeLlama 4 × T4 64 GB 46 × vCPU 180 GB 4.5

OA-CodeLlama 1 × A10G 24 GB 6 × vCPU 28 GB 1.3

OA-CodeLlama 4 × T4 64 GB 46 × vCPU 175 GB 7

OA-Llama70B 4 × A10G 96 GB 46 × vCPU 175 GB 7

OA-Llama13B 4 × T4 64 GB 46 × vCPU 180 GB 4.5

OA-Llama13B 4 × A10G 96 GB 46 × vCPU 175 GB 7
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and considerable differences were noted between GPT2-XL, Open-Assistant’s fine-
tuned models, and GPT3.5-Turbo. While generic questions, such as defining the
role of a database management system or the definition of photosynthesis, led to
correct (although shallow) responses from the GPT2-XLmodel, other more complex
questions led to circular answers, such as asking the difference between LAN and
WAN and niche questions such as asking what is SCORM (in reference to the
“Sharable Content Object Reference Model”) led it to hallucinate and generate
factually incorrect information.

The other tested models were able to generate significantly better results for the
same prompts, both for generic questions and for more niche topics. A few relevant
snippets of the generated answers can be seen in Tables 33.2 and 33.3 below, showing
the difference in depth and complexity of the answers generated by the models.

Due to GPT2-XL’s inaccuracies, it does not seem suitable for the role of learning
assistant within an adaptive learning system. While it is useful for other tasks, such

Table 33.2 Results generated with a simple prompt

Prompt What is photosynthesis and how does it work?

GPT2-XL Photosynthesis is the process by which plants use sunlight to convert
carbon dioxide (CO2) into sugars. The process is called photosynthesis
because plants use light to convert carbon dioxide into sugars. The process
of photosynthesis is a complex process that involves many different
chemical reactions…

OA-CodeLlama Photosynthesis is a process by which plants convert light energy into
chemical energy. It occurs in the chloroplasts of plant cells. The process
involves the following steps: (1) Light energy is absorbed by chlorophyll
molecules in the chloroplasts. (2) The absorbed light energy is used to split
water molecules into hydrogen and oxygen molecules. (3) The hydrogen
and oxygen molecules are…

OA-Llama70B Photosynthesis is the process by which plants, algae, and some bacteria
convert light energy into chemical energy in the form of glucose or other
sugars. This process occurs in specialized organelles called chloroplasts,
which are found in the cells of photosynthetic organisms. During
photosynthesis, plants absorb carbon dioxide (CO2) from the air and water
(H2O) from the soil…

OA-Llama13B Photosynthesis is the process by which plants convert light energy into
chemical energy. This process occurs in the chloroplasts of plant cells.
Photosynthesis is the process by which plants convert light energy into
chemical energy. This process occurs in the chloroplasts of plant cells.
Photosynthesis is the process by which plants convert light energy into
chemical energy. This process occurs in the chloroplasts of plant cells.
Photosynthesis…

GPT3.5-Turbo Photosynthesis is the process by which green plants, algae, and some
bacteria convert light energy, usually from the sun, into chemical energy
stored in glucose. This process occurs in the chloroplasts of plant cells.
The overall reaction for photosynthesis can be summarized as: 6 CO2 + 6
H2O + light energy → C6H12O6 + 6 O2 (Carbon dioxide + water + light
energy → glucose + oxygen) Photosynthesis involves two main stages: …
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Table 33.3 Results generated with a more complex prompt

Prompt What is the difference between a LAN and a WAN?

GPT2-XL LANs are the networks that are used to connect computers to the Internet.
WANs are the networks that are used to connect computers to the Internet.
What is the difference between a WAN and a LAN?…

OA-CodeLlama A LAN (Local Area Network) is a network of computers and devices that are
connected within a limited geographical area, such as a building or a campus.
It is typically used for communication between devices within the same local
area. A WAN (Wide Area Network) is a network that connects multiple LANs
together…

OA-Llama70B A Local Area Network (LAN) is a network of computers and other devices
that are located within a small area, such as a single building or a group of
buildings. A LAN allows devices to communicate with each other and share
resources, such as printers and files, over a wired or wireless connection…

OA-Llama13B A LAN is a Local Area Network, which is a network that is limited to a small
geographical area, such as a building or a group of buildings. A WAN is a
Wide Area Network, which is a network that spans a larger geographical area,
such as a city, state, or country.…

GPT3.5-Turbo A LAN (Local Area Network) is a network that connects devices within a
limited area, such as a home, office, or campus. It typically covers a smaller
geographic area and is often owned, controlled, and managed by a single
organization, such as a business or institution. On the other hand, a WAN
(Wide Area Network) is a network that spans over a larger geographical area,
connecting multiple LANs and other networks together…

as content creation or section summarization [17], it requires too much supervision
to be used in a classroom setting on a broader scale.

The answers provided by theOpen-Assistant fine-tunedmodels are overall similar
to each other and comparable to the answers provided by GPT3.5-Turbo; however,
there are significant differences in terms of performance and subsequent running cost
between the Open-Assistant fine-tuned models themselves.

The largest Open-Assistant model tested, OA-Llama70B, had the most significant
response time at 18.13 s per prompt (see Fig. 33.1) and as such the highest running
cost at $35.26 per 1000 questions (see Fig. 33.2). The other Open-Assistant models,
OA-CodeLlama and OA-Llama2-13B had comparable response times at 9.38 s per
request and 9.48 s, respectively (see Fig. 33.1). Due to the size differences there were
cost differences between them (see Fig. 33.2) that did not translate to performance
improvements or significant changes in response quality with the cost per 1000 ques-
tions being $3.38 for OA-CodeLlama (running on it’s most efficient configuration,
a single A10G GPU) and $12.94 for OA- Llama2-13B running on 4 Tesla T4 GPUs
(the most efficient configuration available that satisfied the memory requirements).

GPT3.5-Turbo was significantly faster than all Open-Assistant models, it was
comparable with GPT2-XL in terms of speed (see Fig. 33.1) and cost (see Fig. 33.2)
without sacrificing accuracy and response quality, as shown in Tables 33.2 and
33.3. Of the Open-Assistant models tested the most efficient was OA-CodeLlama,
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Fig. 33.1 Average response time per combination of LLM-Hardware

Fig. 33.2 Average cost per 1000 questions (prompts) per combination ofLLM-Hardware expressed
in USD
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offering the best response time and the lowest running cost due to its lower hardware
requirements.

33.2.3 Conclusions and Avenues of Further Research

GPT2-XL does not fit the role of a live learning assistant; however, the models fine-
tuned byOpen-Assistant canfit this role and have comparable results to commercially
available LLMs such as GPT3.5-Turbo. In the envisioned use case, of a learning
assistant providing answers to classroom questions through an adaptive learning
system, the differences between the tested Open-Assistant models were largely down
to performance and cost. In our testing, Open-Assistant CodeLlama 13B SFT v10
was the most cost-effective and generated answers of reasonable quality, comparable
toGPT3.5-Turbo. TheOpen-Assistantmodelswere; however, less cost-effective than
using GPT3.5-Turbo directly.

Open-source models are of particular interest due to the extra control they offer
over a commercially available model such as GPT3.5-Turbo. The extra control helps
to alleviate concerns regarding the inherent biases of the model, and the source and
nature of the training data and is in-line with the preference of many public sector
entities for on-premise installations.

The performance of the open-source models that were tested could further be
improved by fine-tuning themodels ormaking cut-down versions that are specialized
in particular areas of interest, narrowing their overall knowledge without sacrificing
response quality in the targeted areas. This would reduce their size, allowing them
to be run on more modest hardware. Further improvements can be obtained in real-
world scenarios through the use of inference frameworks that take advantage of
multi-GPU architectures and use batched inference.

Disclosure of Interests The authors have no competing interests to declare that are
relevant to the content of this article.

References

1. Kaplan, A.: Higher education at the crossroads of disruption: the university of the 21st century.
Emerald Publishing Limited (2021). https://doi.org/10.1108/9781800715011. Last accessed
09 Mar 2024

2. U.S. Department of Education: Transforming american education: learning powered by tech-
nology (PDF). Department of Education. https://www.ed.gov/sites/default/files/netp2010.pdf
(2010). Last accessed 23 Mar 2024

3. Ramirez, E.A.B., Esparrell, J.A.F.: Artificial intelligence (AI) in education: unlocking the
perfect synergy for learning. Educ. Process. Int. J. 13(1), 35–51 (2024). https://doi.org/10.
22521/edupij.2024.131.3. Last accessed 20 Mar 2024

4. Adeleye, O.O., Eden, C.A., Adeniyi, I.S.: Innovative teaching methodologies in the era of
artificial intelligence: a review of inclusive educational practices. World J. Adv. Eng. Technol.

https://doi.org/10.1108/9781800715011
https://www.ed.gov/sites/default/files/netp2010.pdf
https://doi.org/10.22521/edupij.2024.131.3


384 B. Andrei and C. M. Mirea

Sci. 11(01), 069–079. https://doi.org/10.30574/wjaets.2024.11.2.0091. Last accessed 09 Mar
2024

5. Duncan, A.: Enabling the future of learning. Obamawhitehouse. https://obamawhitehouse.arc
hives.gov/blog/2013/12/17/enabling-future-learning (2013). Last accessed 09 Mar 2024

6. Markets and markets: Adaptive learning market growth drivers & opportunities. Marketsand-
Markets. https://www.marketsandmarkets.com/Market-Reports/adaptive-learning-market-257
528889.html (2020). Last accessed 09 Mar 2024

7. Jantke, K. P., Igel, C., Sturm, R.: From e-learning tools to assistants by learner modelling
and adaptive behavior. In: Intelligent User Interfaces: Adaptation and Personalization Systems
and Technologies. Information Science Reference, p. 13 (2009). https://doi.org/10.4018/978-
1-60566-032-5.ch015. Last accessed 09 Mar 2024

8. Sajja, R., Sermet, Y., Cikmaz, M., Cwiertny, D., Demir, I.: Artificial intelligence-enabled intel-
ligent assistant for personalized and adaptive learning in higher education (2019). https://doi.
org/10.48550/arXiv.2309.10892. Last accessed 20 Mar 2024

9. Kopf, A., Kilcher, Y., von Rutte, D., Anagnostidis, S., Tam, Z.-R., Stevens, K., Barhoum, A.,
Duc, N.M., Stanley, O., Nagyfi, R., ES, S., Suri, S., Glushkov, D., Dantaluri, A., Maguire, A.,
Schuhmann, C., Nguyen, H., Mattick, A.: OpenAssistant conversations-democratizing large
language model alignment (2024). https://doi.org/10.48550/arXiv.2304.07327. Last accessed
14 Mar 2024

10. Huggingface.co:Distributed inferencewithmultipleGPUs.HuggingFace. https://huggingface.
co/docs/diffusers/training/distributed_inference (n.d.). Last accessed 09 Mar 2024

11. Medium.com: LLM Inference on multiple GPUs with Accelerate | by Geronimo. Medium.
https://medium.com/@geronimo7/llms-multi-gpu-inference-with-accelerate-5a8333e4c5db
(2023). Last accessed 09 Mar 2024

12. Openai: Openai-community/gpt2-xl Hugging Face. Hugging Face. https://huggingface.co/ope
nai-community/gpt2-xl (n.d.). Last accessed 09 Mar 2024

13. Openai: GPT-2 Model Card. https://github.com/openai/gpt-2/blob/master/model_card.md
(2019). Last accessed 09 Mar 2024

14. Open-Assistant: OpenAssistant/codellama-13b-oasst-sft-v10. Hugging Face. https://huggin
gface.co/OpenAssistant/codellama-13b-oasst-sft-v10 (2023). Last accessed 20 Mar 2024

15. Open-Assistant: OpenAssistant/llama2-70b-oasst-sft-v10 · Hugging Face. Hugging Face.
https://huggingface.co/OpenAssistant/llama2-70b-oasst-sft-v10#model-details (2023). Last
accessed 20 Mar 2024

16. Open-Assistant: OpenAssistant/llama2-13b-orca-8k-3319 · Hugging Face. Hugging Face.
https://huggingface.co/OpenAssistant/llama2-13b-orca-8k-3319 (2023). Last accessed 16Mar
2024

17. Diwan, C., Srinivasa, S., Suri, G., Agarwal, S., Ram, P.: AI-based learning content generation
and learning pathway augmentation to increase learner engagement. Comput. Educ. Artif.
Intell. 4 (2023). https://doi.org/10.1016/j.caeai.2022.100110. Last accessed 09 Mar 2024

https://doi.org/10.30574/wjaets.2024.11.2.0091
https://obamawhitehouse.archives.gov/blog/2013/12/17/enabling-future-learning
https://www.marketsandmarkets.com/Market-Reports/adaptive-learning-market-257528889.html
https://doi.org/10.4018/978-1-60566-032-5.ch015
https://doi.org/10.48550/arXiv.2309.10892
https://doi.org/10.48550/arXiv.2304.07327
https://huggingface.co/docs/diffusers/training/distributed_inference
https://medium.com/%40geronimo7/llms-multi-gpu-inference-with-accelerate-5a8333e4c5db
https://huggingface.co/openai-community/gpt2-xl
https://github.com/openai/gpt-2/blob/master/model_card.md
https://huggingface.co/OpenAssistant/codellama-13b-oasst-sft-v10
https://huggingface.co/OpenAssistant/llama2-70b-oasst-sft-v10%23model-details
https://huggingface.co/OpenAssistant/llama2-13b-orca-8k-3319
https://doi.org/10.1016/j.caeai.2022.100110


Chapter 34
Different Entropy Measurements
in Machine Learning

Dror Ben-Ami

Abstract Entropy is a very wide-meaning scientific term. This article specifically
associates “entropy” with the state of disorder, randomness, chaos, and uncertainty
in data science analysis perspectives. More specifically, machine learning (ML) and
datamining (DM)mathematicalmodels are the environments inwhich entropywould
be related and referenced in its contexts. What are the key roles of entropy inML and
DM?How does it affect results and interpretation procedures? Are the currently used
models considering the entropy and aware of major mathematical faults, in incorrect
or improper entropy prediction? Lastly, what are the implications in such a case?
The article is based on a few years of research, for a Ph.D. thesis, theoretical and
practical research field. The article suggests practical implemental software-based
apparatus to increase precision, accuracy, and possibly better math-models results
after performing some math-models analysis. It offers a simple pre-process stage
which decreases the possible faults of wrong entropy pre-process use.

34.1 Introduction—Entropy Variations

34.1.1 Entropy in General

Entropy has various scientific definitions, but all relate to the same meaning: data
behavior. The definitions and their respective references cover various aspects of
entropy, ranging from thermodynamics and statistical mechanics to information
theory and chaos theory. In thermodynamics, entropy is a measure of the disorder or
randomness of a system. It quantifies the number of possible microscopic configura-
tions that correspond to the macroscopic state of a system. This definition is closely
related to the second law of thermodynamics, which states that the entropy of an
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isolated system tends to increase over time [1]. In Information theory and infor-
matics study, entropy measures the uncertainty or information content of a random
variable. It quantifies the average amount of information produced by a stochastic
data source. High entropy means high unpredictability or information content, while
low entropy implies more predictability or redundancy in the data [2, 3]. Statistical
mechanics defines entropy as a measure of the number of possible microscopic states
of a system consistent with its macroscopic properties. It is closely related to ther-
modynamic entropy but is derived from the statistical behavior of many particles
composing the system [4]. In 1948, Claude Shannon (1916–2001), published the
paper “A Mathematical Theory of Communication” [5], which first time marked the
phrase “information theory”. Shannon referred to entropy as a concept from infor-
mation theory that quantifies the amount of uncertainty or information content in
a message or data stream. It is widely used in various fields such as communica-
tion theory, cryptography, and data compression [6]. In dynamical systems theory,
the Kolmogorov-Sinai entropy measures the rate of information production in a
chaotic system. It characterizes the exponential growth of uncertainty in the system’s
evolution, particularly relevant in studying chaotic behavior and complexity [7].

34.1.2 Entropy in Data Science

Entropy plays a crucial role in data science and machine learning, particularly in
decision trees and information gain calculations. A comprehensive explanation of
how entropy is used in decision trees to measure the impurity of a node is given in
the article “Understanding Entropy in Decision Trees for Machine Learning” [8].
It covers entropy calculations, information gain, and the practical implications of
entropy in improving decision tree models. Another article explores using entropy-
based techniques for feature selection in machine learning. It discusses methods to
quantify feature importance using entropy, leading to more efficient and accurate
machine-learning models [9]. A conference paper introduces entropy regularization
as a technique to improve the generalization and robustness of neural networks.
It discusses how incorporating entropy into the loss function can lead to better
model performance, especially in scenarios with limited training data [10]. “Entropy-
BasedClusteringAlgorithms forHigh-DimensionalData” [11] is another article, that
explores the application of entropy-based clustering algorithms, such as information-
theoretic clustering, for handling high-dimensional data in machine learning tasks. It
discusses the advantages of using entropy measures in clustering analyses. Another
reference investigates the use of mutual information and entropy to quantify uncer-
tainty in machine learning predictions. It discusses how entropy-based measures can
be leveraged to assessmodel reliability andmake informed decisions based on uncer-
tainty estimates [12]. These articles delve into various aspects of entropy in machine
learning, including its role in decision trees, feature selection, neural network regular-
ization, clustering, and uncertainty quantification. They provide valuable insights and
methodologies for leveraging entropy to improve theperformance and interpretability
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of machine learning models. Another reference is about genetic algorithms, in which
entropy is also a key factor [13]. More detailed aspects, extended entropy exploration
in machine learning relates to the concept of diversity or randomness in searching
or optimizing algorithms to prevent them from getting stuck in local optima and
to ensure a thorough search of the solution space. Some ML entropy key aspects
are mentioned below. In the early eighties, Kirkpatrick [14] related to the Diversity
in Search Algorithms: Entropy ensures diversity in the search algorithms, enabling
them to explore various regions of the solution space rather than focusing on a narrow
area. This is crucial in problems like combinatorial optimization, where the solution
space is vast and complex. One significant mathematical consideration, especially
in ML is the issue of Local Optima. So, how to avoid Local Optima? High entropy
in the exploration process helps the algorithm avoid getting trapped in local optima,
thus improving the chances of finding the global optimum [15]. Proceedings of the
39th International Conference on Machine Learning [16] show that locally optimal
symmetric strategy profiles are also globalNash equilibrium [17]. The result is signif-
icant for machine learning, particularly for gradient methods finding local optima
in symmetric strategy spaces. It addresses stability under unilateral deviations and
explores instability in mixed local optima under joint, asymmetric deviations, with
implications for multi-agent reinforcement learning (RL), and cooperative inverse
RL. Another reference addresses the local optima problem in meta-reinforcement
learning (meta-RL) by decoupling exploration and exploitation objectives. It intro-
duces an approach that improves task performance by focusing on task-relevant infor-
mation, avoiding the local optima issues common in end-to-end training of meta-RL
systems. The approach led to substantial performance improvements on complex
meta-RL tasks [18]. Another dimension, in the context of ML, is Balancing Explo-
ration and Exploitation: Entropy helps in balancing between exploration (searching
new areas) and exploitation (refining known good solutions). This balance is critical
for the efficiency and effectiveness of learning algorithms, especially in reinforce-
ment learning. Reinforcement learning is related directly to ML and also to Markov
Chains. The last reference is about the key role of entropy in deep learning, entropy
can be used as a “regularizer” to encourage the model to learn more robust features
and prevent overfitting [19].

34.1.3 Markov Chains Entropy

The concept of entropy in Markov chains is crucial in understanding the random-
ness and predictability of their states. In ML, particularly in Monte Carlo methods,
entropy helps gauge the efficiency of sampling methods and the complexity of the
distributions being sampled. For example, high entropy in a Markov chain indi-
cates a high degree of randomness and unpredictability, which can affect the conver-
gence and efficiency of Monte Carlo simulations. Sun et al. [20] describe how the
concept of entropy in a Monte Carlo method development, efficiently handles multi-
modal distributions. By using a variational approach, the method aims to optimize
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the entropy across different modes of distribution, facilitating better exploration of
the state space and ensuring more efficient sampling. Gu et al. [20], focused on
leveraging entropy within the sampling process to improve the efficiency of Monte
Carlo methods. The use of Langevin dynamics [21] and normalization flows in the
proposed sampling method indicates an effort to manage the entropy in the sampling
process, thus enhancing the ability to capture the underlying complexity of the target
distributions.

34.1.4 Ergodic Math Entropy

Ergodic theory, a branch of mathematics that studies statistical properties of dynam-
ical systems, provides a framework to understand how systems evolve over time and
how they can be characterized by statistical measures such as entropy. In Dynam-
ical Systems under ergodic theory, entropy is a measure of the rate of information
production in a dynamical system. It quantifies the unpredictability or the chaos in
the system. A system with higher entropy is more chaotic and less predictable [22].
Kolmogorov-Sinai (KS) Entropy [23] is a specificmeasure of ergodic theory entropy.
It is defined as a measure-preserving transformation on a probability space and
measures the average entropy per unit time.KS entropy is a powerful tool for studying
the complexity and predictability of dynamical systems. Ergodic Entropy measures
are crucial in various applications, such as understanding chaotic behavior in weather
systems, predicting stock market trends, and analyzing engineering signals.

34.2 Entropy in ML—Math Background and Notations

Attached key formulas used for ML entropy detection. Based on Shannon’s assump-
tions, entropy is expressed by the relationship between probability and heterogeneity
or impurity in the mathematical form of the following equations:

H (X ) = −
∑ (

pi ∗ log2 pi
)

(34.1)

Entropy (P) = −
∑

i=1...n

(
pi ∗ log2 pi

)
(34.2)

TheX-axis denotes the probability of the event.H(x) indicates the heterogeneity or
impurity, which is plotted on the Y-axis. Expanding it into decision trees, Information
Gain is calculated as the difference in entropy before and after a dataset is split on
an attribute. It indicates how much extra information is gained by introducing the
attribute. The formula for this process is given below:
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Information Gain (S, A) = Entropy (S) −
∑

vεV

(|Sv|/|S|)Entropy (Sv) (34.3)

where,

• S is the original set,
• A is the attribute the dataset is split by,
• V are the different values of attribute A,
• Sv is the subset of S for each value v of A,
• |Sv| and |S| are the sizes of the subsets and original set, respectively.

Getting deeper into the ergodic theory, entropy serves as a quantitative measure
of the unpredictability or randomness produced by a dynamical system. Several
formulas are used to calculate this entropy, reflecting different aspects of system
behavior. One key formula presents the entropy of a measure µ concerning a partition
P is given by

H (P) = −
∑

pεP

μ(P) logμ(P) (34.4)

The wide range of formulas specifies the difficulty and the problematicalness for
any end-users, who have to understand the computation methods, the differences
between them, and how they can imply the entire models’ results.

34.3 The Problem—The Need

The scheme (Fig. 34.1) describes a general “Data to Knowledge” process. It charac-
terizes any data science procedure, in any practical or research field area. Sometimes,
it is quite clear “Which data model has to be selected and performed”. But it is NOT
always obvious, especially to ‘simple’ users, with no wide math or data-science-
specific knowledge and background. Wrong data model selection can cause and lead
to invalid results and can affect the entire validation and verification process and
procedures of implementation as a whole [24, 25].

The study aims are to support anydata science userswith knowledge recommenda-
tions regarding their datamodel selection. Pre-process simpleDSS is offered as users’

Data  ��  Data Selection � Data Preprocess � Data Transformation � DM Model  

Results Interpretation

Fig. 34.1 Typical data mining model: from data into knowledge
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guidance through options of “DO” and “Don’t DO” instructions, recommendations,
and points of view.

The two main contributions of the study are mentioned as follows:

(1) Minimize the improper data model selection/s
(2) Improve research/implemental data model results and interpretation process.

The technical environment of the proposed DSS is quite simple, as the DSS is
going to be supported and performed as an internet service, or as cellphone simple
app-independent software, under the MS-Windows operation system. When getting
into the specific data model selection issue, the main problem can start with using
supervised learning models rather than using unsupervised learning models; through
hierarchical or partitional models (i.e. in clustering); continuing with the model
itself: neural nets, decision trees, Markov chain (or Hidden Markov Model), regres-
sion (which?), time series models and others; Crispy vs. Fuzzy models and so on.
More than that, users must understand and be aware of the entire math implica-
tions and limitations of ANY data model that they can use, such as inner statis-
tical degrees of freedom, data types (i.e. numerical or nominal parameters), data
normalized approaches, wide options of ‘distance measure’ and much more. In other
words, the data model selection requires experience and wide professional knowl-
edge. Mainly mathematical-statistical traits are necessary. So, it has to be clear that
mathematically wrong/incorrect model selection or not the Best-fit model selection
can disrupt the ENTROPY. The entropy is one of the central key factors of the entire
usedmodel, asmentioned. Thus, an important sharp preliminary perceptionBEFORE
selecting the best-fit math model relates to the perception, assimilation, and observa-
tion of the entire process as a math entity. That requires a deep understanding of the
differences between stochastic math analysis models and non-stochastic math anal-
ysis models. The table below illustrates just a few parameters that must be considered
[26, 27] (Table 34.1).

The facts show clearly that most of the users are not aware of all these differences,
which means that “not the Best-Fit” model would be selected. Digging over the

Table 34.1 Stochastic versus non-stochastic model

Stochastic model Non-stochastic model

Randomness and uncertainty High. Use probability
distributions

Low, requires specific
models. Mostly deterministic

Approach to modeling The system’s behavior is
uncertain and can be influenced
by random variables or events

The system’s behavior is
sometimes known and can be
precisely described by math
equations

Complexity and computation Tend to be more complex [28] Usually simpler in terms of
computation

Usage and application area Widely in fields like finance,
economy, biology

Prevalent in engineering,
physics, and areas without
randomness
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Table 34.2 Comparison of Markov chains versus DM models

Reference Markov chains and HMM Other DM/ML models

1 Nature-essence concept Less intuitive More intuitive

2 Model type Stochastic [29] Mostly non-stochastic

3 Measurement technique Matrix, specific formulas i.e. Distances, similarity

4 Accuracy and precision
levels

High, based on probabilities High, based on a wide range
of math formulas

5 Convergence Stationary point Criteria, distance, other

6 Adaptability to wide data
types (text, images, voice)

Limited (principally) Very wide

7 ML adaptability +
Reinforcement learning [30]

+

8 Entropy checks + +

schemeabove, the table below refers to themain commonanddifferent characteristics
of the Markov Chain vs the most known ML models (Table 34.2).

34.4 The Proposed Process Solution

34.4.1 The Research Methodology Brief

The proposed solution relies on an important data source [31], about collaborative
decision-making methods: from an idea and concept into an implemented working
model. The proposed method and technique were examined, tested, and explored
successfully in academic work environments, through different use of data files. The
model has been examined as an exploratory research stage and should be expanded
into much wider software environments. In addition, the next stage recommends
activating an automatic apparatus to distinguish between entropy models efficiently
and effectively in the future, rather than using a pre-process manual but not 100%
automated model. Thus, three stages can be plotted as follows:

Manual Questionnaire → Semi-Automated Quest. → Complete Automated
DSS

For the timebeing, amanual questionnaire and a “Semi-Automated questionnaire”
are being implemented.
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34.4.2 The Research Methodology and Approbation
of Scientific Results

As shown in the scheme above, the first stage is still semi-automated. That means that
a simple short questionnaire should be filled by the user, and analyzed by a Python-
based DSS (Decision Support System). The user gets some practical text indications
of “what are the DSS recommendations” for the user’s case. The entire research is
still under validation and final research procedures. Thus, just five main and major
questions-indications are included andmentionedhere.Thekey for the computational
stage is not specified here, as well. All these will be included in a detailed article in a
few months, after completion of those statistical analysis procedures. However first
pragmatical performance indication shows clearly the essence of using the entropy
sub-process stage, and how it contributes and affects the precision and accuracy of
data analysis indexes, on the one hand, and ensures better results for the interpretation
final process, on the second hand (Table 34.3).

Another important indication of the model selection considerations relates to
the dataset descriptions from within the database (any dataset format) itself. The
separation between the continuous process of selected data in the research field,
rather than independent tuples which are collected as discrete mathematical entities
is quite crucial and takes a significant role in the entire DSS recommendations.

To summarize the entire DSS concept, it is proposed to divide the solution into
three main stages:

(a) questionnaire—as shown above;
(b) from “data” specs into “data model” DSS interactive guidance;
(c) future option: once a model was selected, ‘bi-directional’ check: from “data to

model” and from “model to data” (requires some more research).

The market is seeking for automatic indications, which can help and support users
with their math-model best-fit selection [32]. Many more references can be found
on the net, regarding AutoML, Data Science, and ML Platforms, through IDEs and
LIBS, Consultative tools, educational tools, etc. It is obvious and not surprising at all.
Most of the proposed existing guidance packs are not interactive and support some

Table 34.3 Five example questions: entropy sub-process stage

1 Supervised or unsupervised learning?

2 Some of the data was tagged or not?

3 Does the data distribute as a parameter of time? (randomness level)
(no random, low, middle, high, very high)

4 How many categories do you want to generate?
(2, 2 to 4, 5 and up)

5 Which accuracy level is required?
(low, middle, middle plus, very good, excellent)
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general instructions and hints, without specific references to the users’ demands. The
proposed DSS is much more user-friendly and interactive.

In addition, this article is focused on Entropy-Analysis specifically, without
covering other points and key success factors, which affect the entire math model.
Thus, the proposed DSS is planned and built upon these entropy attributes.

34.5 Conclusions

Selecting the best-fitmathmodel is one of the challenges for each data science person.
But not just for them. It is quite important to the ‘simple’ users, who usually have
some limited knowledge in data science in general, and specifically in math models
spectra. The purpose is to offer simple and accurate pre-process DSS guidance to
math users. The DSS might be used by ‘experts’ as verification before implementing
their preferredmathmodels and alsomight be used and recommended for non-expert
students, in their graduate studies, masters, and PhD. Students. Preliminary analysis
and differentiation between stochastic and non-stochastic data analysis procedures
and models can leverage and empower the users with better results in their imple-
mentations and their research fields. In addition, entropy was recognized as a key
factor, which affect the entire model results and the interpretation stage. Continuing
with that approach, the DSS can recommend specific “Do” and “Do-Not Do” clear
instructions, guidance, and directions in their entire data analysis processing stages.
The DSS can recognize, so far, possible use of the Markov chains and/or Hidden-
Markov Models, rather than other ML models, in very high probability value. The
system might be recommended in its next dev. stage some specific research areas,
which are mostly best explored by specific models. The next challenge is to expand
the DSS into a 100% automated best-fit model, which can do either one of these
options:

(a) Automatic wide user guidance by automatic pre-process indications
(b) Running side by side two math models: the user’s best-fit model and the DSS

best-fit model, to compare their performances and success.

One important, useful, and practical conclusion concerns the ability to merge
the models of Markov Chains and Decision Trees, as an example. Finally, cases
and events can be identified as Markov chains or HMM—as they are identified as
a series of stages, with connectivity and relationships between the stages. This is a
stochastic process overviewwhich gives a large space to the randomness fromwithin
the dataset in the process. In other words—random processes can be examined better
as stochastic data analysis procedures.
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Chapter 35
Algorithmic Trading Bots Using
Artificial Intelligence

Florentin Șerban and Bogdan-Petru Vrînceanu

Abstract This study presents a comparative analysis of two algorithmic trading
bots employing distinct artificial intelligence algorithms, namely Lorentzian clas-
sification and K-Nearest Neighbors (KNN), in the context of Bitcoin/USD trading.
Over a period spanning from February to April 2024, the bots were deployed on
the Pionex exchange with an initial investment of $100 each, with profits systemati-
cally reinvested at each trade. Through meticulous examination of the code, strategy
comparison, and rigorous evaluation of results, this study aims to discern which
algorithm yields superior performance in terms of profitability and efficiency. While
both bots demonstrate viability in generating profits, the KNN algorithm-driven bot
showcases superior performance across key metrics. Its higher win rate, profit factor,
and average profit per trade underscore the robustness and efficacy of the KNN
algorithm in capturing profitable trading opportunities. Nonetheless, the Lorentzian
classification algorithm-driven bot still exhibits commendable performance, high-
lighting the versatility of AI algorithms in algorithmic trading contexts. Further
research and refinement of algorithmic trading strategies utilizing AI algorithms
hold promise for enhancing performance and unlocking new frontiers in algorithmic
trading excellence.

35.1 Introduction

Algorithmic trading, empowered by artificial intelligence (AI) algorithms, represents
a cutting-edge approach to navigating the dynamic landscape of financial markets. In
recent years, the fusion of AI techniques with trading strategies has revolutionized
how traders analyze data, make decisions, and execute trades. These “algobots,”
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as they’re often called, leverage the power of machine learning, deep learning, and
otherAImethodologies to extract valuable insights fromvast amounts ofmarket data,
leading to more informed and profitable trading decisions. The allure of algobots lies
in their ability to process and interpret complex market data with unparalleled speed
and accuracy. Unlike traditional tradingmethods that rely heavily on human intuition
and manual analysis, algobots can sift through terabytes of historical data, identify
patterns, and forecast future market trends in real-time.

Furthermore, AI algorithms empower algobots to continuously learn and evolve
from their experiences. Through a process known as “machine learning,” algobots
can refine their trading strategies over time, becoming increasingly adept at predicting
market movements and optimizing trade execution. This adaptive nature allows algo-
bots to stay ahead of the curve and capitalize on emerging opportunities in the
market.

In this era ofAI-driven trading, algobots have become indispensable tools for insti-
tutional investors, hedge funds, and individual traders alike. Their ability to automate
trading processes, minimize human error, and maximize returns has transformed the
way trading is conducted across global financial markets. However, with great power
comes great responsibility, and the use of AI algorithms in trading also raises ethical
and regulatory considerations that must be carefully navigated.

35.2 Literature Review

Automating Success:HarnessingPine Script forAlgorithmicTrading Strategies

Algorithmic trading strategies leverage computer algorithms to execute trades auto-
matically, relying on quantitative analysis, statistical models, and computational
techniques to identify profitable opportunities in financial markets. Pine Script, a
specialized language on the TradingView platform, facilitates the development and
implementation of these strategies by enabling traders to create custom technical
analysis indicators and scripts [1].

In Pine Script, traders delve into extensive data analysis, examining historical and
real-timemarket data, including price, volume, and various technical indicators. This
analysis is crucial for uncovering patterns, trends, and potential trading signals [2].

The heart of algorithmic trading in Pine Script lies in indicator development.
Traders can devise custom indicators based on mathematical calculations, price
action, or other trading signals. These indicators serve as the foundation for trading
strategies, generating buy and sell signals based on predefined conditions.

Strategy formulation is a pivotal aspect of Pine Script development. Traders define
rules for entering and exiting trades, along with parameters for position sizing, risk
management, and other factors. These rules govern how the algorithm reacts to
market movements and guide its decision-making process [3].

Backtesting is essential for evaluating the effectiveness of trading strategies. Pine
Script enables traders to simulate their strategies using historical data, assessing
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performance metrics such as profitability, risk, and drawdown. This process allows
traders to refine their strategies and optimize parameters for better results [4].

Optimization is an iterative process in Pine Script development. Traders adjust
strategy parameters to maximize profitability or minimize risk based on backtesting
results. Through continuous optimization, traders aim to enhance the performance
and robustness of their strategies. Execution is seamlessly integrated into Pine Script,
enabling automated trading based on predefined rules.

Monitoring and evaluation are ongoing tasks in algorithmic trading. Pine Script
provides tools for monitoring strategy performance in real-time, allowing traders to
analyze key metrics such as profit and loss, win rate, and drawdown. By closely
monitoring performance, traders can identify areas for improvement and adjust their
strategies accordingly [4].

In summary, Pine Script offers a comprehensive platform for developing and
implementing algorithmic trading strategies. By combining quantitative analysis,
technical indicators, and automation, traders can capitalize on market opportuni-
ties while mitigating risks and achieving consistent profitability. However, success
in algorithmic trading requires continuous learning, adaptation to market condi-
tions, and a disciplined approach to strategy development and execution [5]. In Pine
Script, traders delve into extensive data analysis, examining historical and real-time
market data, including price, volume, and various technical indicators. This analysis
is crucial for uncovering patterns, trends, and potential trading signals. The heart of
algorithmic trading in Pine Script lies in indicator development. Traders can devise
custom indicators based on mathematical calculations, price action, or other trading
signals. These indicators serve as the foundation for trading strategies, generating
buy and sell signals based on predefined conditions [6]. Backtesting is essential
for evaluating the effectiveness of trading strategies. Pine Script enables traders to
simulate their strategies using historical data, assessing performance metrics such as
profitability, risk, and drawdown. This process allows traders to refine their strategies
and optimize parameters for better results [7]. Optimization is an iterative process
in Pine Script development. Traders adjust strategy parameters to maximize prof-
itability or minimize risk based on backtesting results. Through continuous opti-
mization, traders aim to enhance the performance and robustness of their strategies
[8]. In summary, Pine Script offers a comprehensive platform for developing and
implementing algorithmic trading strategies. By combining quantitative analysis,
technical indicators, and automation, traders can capitalize on market opportunities
while mitigating risks and achieving consistent profitability. However, success in
algorithmic trading requires continuous learning, adaptation to market conditions,
and a disciplined approach to strategy development and execution.

Artificial Intelligence Advancements: Revolution Algorithmic Trading Strate-
gies

Artificial intelligence (AI) has ushered in a new era of sophistication and efficiency
in algorithmic trading, transforming the landscape of financial markets and empow-
ering traders with unprecedented capabilities. At the core of this transformation
lies a diverse array of AI techniques, each offering unique advantages in analyzing
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market data, identifying patterns, and making predictive insights at lightning speed
[9]. Deep neural networks, convolutional neural networks (CNNs), and recurrent
neural networks (RNNs) are among the deep learning architectures utilized in trading
applications. These models excel in analyzing sequential data, making them well-
suited for time series analysis and forecasting in financial markets [8]. mounts of
market data. Cloud computing platforms, distributed computing frameworks, and
high-performance computing clusters enable traders to process and analyze massive
datasets with unprecedented speed and scalability [10].

Blockchain, Bitcoin, and the Evolution of Algorithmic Trading

Blockchain technology and Bitcoin have catalyzed a paradigm shift in algorithmic
trading, redefining market dynamics and opening up a new frontier of possibilities
for traders and investors. Beyond their initial disruption of traditional finance, both
blockchain and Bitcoin continue to evolve, presenting a dynamic landscape for algo-
rithmic trading strategies to thrive and adapt [1]. Blockchain technology’s decentral-
ized and immutable ledger architecture fundamentally transforms the way financial
transactions are conducted. Its transparency, security, and resistance to tampering
make it an ideal infrastructure for algorithmic trading platforms seeking to enhance
trust and reliability in market operations. By leveraging blockchain, algorithmic
trading platforms can streamline trade settlement processes, mitigate counterparty
risk, and foster greater transparency in trade execution.

Market liquidity is another critical consideration for algorithmic trading in the
Bitcoin market. While Bitcoin boasts high trading volumes on major exchanges,
liquidity can vary significantly across different trading pairs and platforms. Traders
must carefully assess liquidity conditions and adapt their strategies accordingly to
minimize execution risks [11].

Furthermore, algorithmic trading in the Bitcoin market is influenced by a myriad
of factors, including macroeconomic trends, regulatory developments, technological
advancements, and market sentiment. Sentiment analysis tools, natural language
processing algorithms, and machine learning models enable traders to extract valu-
able insights from news and social media data, allowing them to make informed
trading decisions.

The decentralized nature of Bitcoin and blockchain technology introduces new
challenges and complexities for algorithmic traders. Network latency, data synchro-
nization issues, and security vulnerabilities necessitate robust infrastructure and risk
management protocols. Traders must also navigate evolving regulatory frameworks
and compliance requirements to ensure the legality and legitimacy of their trading
activities [12].

Despite these challenges, the integration of blockchain technology and Bitcoin
into algorithmic trading ecosystems represents a significant opportunity for innova-
tion and growth. As the cryptocurrency market continues to mature and institutional
adoption accelerates, algorithmic trading strategies will play an increasingly pivotal
role in shaping the future of digital asset trading. By harnessing the unique properties
of blockchain and Bitcoin, algorithmic traders can unlock new markets, optimize
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trading strategies, and capitalize on the transformative potential of decentralized
finance.

35.3 Methodology

In this study, we embarked on a comprehensive exploration of algorithmic trading
methodologies by developing two distinct algorithmic trading bots utilizing artificial
intelligence techniques. Focusing on the Bitcoin/USD trading pair with a time frame
of 45 min, our aim was to compare the efficacy of two prominent AI algorithms:
Lorentzian classification and K-Nearest Neighbors (KNN). With an initial invest-
ment of $100 in each algorithmic trading bot on the Pionex exchange, profits were
systematically reinvested at each trade. Spanning from 1 February to 1 April 2024,
our analysis encompassed a thorough examination of the code, strategy compar-
ison, and rigorous evaluation of the attained results. Through meticulous scrutiny
and comparative analysis, we sought to discern which algorithm yielded superior
performance in terms of profitability and efficiency.

35.4 Analysis/Results Interpretation

In delving into the comparative analysis of the two algorithmic trading bots, each
driven by distinct artificial intelligence algorithms, we uncover a nuanced narrative
that unveils a plethora of insights into their performance dynamics and operational
efficacy. At the forefront of this examination lies the K-Nearest Neighbors (KNN)
algorithm-driven bot, which emerged as a formidable contender with a commendable
profit margin of 13.47%. This notable achievement not only underscores the efficacy
of the KNN algorithm in navigating the complexities of the Bitcoin/USD trading pair
but also highlights its ability to capitalize on market opportunities with precision and
agility.With a total of 61 trades executed over the testing period, theKNNbot demon-
strated a robust win rate of 39.34%, indicative of its adeptness at identifying favorable
trading setups and executing timely trades to capitalize on them. Furthermore, the
KNN bot’s profit factor of 1.687 signifies a judicious balance between profitability
and risk management, with each trade contributing positively to the bot’s overall
performance. The maximum drawdown of 3.82% reflects the bot’s resilience in miti-
gating downside risk, ensuring the preservation of capital even during adversemarket
conditions. Moreover, the average profit per trade of 0.21% and the average bars in
trade of 4 further underscore the KNN bot’s proficiency in extracting value from
market fluctuations while maintaining a disciplined approach to trade execution.

Conversely, the Lorentzian classification algorithm-driven bot, while exhibiting
commendable performance, showcased a slightly lower profit margin of 8.31%
compared to its KNN counterpart. With an equal number of trades executed (61), the
Lorentzian bot attained a win rate of 34.43%, indicating a slightly lower frequency
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of successful trades compared to the KNN bot. Despite this, the bot maintained a
respectable profit factor of 1.493, suggesting efficient capital utilization and prudent
risk management practices. The maximum drawdown of 3.03% highlights the bot’s
ability to navigate market volatility and preserve capital effectively. However, the
lower average profit per trade of 0.13% and the average bars in trade of 3 suggest a
somewhat less optimal exploitation of trading opportunities compared to the KNN
bot. This discrepancy may stem from differences in the underlying trading strategies
employed by each bot, as well as variations in the sensitivity to market conditions
and trading signals.

In synthesizing these findings, it becomes evident that while both algorithmic
trading bots demonstrate viability in generating profits in the Bitcoin/USD trading
environment, the KNN algorithm-driven bot exhibits superior performance metrics
across several key dimensions. Its higher win rate, profit factor, average profit per
trade, and average bars in trade collectively attest to the robustness and efficacy
of the KNN algorithm in capturing profitable trading opportunities and optimizing
trading outcomes. Nonetheless, the Lorentzian classification algorithm-driven bot
still showcases commendable performance, underscoring the versatility and adapt-
ability of different AI algorithms in algorithmic trading contexts. Moving forward,
further research and refinement of algorithmic trading strategies utilizing AI algo-
rithms will undoubtedly yield insights into enhancing performance and unlocking
new frontiers in algorithmic trading excellence.

kNN Strategy Code

A sequence extracted from the code:

The Pine Script code provided is a comprehensive implementation of a trading
strategy based on the k Nearest Neighbors (kNN) algorithm. It begins by allowing
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users to input various parameters such as the value of K for the kNNmodel, the indi-
cator to use (RSI, ROC, CCI, MOM, or all), fast and slow periods for the indicators,
filtering criteria, holding period, and time threshold. These parameters enable users
to customize the strategy according to their preferences and market conditions.

The script initializes global variables such as constants forBUY,SELL, andHOLD
signals, as well as counters for tracking trading activity. These variables provide a
consistent reference point throughout the script and help manage the trading logic
effectively. Custom functions are defined within the script to perform specific tasks
such as color-coding, filtering based on volume and volatility, and scaling values to
a predefined range. These functions enhance the readability and modularity of the
code, making it easier to maintain and adapt to different requirements.

The main logic of the script revolves around computing predictor indicators such
as RSI, ROC, CCI, and MOM for both fast and slow periods. These indicators
provide valuable insights into market trends and momentum, forming the basis for
predicting future price movements. The direction of the next bar (BUY, SELL, or
HOLD) is determined based on the closing prices. This step serves as the founda-
tion for training the kNN model, as it establishes a relationship between past price
movements and future trends. Training data, consisting of normalized feature values
and corresponding direction labels, is stored in arrays. These arrays are essential
for training and evaluating the kNN algorithm, allowing it to learn from historical
price data and make accurate predictions. The core logic of the kNN algorithm is
then implemented, wherein distances between the current point and historic points
are calculated. The k nearest neighbors are selected based on these distances, and
their directions are aggregated to form an overall prediction. Once the prediction is
computed, the script applies a filter based on the selected criteria (volatility, volume,
both, or none) to refine the trading signals. Long and short trade signals are iden-
tified based on the prediction, time threshold, and filter conditions, dictating when
to enter or exit trades. Trade execution is managed through a series of conditional
statements that initiate and close trades based on the holding period and changes
in the trading signal. These mechanisms ensure proper risk management and trade
execution, maximizing the profitability of the strategy.
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In summary, the Pine Script code provides a robust framework for implementing
a trading strategy based on the kNN algorithm. It offers flexibility, customization,
and scalability, allowing traders to adapt to market and achieve their financial goals.

Lorentizan Classification Strategy Code

A sequence extracted from the code:

This Pine Script code embarks on a journey into the intricate realm of algorithmic
trading,where themarriage ofmachine learning andfinancialmarkets unfolds.As the
settings unveil, users are empowered to tailor their trading strategies with precision,
from selecting data sources to fine-tuning feature engineering parameters. With each
feature meticulously crafted, the script delves into the heart of technical analysis,
extracting insights from indicators like RSI, WT, CCI, and ADX.

Pine Script code is described as a game-changer for traders. It’s more than just an
indicator; it blends complex algorithms with a user-friendly design to give users an
advantage. This code fosters a collaborative community where traders share knowl-
edge and refine the script together. Ultimately, it empowers traders to make data-
driven decisions and reach their financial goals, transforming them into skilled and
precise market navigators in today’s ever-changing financial world. In essence, this
Pine Script code is more than just a tool for trading—it is a catalyst for transforma-
tion, empowering traders to unlock their full potential and navigate the complexities
of the financial markets with skill and precision. With its blend of cutting-edge tech-
nology and human insight, it represents a new era of trading where innovation and
collaboration converge to drive success.
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35.5 Conclusion

After examining the Pine Script codes and considering the discussions we’ve had,
it’s clear that both algorithmic trading bots offer unique strengths and capabilities.
However, when it comes to determining which bot performed better, several factors
need to be taken into account. The first Pine Script code focuses on implementing a
trading strategy based on the k Nearest Neighbors (kNN) algorithm. It offers exten-
sive customization options, allowing users to fine-tune parameters such as the value
of K, indicator selection, filtering criteria, and more. The algorithm leverages histor-
ical data and technical indicators to make predictions about future price movements,
using a sophisticated approach to classify market trends. In evaluating the perfor-
mance of these algobots, several metrics must be considered, including profitability,
risk management, stability, and adaptability to changing market conditions. While
both algobots offer robust frameworks for implementing trading strategies, the effec-
tiveness of each may vary depending on the specific requirements and preferences of
traders. The determination of which algobot performed better would require rigorous
testing and evaluation in real-world market conditions. Factors such as backtesting
results, simulated trading performance, and live trading outcomes would need to be
analyzed to assess the overall effectiveness and reliability of each algobot.

In our evaluation of the two algorithmic trading bots, it’s notable that the kNearest
Neighbors (kNN) algorithm exhibited superior performance in terms of profitability.
ThekNN-basedPineScript code showcased a robust framework for predictingmarket
trends by leveraging historical data and technical indicators. Its customizable param-
eters, including the value of K, indicator selection, and filtering criteria, allowed
traders to tailor the strategy to their preferences and market conditions.

In conclusion, while both Pine Script codes demonstrate innovative approaches
to algorithmic trading, the evaluation of their performance requires careful consid-
eration of various factors and metrics. By conducting thorough testing and analysis,
traders can gain valuable insights into the strengths and weaknesses of each algobot
and make informed decisions to optimize their trading strategies for success.
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Chapter 36
Multinomial Naïve Bayes Classifier
for Romanian News in the Context
of a Television Station

Adrian Vintila and Constanta-Nicoleta Bodea

Abstract News television stations are reporting current events from multiple fields
such as political, social, sports and so on. Having a report that classifies the news
generated by the journalists would significantly benefit the management of the
news station by assisting at resource allocation, editorial content strategy, perfor-
mancemeasurement and audience insight. This paper proposes a supervisedmachine
learning model that can automatically classify news using text data from a Romanian
branch of a multinational news network that currently does the news classification
process manually. First, we collect the data in the form of Romanian-language news
stories from the media asset management system of the news station. With this
data, we then create and pre-process the dataset, vectorize the text data into numer-
ical values using both CountVectorizer and TF-IDF, train the model using Multino-
mial Naïve Bayes algorithm and evaluate the results. The model evaluation shows
good performance, the classification accuracy varied from 79 to 82%, depending on
the vectorize method applied for the text feature extraction. A better accuracy was
achieved when CountVectorizer method was applied. To provide additional context
for the results of our news classifier application, we extended our analysis to include
a Support Vector Machine (SVM) model.

A. Vintila (B) · C.-N. Bodea
Bucharest University of Economic Studies, Bucharest, Romania
e-mail: vintilaadrian12@stud.ase.ro

C.-N. Bodea
e-mail: bodea@ase.ro

C.-N. Bodea
Centre for Industrial and Services Economics, Bucharest, Romania

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2025
C. Ciurea et al. (eds.), Proceedings of 23rd International Conference on Informatics
in Economy (IE 2024), Smart Innovation, Systems and Technologies 426,
https://doi.org/10.1007/978-981-96-0161-5_36

407

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-96-0161-5_36&domain=pdf
http://orcid.org/0009-0005-5310-8597
http://orcid.org/0000-0001-5542-8133
mailto:vintilaadrian12@stud.ase.ro
mailto:bodea@ase.ro
https://doi.org/10.1007/978-981-96-0161-5_36


408 A. Vintila and C.-N. Bodea

36.1 Introduction

Every television station that broadcasts news segments as part of their program
grid has a newsroom, the central hub where journalists and other editorial staff
gather, report, and produce news content for publication or broadcast. The news
stories are created, curated, and dispatched. Newsrooms are typically organized into
various sections or desks, each focusing on a specific area of coverage. This structure
allows for specialization, enabling journalists to develop expertise in their respective
domains. As such, the news stories can be categorized by their area of coverage.

Themanagement of aRomanianbranchof amultinational news televisionnetwork
decided to put into effect a detailed weekly report of their newsroom content output.
The report should have all the stories categorized and offer an overview of howmany
stories that belong to a certain category were created and broadcasted each week. To
create the report, first, the news stories must be classified in their respective category.
This first step required a technical solution for news labelling that was implemented
using the internal Media Asset Management (MAM) system platform specific to
the news station. This platform is used, among others, to create, process and refine
news stories. Is here where a new data structure was defined, named “categorie_
raport”, a list of strings of all the categories in which a news item can be placed.
In the Graphical User Interface (GUI), this list of strings appeared as a drop-down
list which led to a new workflow through which journalists are manually selecting
the category, from the list, for each news story they create. The MAM stores the
content using a large database so that counting news from a certain category is done
with relative ease using a few SQL statements. The first phase for manual news
categorization began in October 2023 with five categories and was later extended to
include more categories in February 2024.

In this paper, we describe the process of gathering data from the news station and
subsequently utilize this data to introduce and evaluate a supervisedmachine learning
algorithm designed for the task of text classification, the goal being to automate the
categorization of news. The classifier has been developed through training on a
dataset that we constructed using manually labeled news stories between October
2023 and March 2024.

The paper has the following structure: following the introduction, this paper
proceedswith a reviewof the existing literature on the topic. The third sectionpresents
the Methodology, focusing on the process of data collection, on how we created the
dataset and the way we pre-processed the dataset. The next section provides the
Results and, at the end of the paper, are included the Conclusions and Reference
sections.
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36.2 Literature Review

Various studies have utilized machine learning classifiers [1] to categorize news arti-
cles by using publicly available datasets or by extracting articles from news websites
or platforms using web scraping tools [2–4]. Parida et al. [5] used the Reuters-21578
dataset, a collection of documents with news stories, to evaluate the news text cate-
gorization performance of two machine learning algorithms, Random Forest and
Naïve Bayes. For each classifier, they used two feature extraction techniques, TF-
IDF Vectorizer and Count Vectorizer. Their results show that Naive Bayes classifier
performed better when paired with the Count Vectorizer using the Reuters news
dataset while Random Forest output was better with TF-IDF vectorizer.

Daud et al. [6] evaluated six classifiers to categorize news stories according to their
respective category, support vector machine (SVM), Stochastic Gradient Descent
(SGD), Random Forest (RF), Logistic Regression (LR), K-nearest Neighbor (KNN),
and Naïve Bayes (NB). They also used the publicly available Reuters news dataset
that was balanced during the pre-processing phase. Their findings revealed that the
optimized SVM model outperformed other models; however, without optimization,
its performance was inferior to other machine learning models, with Naive Bayes
ranking among the top three in terms of accuracy.

Dhar et al. [7] created a custom dataset and presented a comparative analysis
of the performance of different classifiers using both CountVectorizer and TF-IDF
vectorization methods. Naïve Bayes consistently performed well across different
setups, often outperforming other models in terms of accuracy and F1-score. They
used Tree-Based Pipeline Optimization Tool (TPOT) and identified the best configu-
rations, leading to an improved classification accuracy, with Naïve Bayes and logistic
regression identified as the best models under different feature extraction scenarios.

Barua et al. [8] explores the application of various machine learning techniques
for the classification of sports news into multiple categories. This research involved
the creation of a new sport news corpus.

Hossain et al. [9] compares the potential of both traditional machine learning
and advanced deep learning techniques in enhancing the automatic categorization of
Bengali news stories, aiming for more personalized and accessible news consump-
tion. The study used a balanced dataset and concluded that the deep learning models
outperformed baseline models.

Gopal et al. [10] developed a web crawler to collect online news articles, which
were then used as data to train the classification models. Text data was processed
using TF-IDF vectorization and the algorithms chosen were K-Nearest Neighbors
(KNN), Multi-Layer Perceptrons (MLP), Support Vector Machines (SVM), Logistic
Regression and Naïve Bayes.
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36.3 Methodology

This section outlines the proposed approach, beginning with the collection of data
and creation of the dataset, followed by the steps for preprocessing and vectorizing,
and concluding with the classification (Fig. 36.1).

36.3.1 Collecting Data

By not using a benchmark dataset, probably the most difficult step was to isolate and
then extract the news articles text data from the internal system that the television
station uses to create stories. Having the news content was not sufficient as we also
needed to extract the category associated with each individual story.

The text of the news stories was embedded in a story template, an element specific
to the television station’s internal platform, stored in a database, that contains not
only that text but also many other information as automation cues, graphic templates,
media paths, metadata and so on. As such, an SQL statement was not particularly
useful. The platform has the option to export a story template as an XML file, which
also contains the category of that news item. Thus, we created an export rule and
exported all the story templates that had a category associated, this being the only
criteria for export. This resulted in a number of 4732 XML files. Unfortunately, the
exported XML file format lacks a clear hierarchical organization, the structure varies
throughout the document and mixes different types of content in an unpredictable
manner. This led to the creation of a custom XML parser to isolate and centralize
only the content that we needed – the actual news story text and the category.

The script was built using Python and it would take each XML file and isolate the
news text and category using patterns in the document.

Fig. 36.1 Methodology workflow
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pattern_intro = re.compile(r"\[\[INTRO\]\](.*?)\(\(", re.DOTALL)
pattern_categorie = re.compile(r’<attrName t="ws">Categorie_
Raport</attrName><value="ws">(.*?)</value></StringAssetInfo></
assets>’, re.DOTALL)

The first line of code finds the news text and the second line finds the category
for each XML. The rest of this script then creates a CSV file with three columns:
index, content and category. The index counter was useful to compare the actual
number of rows in the CSV with the number of XML files. After the first run, taking
a glance over the CSV it was obvious that some artefacts were exported as real news.
This is because someone created a news story, associated a category to that story
and, after a while, moved the text somewhere else, resulting in an empty story. Also,
some common tags in the world of television were present inside the content. Thus,
the script was modified to clean up artefacts that were counted as stories and to
remove common television tags inside the content. After running the revised script,
the dataset was created, a CSV file with three columns and 3548 rows.

36.3.2 Dataset

As we mentioned previously, the manual news categorization began in October 2023
with five categories and was later extended to include eleven more categories in
February 2024. We collected the data from October 2023 until March 2024, so the
dataset included the newly added categories. Since the new categories had very few
stories, we decided to trim the dataset to include only the original five categories
and, as the dataset grows, use all the categories in future work. A python script
was created to remove the newly added categories and remove the index column.
The resulting dataset had 2711 rows and two columns: content and category, all in
Romanian language.

[evaluate ds_trimmer_script_trim_index.py]
Original dataset shape: (3548, 3)
Unique categories before filtering: 16
Dataset shape after removing specified categories: (2711, 3)
Dropped the ’index’ column.
Dataset shape after all modifications: (2711, 2)
Unique categories after filtering: 5

We then plotted the dataset to evaluate the distribution of classes. On the X-axis
we have the categories and on theY-axis the number of news stories for each category
(Fig. 36.2).

Plotting the dataset indicates a degree of imbalance, though it remains moderately
proportioned. The fact that news from the ‘Extern’ and ‘Politic’ classes are more
prevalent reflects the characteristics of this news television station. Thus, we did not
take steps to over or under sample this dataset to make it more balanced. As the
dataset grows, we could study the effects of balancing in a future paper.
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Fig. 36.2 Dataset class distribution

36.3.3 Pre-Processing

To further clean the dataset and remove noise, using Python, we took several steps:
Lower-case conversion. First, we converted all the characters in the dataset to

lowercase letters using.lower() method.
Tokenization. For the next steps we relied on The Natural Language Toolkit

(NLTK), the leading platform for building Python programs to work with human
language data. NLTK is widely used for teaching and research in computational
linguistics and natural language processing (NLP) [11] and has native support for
the Romanian language. We used the “word_tokenize” library to split the text into
individual words.

Removal of stop words, numbers and symbols. After tokenization, we removed
any numbers and symbols then, we used the ‘stopwords’ attribute from the
‘nltk.corpus’ module to filter out the most commonwords which usually do not carry
significant meaning, do not add any value to the current text-processing activity and,
by being removed, may improve the performance of NLPmodels [12].We passed the
argument ‘romanian’ to the.words method of the ‘stopwords’ attribute in NLTK.
The.wordsmethod then returns the stop words relevant to the Romanian language.

Stemming. The last step was to apply a stemming algorithm by importing the
‘SnowballStemmer’ class from the NLTK library, enabling the program to reduce
words to their base or root form.
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36.3.4 Feature Extraction

We decided to use TF-IDF and CountVectorizer to convert text data into numerical
vectors, and evaluate which method provides the best results for our dataset.

CountVectorizer. Is a simple method that works by counting the number of
times each word appears in a document. It converts a collection of text documents
into a matrix of token counts. Each entry in the matrix represents the frequency of a
particular word in a specific document.

TfidfVectorizer. TF-IDF, short for Term Frequency-Inverse Document
Frequency, reflects how important a word is to a document in a collection or corpus.
TfidfVectorizer goes a step further by not only counting the word frequency but also
considering the importance of words across all documents. TF, or Term Frequency,
similar to CountVectorizer, it measures how frequently a term occurs in a document.
IDF, Inverse Document Frequency, measures the importance of the term across the
corpus. Words that occur in many documents are less informative and are therefore
assigned a lower score.

36.3.5 Model Training

In the preparation phase of the machine learning workflow, the dataset was divided
into two distinct subsets to facilitate both the training and evaluation of the model.
We used a ratio of 80/20. Specifically, 80% of the data was reserved for the training
set, allowing the model to learn and adapt to the patterns within this larger portion of
the dataset. The remaining 20% was reserved as the testing set, designed to provide
an assessment of the model’s performance. This division ensures that the model is
trained on a comprehensive dataset while retaining a separate, untouched portion of
data for evaluating its classification ability on new, unseen examples.

For the training phase, we applied the Multinomial Naïve Bayes algorithm that
falls under the category of supervised machine learning techniques, which require a
labeled dataset for training. In our case, each news story in the training set is accom-
panied by a label denoting its category, enabling the model to learn the probability
of a story belonging to each category based on the distribution of words it contains.

36.3.6 Model Testing

During the testing phase, the classifier was applied to the 20% of the data reserved
for testing, which had not been exposed to the model during the training phase.
This step is essential for assessing the model’s generalization capability and overall
performance in classifying documents into their respective categories. The classifier’s
performance was assessed using several metrics.
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Accuracy is the fundamental metric this study focused on to evaluate the perfor-
mance of the classification model. It is calculated as the proportion of correct
predictions made by the model over the total number of predictions made (Eq. 36.1).

accuracy = total correct predictions

total predictions
(36.1)

We also used metrics like precision, recall and f1-score to obtain valuable insights
into different aspects of how well the model is functioning.

36.3.7 Model Usage

This model can be seamlessly incorporated into the daily operational workflow,
thereby reducing the workload of journalists by automating the function of news
classification and generating a weekly report. In the media asset management system
of the news station, a service can be configured to automatically extract all the XML
files containing news stories on a schedule, at the end of the week in our case. This
service will store all these files in a folder. A Python script can monitor changes
of that folder and trigger actions when new files are added. This functionality is
commonly referred to as a “watchfolder”. The actions triggered are pre-processing
the new data, vectorization to convert the new text into the same vector space as the
training data and pass it into the model’s.predict method to classify the news
story into the appropriate category. This script will then output the news category
distribution weekly report.

36.4 Results and Discussion

We implemented the proposed Multinomial Naïve Bayes classification model using
two vectorization methods and will detail the outcomes for each.

36.4.1 MNB with CountVectorizer Method Applied
for Pre-Processing

Using this method, we obtain an accuracy of 0.8232 so the model correctly classified
about 82% of the news stories into their correct categories (Table 36.1).

We can observe that the classes ‘Extern’ and ‘Eveniment’ have higher precision
compared to the others suggesting that when the model predicts news stories as
belonging to these categories, it is very likely to be correct. The high recall for
‘Politic’ and ‘Eveniment’ indicates the model is very effective at identifying all
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Table 36.1 Metrics for MNB with CountVectorizer

Accuracy: 0.8232

Precision Recall F1-score Support

Social 0.72 0.78 0.75 98

Extern 0.90 0.77 0.83 157

Politic 0.80 0.87 0.83 118

Sport 0.77 0.80 0.78 94

Eveniment 0.94 0.95 0.94 76

Macro avg. 0.83 0.83 0.83 543

Weighted avg. 0.83 0.82 0.82 543

relevant instances of these categories. Category ‘Social’ has lower precision and
recall compared to others, suggesting a potential area for model improvement.

The overall accuracy indicates a good model, but there’s room for improvement
(Fig. 36.3).

Fig. 36.3 Confusion matrix for MNB with CountVectorizer
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Table 36.2 Metrics for MNB with TF-IDF

Accuracy: 0.7956

Precision Recall F1-score Support

Social 0.74 0.70 0.72 98

Extern 0.79 0.85 0.82 157

Politic 0.74 0.89 0.81 118

Sport 0.82 0.64 0.72 94

Eveniment 0.97 0.86 0.91 76

Macro avg. 0.81 0.79 0.80 543

Weighted avg. 0.80 0.80 0.79 543

36.4.2 MNB with TF-IDF Method Applied
for Pre-Processing

Using TfidfVectorizer we obtained an accuracy of 0.7956 which indicates that the
model correctly predicted the class of approximately 79.56% of the news stories in
the test set. This is a small but significant decrease from the accuracy obtained using
CountVectorizer (Table 36.2).

The model demonstrates good performance across ‘Extern’, ‘Politic’, and ‘Eveni-
ment’ categories, where it shows both high precision and recall. This suggests effec-
tive classification with both a low rate of false positives and a high rate of correctly
identified true positives. The ‘Sport’ category, despite high precision, indicates a need
for improvement in recall, suggesting the model is currently missing a significant
number of ‘Sport’ news. In our model, using this dataset, CountVectorizer outper-
formed TfidfVectorizer, which indicates that, for our dataset, the sheer frequency of
terms has a stronger signal for classification than the relative importance of terms
across documents (Fig. 36.4).

36.4.3 Additional Model Testing

As an additional step, to put the results of our news classifier application into context,
we extended our analysis to include a Support Vector Machine (SVM) model. SVM
is a supervised machine learning algorithm with good results in classification tasks,
including text classification [13]. We used the same dataset, same preprocessing and
applied the same vectorization methods, CountVectorizer and TF-IDF, to transform
the text data before training the SVM model (Table 36.3).

We can observe that approximately 77.7% of the predictions made by the model
are correct. Also, there is an imbalanced performance across classes, the ‘Social’ and
‘Sport’ categories having comparatively lower scores. This could be due to potential
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Fig. 36.4 Confusion matrix for MNB with TF-IDF

Table 36.3 Metrics for SVM with CountVectorizer

Accuracy: 0.7772

Precision Recall F1-score Support

Social 0.61 0.60 0.61 98

Extern 0.85 0.87 0.86 157

Politic 0.82 0.83 0.82 118

Sport 0.66 0.68 0.67 94

Eveniment 0.96 0.84 0.90 76

Macro avg. 0.78 0.77 0.77 543

Weighted avg. 0.78 0.78 0.78 543

vocabulary overlapping with other categories, due to the smaller amount of training
data for these classes or due to the unbalanced dataset (Table 36.4).

The use of TF-IDF has led to improved precision, recall, and F1-scores across
all categories compared to CountVectorizer. This suggests that TF-IDF provides
more informative features for the SVM to distinguish between different news stories
categories. The ‘Social’ and ‘Sport’ categories, which had the lowest scores with
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Table 36.4 Metrics for SVM with TF-IDF

Accuracy: 0.8416

Precision Recall F1-score Support

Social 0.75 0.77 0.76 98

Extern 0.88 0.87 0.88 157

Politic 0.86 0.86 0.86 118

Sport 0.75 0.80 0.77 94

Eveniment 0.99 0.89 0.94 76

Macro avg. 0.85 0.84 0.84 543

Weighted avg. 0.84 0.84 0.84 543

Table 36.5 Overall accuracy
of classifiers Model Vector Accuracy

MNB CountVectorizer 0.82

TF-IDF 0.79

SVM CountVectorizer 0.77

TF-DFV 0.84

CountVectorizer, show the most notable improvements. This indicates that TF-IDF
is better at capturing the distinctive features of these categories (Table 36.5).

When comparing the classifiers we observe that the MNBmodel performs signif-
icantly better than the SVM model when using CountVectorizer. This suggests that
MNB, which is based on word frequency and assumes feature independence, is
better suited to the simpler representation provided by CountVectorizer. Conversely,
the SVMmodel significantly outperforms theMNBmodel when using TF-IDF. This
indicates that SVM benefits more from the nuanced feature representation provided
by TF-IDF, which captures term importance and reduces the weight of common but
less informative terms. Upon reviewing the results of all methods used, we conclude
that SVMwith TF-IDF achieved better accuracy compared to MNB with CountVec-
torizer, although the improvement is marginal. This encouraging result prompts us
to explore additional models and techniques to further enhance the classification of
news stories.

36.5 Conclusions

This paper proposed an alternative approach to the manual labeling of news stories
for classification, using supervised machine learning. Evaluation of the Multinomial
Naïve Bayes classifier shows that the model is a promising tool for classifying news
items, with specific areas of strength but also with areas that need further refinement.
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The goal of the work presented in this paper is to automate news labelling and, by
doing so, remove one more repetitive step of the editorial workflow.

Starting February 2024, as more categories were added, the Romanian news tele-
vision station made story labelling mandatory. This will lead to a rapidly expanding
dataset and will open many possibilities for future work. We could try more complex
models, optimizing the classifiers, subsampling or oversampling the dataset to
achieve perfect balance and, by doing so, reach a higher level of performance to
better accomplish the goal that we set to automate and replace the current workflow.
The authors also intend to define and apply classifier models that are using the news
images, in addition to news text.

Disclosure of Interests The authors declare that they have no known competing
financial interests or personal relationships that could have appeared to influence the
work reported in this paper.
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Chapter 37
Text Summarization and Sentiment
Analysis Pipelines Using Large Language
Models for Financial News

Alin-Gabriel Văduva and Anca-Ioana Andreescu

Abstract In an era dominated by vast amounts of unstructuredweb data, the need for
sophisticated extraction and analysis methodologies is imperative. In this paper our
goal is to address the challenge of summarizing financial news efficiently utilizing
state-of-the-art transformer-based Large Language Models (LLMs) — specifically
“t5-small”, and “sshleifer/distilbart-cnn-12–6” and conducting preliminary senti-
ment analysis. The performance of these summarization pipelines is rigorously eval-
uated against a comprehensive suite ofmetrics, includingROUGE,KeywordOverlap
Score andSemantic Similarity Score for bothmodels to validate the summaries’ accu-
racy and coherence. This investigation involved the CNBC news dataset, selecting
580 articles from the entire set available. By showcasing the capability of these
models to distill pertinent information and hint at market sentiments using senti-
ment analysis pipelines, the research subtly underscores the emerging credibility
and potential of AI techniques. This foundational work aims not only to enrich
financial market analysis but also to catalyze further in-depth studies that refine Arti-
ficial Intelligence’s role in interpreting and leveraging the vast digital information
landscape for strategic insights.

37.1 Introduction

In the context of Large Language Models (LLMs), text summarization (TS) of long
documents [1] and sentiment analysis (SA) stand out as pivotal applications that
address the critical challenge of information overload in the business sector, which
is generating an immense volume of data daily, financial news being an important
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portion of this resulted data. Summarizing and analyzing the sentiment it’s a prac-
tical necessity for market participants to make the best decisions easily. Pre-trained
LanguageModels are often employed in the summarization task [2], as they facilitate
the process of conducting summarization.

Text summarization can be classified as extractive [3] and abstractive [4]. These
approaches address the growing need for efficient information processing. Extrac-
tive text summarization operates by identifying and extracting key phrases, sentences
or segments directly from the source text. This method is based on the capacity of
the summarization algorithms to evaluate the importance of textual elements based
on metrics such as frequency, relevance, and the relationship between sentences.
The objective is to compile a summary that represents the most salient informa-
tion without altering the original context. A comprehensive overview of extractive
text summarization methodologies, their associated challenges and potential future
directions is detailed in [5]. Conversely, abstractive text summarization focuses on
understanding the underlying meaning and nuances of the source material, gener-
ating new sentences that capture the core ideas in a concise manner, which requires
a deep semantic understanding of the text. In [6], the authors provide an overview
regarding some of the most utilized techniques, datasets and assessing metrics using
deep learning models for abstractive summarization.

Another classification of the text summarization techniques is represented by
the prior existence in the datasets of a human-annotated summary, denominating
them into supervised summarization and unsupervised summarization. Supervised
summarization involves the use of labeled datasets to train machine learning models
on, allowing the models to learn different patterns and styles. On the other hand,
the unsupervised approach does not rely on pre-labeled data. Instead, it utilizes
algorithms to discover patterns and key information directly from the source text.
Both supervised andunsupervisedmethodologies can be used separately or combined
[7] leveraging their generative capacity for optimal results.

Sentiment analysis offers a lens through which the subjective information
embedded in text summaries can be quantitatively assessed [8]. Being a key aspect
of natural language understanding, it enables the identification of sentiment polarity
(positive, neutral or negative) within the generated summaries. This approach facili-
tates a deeper evaluation of howwell the summarization models preserve the original
sentiment of the text.

In our work, we explore the potential of Google’s Text-to-Text Transfer Trans-
former (T5-small) and DistilBART-CNN-12–6, both Transformer models being
publicly available on HuggingFace. We conduct sentiment analysis on the gener-
ated summaries utilizing the pre-trained transformer model DistilRoberta-financial-
sentiment, which is primarily designed for sentiment analysis in the financial news
domain. The integration of sentiment analysis into the evaluation framework for
generated summaries introduces a novel methodology for assessing their credibility.
This analytical approach facilitates a comprehensive understanding of the summaries,
encompassing both the factual accuracy and the emotional integrity of the content.
By ensuring the alignment of the generated summaries with the sentiment of the orig-
inal texts, we aim to augment the reliability and utility of AI algorithms in scenarios
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where both credibility and the perception of emotional context are mandatory. Such
applications are especially relevant in areas like business simulations and decision-
making processes, where the nuanced interpretation of sentiment can significantly
influence outcomes.

37.2 Literature Survey

In numerous scientific studies, Transformer-based models have been extensively
utilized for tasks such as text summarization and sentiment analysis. These studies
focus on evaluating the models’ generative capabilities and their efficiency in clas-
sifying texts according to emotional content. Transformers, with their advanced
architecture, excel in understanding contextual nuances and generating accurate
summaries as well as identifying the sentiment of texts, showcasing their signifi-
cant potential in the fields of text analysis and Natural Language Processing (NLP).
In [9], the authors proposed a text summarization technique based on sentiment anal-
ysis, comparing it with standard graph-based summarizers or methods such as Latent
Semantic Analysis (LSA) and Text Relationship Map (TRM). The effectiveness of
the two NLP approaches has been captured also in Social Networks [10] by creating
a model for posts published on Twitter in Turkish language. A two-level summariza-
tion technique with sentiment analysis has been conducted by the authors of [11],
applied on multiple online articles grouped by their main topic, giving a sense about
the view of existing news channels.

Text summarization plays a crucial role in several areas, especially in the biomed-
ical and healthcare sectors [12, 13]. In these fields, the effectiveness of LLMs for
summarizing text is thoroughly analyzed. In these works, it is highlighted howLLMs
can simplify complexmedical documents into more accessible summaries, yet it also
points out the limitations these models encounter when dealing with the specific and
technical language of medical literature. In the retail domain, text summarization has
been applied to understanding customer opinions on online products [14]. Here, text
summarization helps in gathering and condensing vast amounts of customer feed-
back, offering clear insights into product satisfaction and areas for improvement. In
[15], the authors provided a survey regarding the employment of text summariza-
tion and sentiment analysis of online reviews from different websites, such as Social
Networks (Twitter, Facebook) and product reviews from Amazon, as well as reviews
of movies and news articles.

Within the scope of assessing credibility, the study presented in [16] implements
sentiment analysis on news content sourced from Twitter. This approach involves
the application of a supervised learning technique to train a Support Vector Classi-
fier using the gathered tweets. The methodology culminates in achieving a notable
accuracy rate of 95%, underscoring the efficacy of employing sentiment analysis in
conjunction with machine learning models for the verification of news credibility
on social media platforms. Regarding text summarization, the credibility is assessed
from the perspective of reliability of different evaluation metrics [17], including
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Recall-Oriented Understudy for Gisting Evaluation (ROUGE) and BLEU (Bilingual
Evaluation Understudy). Although BLEU score is specific for machine translation,
it can be adapted to measure the performance of summarization tasks [18].

In business areas, a multitude of news articles, regardless of their sources, do
not have a pre-existing human annotated summary. Unsupervised methods are often
utilized to retrieve the necessary insights on the raw datasets extracted from the
Internet. In [19], a hybrid strategy based on cluster-ranking summarization is adopted,
focusing on business-related tweets. This approach, demonstrating the utility of
domain concepts for summarizing diverse tweets, highlights the method’s porta-
bility due to reliance on readily available resources like unannotated news arti-
cles and WordNet. Future directions include exploring fine-grained concepts for
varying classes of companies and adjusting summarization techniques based on tweet
properties to enhance summary quality.

37.3 Research Methodology

The subsequent section proposes an approach for automatically summarizing finan-
cial news articles using a selected subset from the CNBC news dataset published on
data. World, which originally included 625 articles. We curated a manageable set of
580 articles for analysis to address the challenges of processing extensive text data,
focusing on essential attributes such as the article title, short description, and full
description. These attributes were efficiently managed using the Python program-
ming language alongside Pandas DataFrames, facilitating streamlined data handling
and preparation.

For the summarization process, we utilized two advanced language models:
Google’s Text-To-Text Transfer Transformer-Small (T5-Small) and DistilBART
CNN 12–6. These models were selected based on their proven effectiveness in text
summarization tasks, supported by their extensive pre-training on large-scale text
corpora like the Colossal Clean Crawled Corpus (C4) and CNN/DailyMail. This
choice allowed us to leverage both unsupervised and supervised learning techniques
to generate concise summaries of the financial news articles.

Our implementation was carried out using Jupyter Lab from the Anaconda suite,
which provided an interactive and flexible environment for coding, debugging, and
visualizing results. The Python environment was utilized for data manipulation and
model application, with libraries including Pandas for data handling, Hugging Face’s
Transformers for model implementation, and Scikit-learn for evaluation metrics.
The hardware specifications for our computational environment are as follows: we
operated on a system with a 12th Gen Intel(R) Core (TM) i5-12450H processor (12
CPUs, 2.0 GHz), 16 GB of RAM, and an NVIDIA GeForce RTX 3050 Laptop GPU.

To evaluate the accuracy and coherence of our generated summaries, we employed
three distinct metrics: ROUGE scores to quantify the overlap of n-grams between
the generated summaries and the original texts; Keyword Overlap Score, which uses
TF-IDF vectorization to assess how effectively the summaries capture key thematic
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elements from the original articles; and Semantic Similarity Score, measuring the
cosine similarity between semantic embeddings of the original texts and their
summaries to evaluate the preservation of underlying meanings and paraphrasing
accuracy.

Further, we incorporated a sentiment analysis component using the
DistilRoBERTa-financial-sentiment model, pre-trained on a large corpus of financial
news, to categorize the sentiment expressed in the summaries into neutral, positive,
or negative. We also used word cloud analysis to visually summarize and identify
the most prominent themes and concepts within the summaries, adding an additional
layer of qualitative analysis.

37.4 Findings

The dataset was refined by extracting 580 financial news articles and selectively
preserving key information from each. This careful selection aimed to maintain
the essential content needed for analysis while omitting non-essential data. The
structure of each instance was designed to clearly present the most relevant aspects
of the financial narrative for subsequent examination and research applications. The
following example describes how an instance in the dataset is represented:

• Title: ‘Santoli’s Wednesday market notes: Could September’s stock shakeout tee
up strength for the fourth quarter?’

• Short_description: “This is the daily notebook of Mike Santoli, CNBC’s senior
markets commentator, with ideas about trends, stocks and market statistics.”

• Description: “This is the daily notebook of Mike Santoli, CNBC’s senior markets
commentator, with ideas about trends, stocks and market statistics. A muted,
inconclusive bounce that has left the indexes fully within yesterday’s low-to-high
range all morning so far”.

The performance is measured quantitatively in Table 37.1, comparing the two
language models with respect to ROUGE score, Keyword Overlap Score and the
Semantic Similarity Score.

The ROUGE-1 F1 Score was higher for DistilBART-CNN-12-6 (0.3126)
compared to T5-Small (0.2612). This suggests that DistilBART-CNN-12-6 is more

Table 37.1 Summarization
metrics for each LLM Metric T5-Small DistilBART-CNN-12–6

ROUGE-1 F1 0.2612 0.3126

ROUGE-2 F1 0.1851 0.2261

ROUGE-L F1 0.2597 0.3108

Keyword overlap score 0.3755 0.4398

Semantic similarity score 0.7094 0.7681
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adept at capturing the key words that are present in the reference summaries. For
the ROUGE-2 F1 Score DistilBART-CNN-12-6 again leads with a score of 0.2261,
surpassing T5-Small’s score of 0.1851, indicating a better grasp of phrase struc-
tures by DistilBART-CNN-12-6, which is important for maintaining the coherence
of information in summaries.

The ROUGE-L F1 Score, indicating the extent to which the models can reproduce
sequences of words found in the reference, sees DistilBART-CNN-12-6with a higher
score (0.3108) compared to T5-Small (0.2597). This points to a greater ability of
DistilBART-CNN-12-6 to maintain the flow and structure of the original text.

In terms ofKeywordOverlap ScoreDistilBART-CNN-12–6 scores 0.4398 against
T5-Small’s 0.3755, indicating that DistilBART-CNN-12–6 is likely to include more
relevant information from the original text.

Finally, the Semantic Similarity Score is marginally higher for DistilBART-CNN-
12–6 (0.7681) than for T5-Small (0.7094). This reveals that the overall meaning
conveyed by DistilBART-CNN-12–6 is more aligned with the expected outcomes.

While both models demonstrate capability in text summarization, DistilBART-
CNN-12–6 consistently shows superiority across all tested metrics, suggesting it as
a more proficient model for summarizing texts in a manner that is both accurate and
contextually coherent.

Upon application of the sentiment analysis pipeline “mrm8488/distilroberta-
finetuned-financial-news-sentiment-analysis” on summaries corpus generated by the
DistilBART-CNN-12–6 model, the sentiment distribution across 580 financial news
instances was quantitatively depicted in Fig. 37.1. The results indicated a predomi-
nance of neutral sentiment at 39.9% of the instances, suggesting a balanced represen-
tation of financial news without a strong positive or negative bias. Positive sentiment
was reflected in 33.2% of the articles, indicating a favorable outlook in a substan-
tial fraction of the financial discourse. Negative sentiment constituted 26.9% of the
instances, reflecting critical or pessimistic perspectives in financial reporting.

The sentiment analysis of financial summaries generated by the T5-Small model,
when compared to DistilBART-CNN-12–6 is depicted in Fig. 37.2. T5-Small model
generates slightly less negative sentiment (26.3% vs. 26.9%) and marginally more
positive sentiment (33.5% vs. 33.2%) thanDistilBART-CNN-12–6. Additionally, the
T5-Small model exhibits a small increase in neutral sentiment (40.2% vs. 39.9%).
While bothmodels are consistent in their representationof negative sentiment, theT5-
Small model leans slightly more towards positive and neutral sentiments compared
to DistilBART-CNN-12–6.

As we move to the final analysis, we present a comparative study of word clouds
to visualize and contrast the summarization capabilities of the two different text
summarization pipelines. The left side of the Fig. 37.3 contains the word cloud
generated on behalf of the summaries of DistilBART LLM, whereas the right side
represents the word cloud specific for the T5-Small language model.

The comparative word cloud analysis reveals notable differences in the summa-
rization outputs. The t5-small pipeline appears to produce summaries with a broader
lexicon, as indicated by the presence of a more varied set of keywords such as “pos-
itive,” “growth,” and “energy”. This suggests an ability to capture a wider range of
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Fig. 37.1 Sentiment analysis distribution for summaries generated using DistilBART-CNN-12–6

Fig. 37.2 Sentiment polarity for T5-small summaries
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Fig. 37.3 Word clouds for the two employed LLMs

themes within the financial sector, possibly incorporating more optimistic language
and industry-specific terms. Conversely, theword cloud generated from the distilbart-
cnn-12–6 pipeline’s summarization demonstrates a concentration on quantifiable and
entity-specific terminology, with words like “million,” “billion,” and “New York”
being particularly salient. Such emphasis indicates a potential focus on the financial
scale and specific geographical locations within the texts it processed.

37.5 Conclusion

The comparative analysis of the T5-Small and DistilBART-CNN-12–6 language
models across various evaluationmethods—summarizationmetrics, sentiment distri-
bution, and word cloud visualizations—indicates distinctive characteristics and
strengths of eachmodel. T5-Small exhibits a wider vocabulary and thematic diversity
in its summarization, potentially offering more nuanced insights into the financial
sector, as evidenced by the varied keywords and the slightly more positive sentiment
distribution in the generated summaries. DistilBART-CNN-12–6, on the other hand,
tends to focus on quantitative data and specific entities, as shown by the prominence
of financial figures and place names, alongside a comparable sentiment distribution
to T5-Small.

These findings suggest that the choice of summarization model can significantly
influence the interpretation and decision-making process in a business context, partic-
ularly in the fast-paced domain of financial news. The T5-Small’s broader lexicon
may provide businesses with a comprehensive overview of market narratives, while
the precision of DistilBART-CNN-12–6’s output might be more suitable for those
requiring detailed factual reporting. The credibility of these algorithms’ hinges on
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their ability to accurately reflect the underlying data, and this comparison suggests
that both models are capable tools, each with unique applications that can enhance
the analysis and dissemination of financial information within a business setting.
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Chapter 38
Develop a Sentiment Analysis
for Teaching Performance Using
a Machine Learning Pipeline

Dimitrie-Daniel Plăcintă

Abstract This article identified a lack in scientific literature for topics such as senti-
ment analysis systems, pipelines, and teacher evaluation. I exposed the challenges
in developing sentiment analysis for teaching performance. An Anaconda environ-
ment with Jupyter Notebook and Spyder IDE was used to build the machine learning
pipeline. To implement the pipeline, I used a large (2million records and 8 attributes),
cleaned, open-source data set for aspect-based sentiment analysis. The focus was to
prepare a reduced pandas DataFrame by filtering the larger data set by the number
of total words for student comment, sentiment type, and subjectivity type. The word
cloud feature provides a clear status for teaching performance in visual approach. To
produce sets of advice for each student comment, I have integrated the OpenAI and
MistralAI models, comparing the generated content from both approaches in terms
of LLM size, price, quality of content, and the execution time.

38.1 Introduction

The quality of education is important within a performant society because the citizens
are paying their taxes in exchange for free educational paths until the end of the
university level; this is the case of the Romanian educational system.

Teachers are the most important factors for guiding, orienting, mentoring,
supporting, coaching, teaching the generations of pupils, students. The evaluation
of teachers by their pupils, students is a very good practice for keeping the high
professional standards, for hearing the voice of educational beneficiaries, for under-
standing the educational trends, for improving the pedagogical methods, for taking
the remedial measures, etc.

In the ChatGPT revolution, the integration of the different large language models
(LLM) should part of the solution for generation of the best results for stakeholders
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from education, because the LLMs should contain the updated knowledge. Custom
LLMs can be implemented to address specialized niches in a larger domain field, the
internal knowledge bases can be used as source of trust for specific machine learning
models

38.2 Related Work

To gain more insight into the problematic of sentiment analysis for teaching perfor-
mance I have run a query on Scopus, TITLE-ABS-KEY (sentiment AND analysis
AND teacher AND performance), who returned 122 results, and then the export.csv
file was uploaded to VOSviewer tool where I have created a network visualization
map based on bibliographic data, with the parameters: co-occurrence for type of
analysis, all keywords for units of analysis, and full counting for counting method.
In this waywe can understand visually the representation between themost important
nodes, categorized into 5 clusters (Fig. 38.1).

As we can remark in the above map, there are more opportunities in developing
sentiment analysis systems, pipelines for evaluating the teacher performance, corre-
lated with student satisfaction, because the links between sentiment analysis and
other educational areas are already explored in the scientific literature.

From the Scopus, abstract and citation database, I’m presenting in Table 38.1 one
of the most relevant studies related to sentiment analysis and teacher performance.

Fig. 38.1 Network visualization map based on search “TITLE-ABS-KEY (sentiment AND
analysis AND teacher AND performance)” on Scopus
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Table 38.1 Literature review for sentiment analysis and teacher performance

Summary Algorithms Results Limitations Source

‘Elaborated a new
ready to use
open-source dataset for
sentiment analysis in
educational field, very
useful for teaching
performance’

Dataset was
validated across
15 distinct ML
models

‘Random forest
classifier got the
highest accuracy,
0.96, Gaussian NB
performed in
balanced accuracy’

‘This research
added a huge
value to the lack
of high-quality
datasets for
sentiment analysis
for teacher
performance’

[1]

‘Build an innovative
model architecture for
sentiment analysis in
the evaluation of
teaching based on the
dataset [1], evaluating
multiple views and
perceptions of teaching
aspects’

“Proposed
model”,
Convolutional
neural
network (CNN),
Gated Recurrent
Unit (GRU)

86% precision for
“proposed model”

‘Limited aspect
coverage, more
areas of teaching
performance can
be expanded,
sarcasm or
nuanced
expression are not
covered’

[2]

‘Predicted the student
satisfaction with the
teaching performance
using Twitter comments
as source of data’

Compared
different SVM
algorithms, best
identified was
Fine Gaussian

‘SVM with 98.3%
accuracy’

No explicit
limitation

[3]

‘Evaluate teacher
strengths and
weaknesses using
opinion mining tool
with sentiment
analysis’

Naïve Bayes for
text
classification

‘Build the dataset
polarity for every
sentiment word,
created a 4-module
architecture: account
management, student
evaluation, reporting,
teachers evaluation’

‘Build a better
grammar and
spelling checker
and test
Multinomial
Naïve Bayes
algorithm as
future research
implementation’

[4]

In addition to above details, in the recent studies from China [5], the facial
expressions of students are analyzed in real time, if they are “confused, dissatis-
fied or happy”, because understanding these emotional states helps the educational
approach of teachers, who can adapt teaching–learning strategies. Behind this new
LCANetmodel are “deep learning”models, which incorporate attentionmechanisms
for recognizing and analyzing student expressions in the classroom.
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38.3 Challenges in Developing Sentiment Analysis
for Teaching Performance

The analysis of teaching performance is a tabu subject for educational institutions.
Certainly, these analyses are done, but visibility is restricted at the department, faculty
level, but the reports are exposed at the university level when an external audit is
made for program’s accreditation.

The second impediment is represented by the lack of running the evaluation of
teaching performance at the end of semester the, even this is an important tool to
hear the voice of students, and the students don’t have the 100% confidence that the
answers are confidential, without repercussions on their educational path, because
these audits are run by universities, and not by external audit organizations.

The new EU (European Union) rules related to GDPR (General Data Protection
Regulation), and the EUAI Act are also making this sentiment analysis very difficult
to run without completing, respecting the bureaucratic procedures.

I consider that all educational institutions should implement a periodicmechanism
for capturing the voice of stakeholders, then evaluate and validate the results from
different angles, and the educational leaders to take appropriate decisions in this
dynamic field.

38.4 Research Methodology

38.4.1 Finding the Data Set Dataset Description

I have run a query on https://datasetsearch.research.google.com/ with the keywords
‘sentiment analysis teacher performance evaluation’ and I find out an interesting
data set from[6] with the type of license CC BY NC 3.0. The dataset contains more
than 2 million records with the next columns unnamed, StudentComments, Rating—
between 1 and 5, totalwords, Sentiment—positive, negative, neutral, sent_pretrained,
subjectivity−subjective or objective, subj-score, is Same—true or fake.

‘The dataset was created by collecting student feedback from American Inter-
national University-Bangladesh and then labelled by undergraduate-level students
into three sentiment classes: positive, negative, and neutral’[6], the advantage of this
collection is that all data was cleaned and preprocessed, being a qualitative dataset,
properly prepared to run a sentiment analysis approach.

The format of the file.tsv (tab separated values) needs a small transformation
before converting within a DataFrame in pandas.

Because the raw dataset was transformed to the clean dataset by following the
most important steps for a sentiment analysis (data collection, data processing
and cleaning, dataset preparation, dataset overview), I’ll focus on transforming the
reduced dataset into pragmatic results,WordCloud diagram, andOpenAI andMistral
AI recommendations for each student comment.

https://datasetsearch.research.google.com/
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38.5 Developing the Machine Learning Pipeline

38.5.1 Software Requirements

For this machine learning pipeline, I have used and tested my Python code within
Jupyter notebook and Spyder IDE from Anaconda package manager.

38.5.2 Import Libraries and Upload Dataset

To process the.tsv file I used pandas library for DataFrame operations, matplotlib for
saving the chart, WordCloud, and STOPWORDS libraries for completing the word
cloud feature, and OpenAI and Mistral Client libraries for LLM integrations.

import pandas as pd
import matplotlib.pyplot as plt
from wordcloud import WordCloud, STOPWORDS
from openai import OpenAI
from mistralai.client import MistralClient
from mistralai.models.chat_completion import ChatMessage
df = pd.read_csv(’sentiment.tsv’, sep=’\t’)

38.5.3 Get the Filtered Dataset

Based on above df dataset we can filter the larger dataset by the minimum, maximum
number of words with a student comment, sentiment type, subjectivity type,etc., as
per below Python code:

max_words=40
min_words=30
sentiment_type="negative" # negative, positive or neutral
subjectivity_type="objective" # objective, subjective
df1=df[df["totalwords"]<max_words]
df1=df1[df1["totalwords"]>min_words]
df1=df1[df1["Sentiment"]==sentiment_type]
df1=df1[df1["subjectivity"]==subjectivity_type]
df1=df1[df1["isSame"]==’true’]

After abovefiltrationwegot a dataset composedby835 entries from2,007,747 rows. I
considered that a commentwithmore than 30words is eloquent for a proper sentiment
analysis, but other users can change above parameters as per their requirements.
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38.5.4 Word Cloud

I have built a demo Word Cloud to quickly visualize the student sentiments for a
filtered set of results, I have removed some general keywords with the stopwords
parameter, set the maximum keywords that I want to display, and a background color
as per below Python code, adaptation after [7]:

# concatenate all StudentComments
text=df1[’StudentComments’].str.cat(sep=’ ’)
stopwords=set(STOPWORDS)
new_stop_words=(["student", "class", "teacher","good",
"students","english","teaching","u","think","know"])
final_stop_words=stopwords.union(new_stop_words)
# Creating word_cloud with text as argument in .generate() method
word_cloud = WordCloud(collocations = False, background_color =
’white’,stopwords=final_stop_words,max_words=35).generate(text)
# Display the generated Word Cloud
plt.imshow(word_cloud, interpolation=’bilinear’)
plt.axis("off")
plt.savefig("wordcloud1.png", format="png")
plt.show()

38.5.5 OpenAI Integration

As part of the novelty for this sentiment approach I have integrated the chat comple-
tion object within the machine learning pipeline to provide personalized recommen-
dation for each negative comment provided by student. I instructed the OpenAI chat
completion object [8] to act like an expert in pedagogy by providing 5 short advice,
and in Table 38.2 two examples of recommendations were highlighted (Fig. 38.2).

for i in range(len(df1)):
index=df1.index[i]
input=str(df1.loc[index, [’StudentComments’]])
response = client_openAI.chat.completions.create(
model="gpt-3.5-turbo",
messages=[
{"role": "system", "content": "You an expert in pedagogy and
enumerate with 5 short advice to solve the addressed scenario in
maximum 40 words."},
{"role": "user", "content": input},
],
temperature=0,
)
advice_openAI=str(response.choices[0].message.content)
df1.loc[index,[’Recommendation OpenAI’]]=advice_openAI
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Table 38.2 Chat recommendation based on student comment from OpenAI model

Student comment Chat recommendation

Should not given bba and mba hrm course to
the same teacher and he should be more
flexible about rulls and regulations of aiub
because he is misusing rulls of aiub

1. Provide clear guidelines on appropriate
language use in student comments

2. Offer training on professional
communication for students in BBA and
MBA HRM courses

3. Monitor and moderate student comments to
ensure compliance with standards

4. Encourage respectful and constructive
feedback among students

5. Address any inappropriate comments
promptly and educate students on the impact
of their words

She has enough knowledge.but she does not
know the proper way to teach.her spoken
english is not good.her dressup is not as good
as it should be.she is quite rood to her student

1. Encourage open communication to
understand the student’s perspective

2. Provide additional resources or support to
fill the knowledge gap

3. Offer guidance on effective study strategies
4. Encourage self-assessment and reflection
5. Foster a growth mindset to promote

continuous learning and improvement

Fig. 38.2 Generated word cloud for a set of negative sentiments

38.5.6 MistralAI Integration

As part of my machine learning pipeline I introduced the MistralAI integration,
programmed the mistral-small-latest to execute the same query as gpt-3.5-turbo
model with the goal to compare the generated results from both models.

for i in range(len(df1)):
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index=df1.index[i]
input=str(df1.loc[index, [’StudentComments’]])
# MistralAI
input_mistral="You an expert in pedagogy and enumerate with 5 short
advice to solve the addressed scenario in maximum 40 words."+input
chat_response = client_mistralAI.chat(
model="mistral-small-latest",
messages=[ChatMessage(role="user", content=input_mistral)]
)
advice_mistral=str(chat_response.choices[0].message.content)
df1.loc[index, [’Recommendation MistralAI’]] = advice_mistral

38.5.7 Results After Comparing the MistralAI and OpenAI

I have exposed below the comparison between MistralAI and OpenAI models for
processing a single record, for providing a custom recommendation, and a chat
completion for a student comment in Table 38.3.

The educational stakeholders can select the suitable model, considering the size
of the LLM, price per token, quality of the content, and the speed for generating the
advice.

38.6 Working Files

The SA-ConfIE24.py consolidate all Python code for this paper and can be accessed
at [9], together with the used dataset [6].

38.7 Conclusions

Sentiment analysis in the educational field was very well documented and evalu-
ation of teaching performance has a high potential for research. Based on a vali-
dated dataset for aspect-based sentiment analysis, I have explored using open source
(Spyder IDE, JupyterNotebook) andpaid solutions(OpenAI andMistralAI) newways
for presenting a clear picture with the status of teaching performance for filtered
dataset. With the help of WordCloud diagram, OpenAI and MistralAI results, the
educational leaders can take informed decision based on the text analysis using a
machine learning pipeline. These results should also be cross validated over years,
using additional evaluation methods, such as emotion detection, interviews with the
students’ representatives, etc.
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Table 38.3 Comparison between MistralAI and OpenAI models

Features MistralAI OpenAI

Input = “u r so serious about
lab.but your marking is not so
good.you should have
considerable tendency.you
should remember that our a+
in 94 and above. please help us
to get a+ . thank you“

1. Understand Lab
Requirements: Thoroughly
read and comprehend the
lab instructions to ensure
you meet all criteria

2. Practice Accuracy: Focus
on precision and attention
to detail in your
experiments to improve
results

3. Review Previous Work:
Analyze past labs for areas
of improvement and apply
those lessons to current
work

4. Seek Clarification: If
uncertain about any aspect,
ask your instructor for
clarification to avoid
mistakes

5. Aim for 94+ : Set a target
score of 94 or above, and
work diligently to achieve
it, ensuring all aspects of
the lab are completed to a
high standard

1. Clearly communicate
grading criteria

2. Provide detailed feedback
on assignments

3. Offer opportunities for
improvement

4. Encourage students to seek
clarification

5. Ensure fairness and
consistency in grading

Execution time per record Between 3–5 s to 40–45 s,
somehow unpredictable

3 s, results predictable in a
reasonable time

Model mistral-small-latest gpt-3.5-turbo

Price Input: $2/1 M tokensa

Output: $6/1 M tokens
Input: $0.50/1 M tokensb

Output: $1.50/1 M tokens

Quality of generated content Elaborate and precise content Good content, not so precise
like MistralAI

a https://mistral.ai/technology/#pricing
b https://openai.com/pricing#language-models
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Chapter 39
Are LLMs Hallucinating When
Answering Specific Questions?
Experiments with a RAG Pipeline

Isabela Iacob and Gheorghe Cosmin Silaghi

Abstract While the industry aims to automate more and more tasks with the help
of Large Language Models (LLMs), assessing their capacity to provide reliable
responses represents a legitimate concern. LLMs are trained over general knowledge
bases, thus they are not intrinsically able to respond to questions over private, specific
knowledge regarding the automated processes. This issue represents the main source
of hallucination, as the LLM will not recognize its inability to supply a truthful
response. This paper introduces a RAG pipeline for query answering from a specific
text corpus, allowing to evaluate the quality of the retrieved responses. Inspecting
the variability of LLM performance in time over the same query answering task, we
strive to detect potential hallucinations. Results show that by analyzing the computed
metrics we could advance toward a framework for hallucination detection and for
assessing the confidence on the LLM performance.

39.1 Introduction

Artificial intelligence has gained momentum over the past few years and experienced
exponential growth, becoming a hot-discussed topic in the technology industry. Large
Language Models (LLMs) demonstrated incredible capabilities and are changing
the way industries work, indicating that we might be at the beginning of a new
technological era dominated by the rise of artificial intelligence.

While LLMs capture tremendous knowledge and compete with humans in many
intellectual tasks, being able to tackle a variety of problems from many domains,
they are known to occasionally hallucinate in various circumstances [6, 8]. LLM
hallucination represents a concern for the software industry as they strive to useLLMs
for automating various software development tasks because it would require human
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involvement over the digitized processes. Transmitting contextual knowledge to the
LLM via Retrieval Augmented Generation (RAG) represents a method to diminish
hallucination, but, even with the help of RAG, this issue is not fully avoided. RAG [7]
involves feeding the LLM with relevant information together with the original task
to be solved. Therefore, the LLM is precisely instructed about the requested solution
by the user.

A lot of literature and software packages were recently developed enhancing the
creation of RAG pipelines for various tasks with encouraging performance, includ-
ing LangChain1—a software tool for customized creation of RAG pipelines and
RAGAs [2]—a framework for evaluating the performance of a RAG application.

In this paper, we create a customized RAG pipeline for question answering over a
specific corpus of knowledge and apply RAGAs to evaluate the performance of the
createdRAG.Being concernedwith hallucination issues, we compute severalmetrics
taking RAGAs results as input and assess the LLM consistency and reliability for
the given question answering task. We showcase both the RAG pipeline creation and
its capacity to provide valuable answers.

The paper evolves as following. Section39.2 describes the related work about
creating and evaluating RAG pipelines and about hallucination issues of LLMs.
Section39.3 presents our working methodology, describing the ingredients of our
RAG pipeline. Section39.4 presents and discusses the results obtained after running
our RAG system, while Sect. 39.5 wraps up the paper with concluding remarks.

39.2 Related Work

LLMs are powerful to respond questions related to the knowledge used within their
training. But, when asked to respond to a question whose answer can not be found or
inferred from the training data, it starts hallucinating. RAG [7] comes into power to
specifically solve this issue by transmitting the LLM, via prompting, the necessary
knowledge to help with specific question answering. Gao et al. [3] present a review
about RAG as an effective tool to supply LLMs with external knowledge for solving
various tasks, including question answering.

RAG could be seen as more affordable than LLM fine-tuning for such a task,
as fine-tuning needs tremendous computing resources, thus involving high costs.
Ovadia et al. [10] presents a comparison between fine-tuning andRAG for knowledge
injection to LLMs.

According to Blom [1], a hallucination is “a percept, experienced by a waking
individual, in the absence of an appropriate stimulus from the extracorporeal world”.

1 https://www.langchain.com/retrieval.

https://www.langchain.com/retrieval
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In NLP, “NLG models generating unfaithful or nonsensical text” could be seen as a
good definition of this term [5]. Ji et al. [5] present a comprehensive survey about
hallucination in the natural language generation tasks, including questions answering
with the help of LLMs.

Majority of work related with the generative question answering evaluation,
including hallucination detection, implies human evaluation and the standardmetrics
are the well-known ROGUE score and F1 [5]. Other proposed metrics are the seman-
tic overlap [11] and factual correctness [12], but both of them require the ground truth
response. Recently, Es et al. [2] introduced a framework and several metrics to eval-
uate the quality of an RAG pipeline including assessment of the retrieved responses,
even without requiring the ground truth. In our work, we used the RAGAs framework
to evaluate the quality of the obtained responses.

Several approaches try to evaluate why hallucination happens [9] and mitigate
hallucination in response generation [4]. Although we strive to implement a RAG
pipeline that is as safe as possible in what concerns this phenomenon, in this work
we are not specifically interested in hallucination mitigation.

Constructing a RAG pipeline is facilitated by the development of tools like
LangChain.2 With LangChain developers could construct Python applications that
integrate LLMAPI calls, together with other tools of interest. In our work, we benefit
from LangChain as we could easily integrate the RAG pipeline developed around
GPT-3.5-turbo-0125, the RAGAs evaluation framework, and Pinecone.3 Pinecone is
needed as we need to store all vector embeddings in an efficient way, i.e., supplying
good latency for embedding retrieve calls.

39.3 Methodology

In this section, we describe our RAGpipelinemodule and its integrationwithRAGAs
evaluation tool.We present themetrics used to evaluate the quality of LLM responses
and the statistics used to spot potential hallucinations.

39.3.1 The Conversational RAG Pipeline

We followed the OpenAI guidelines in order to create the RAG pipeline depicted in
Fig. 39.1.TheLLMusedwithin thepipeline is theOpenAIGPT-3.5-turbo-0125.

The goal of the RAG pipeline will be to evaluate the power of the LLM to respond
to questions related with some specific content, i.e., supplied as a written text corpus.
As input for the text corpus, we use the book of M. Peris-Ortiz et al. Knowledge,

2 https://www.langchain.com/.
3 https://www.pinecone.io/.

https://www.langchain.com/
https://www.pinecone.io/
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Fig. 39.1 Visual representation of the RAG pipeline

Innovation and SustainableDevelopment inOrganizations—ADynamicCapabilities
Perspective,4 Springer 2016.

Using tiktoken,5 the preferred OpenAI tokenizer, we split the text of the book
in chunks of 500 tokens (i.e., words). We let an overlap of 20 tokens between two
successive chunks.

We encoded each chunk with the help of the text-embedding-3-small pretrained
embeddings. The embedding dimension of text-embedding-3-small is 1536, being
more affordable than its larger variant text-embedding-3-large, while supplying
good performance in conjunction with GPT-3.5-turbo-0125 LLM. We used
Pinecone to create a high-performance vector store for hosting the embeddings
for the encoded chunks.

The prompt supplied to the LLM consists of 2 parts: the question and the context,
extracted from the encoded chunks repository. For each question, we interrogate the
vector-store repository and retrieve themost similar three chunks, based on the cosine
similarity measure applied to the encoding of the query and the chunks. Both the
question and the context transmitted toward the LLM are encodedwith the pretrained
embeddings.

Figure39.2 depicts the query answering LLM interrogation workflow.

4 https://link.springer.com/book/10.1007/978-3-319-74881-8.
5 https://github.com/openai/tiktoken.

https://link.springer.com/book/10.1007/978-3-319-74881-8
https://github.com/openai/tiktoken
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Fig. 39.2 LLM interrogation workflow of the RAG pipeline

39.3.2 The RAG Pipeline Evaluation Module

With the help of LangChain, we integrate the RAG pipeline described in Sect. 39.3.1
with theRAGAs evaluation framework. The system is described byFig. 39.3.Queries
passed from the user side are transmitted to the RAG pipeline through the LangChain
integration module and the responses received from the LLM are collected and for-
warded to the RAGAs evaluation module. The RAGAs module computes the evalu-
ation metrics presented in seq. 3.3, grouped into two main categories: assessing the
generation performance and assessing the retrieval success.

Next, RAGAs scores enter the Outliers detectionmodule which eventually labels
the responses produced by the LLM as outliers, with respect to the RAGAs met-
rics. We will consider that the LLM hallucinates when the produced response is
characterized as an outlier.

39.3.3 Evaluation Metrics

From RAGAs [2] we used the following metrics:
Faithfulness: we say that the answer ac is faithful to a context c if all the claims

from the answer are retrieved from the existing context. The LLM is invoked again
to extract the statements set S from the answer ac and provide a verdict v (yes/no)
about the support of each statement in S with respect to context c. Faithfulness score
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Fig. 39.3 Langchain-basedLLMevaluation framework composed of theRAGpipeline andRAGAs

F is computed as F = |{v|v="yes"}|
|S| , being the proportion of statements found with

support in the context, out of the total number of identified statements in the answer.
Answer relevancy: an answer is relevant if it addresses the question in an appro-

priate way. To compute this score, given the retrieved answer ac, the LLM is invoked
again to deliver a number of possible questions for that answer. The answer relevancy
is computed as the average of the cosine similarity between the embedding vectors
of the initial question and the questions inferred by the LLM in this step.

Context relevancy: a context c is considered relevant for a response if it exclu-
sively contains information that is needed to answer the question. Starting from the
variant proposed in [2], the official implementation changed several times the way
of computing this indicator, the latest proposed indicator being context utilization.
We also computed the values for this indicator, but it seems that, in our experi-
ments, all results were positive, thus this indicator seems not to have any capacity to
detect potential hallucinations. Therefore, we excluded this indicator from the results
reported in Sect. 39.4.

Harmfulness: is one of the aspect critique metrics proposed by RAGAs6 and
is it computed by interrogating the LLM several times with the following query:

6 https://docs.ragas.io/en/latest/concepts/metrics/context_precision.html, consulted on 15 April
2024.

https://docs.ragas.io/en/latest/concepts/metrics/context_precision.html
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“Does the submission cause or have the potential to cause harm to individuals,
groups, or society at large?”. The response is a binary one (yes/no) and it is obtained
by majority voting from the responses got to the above-mentioned query from
the LLM.

We forward each query to the LLM several times and for each response, we com-
pute the above-mentioned metrics. Thus, given that a query is repeated to the LLM N
times, we collect the set of evaluations X = {xi , i = 1, N } for each metric. To spot
possible hallucinations of the LLM we strive to detect outliers in random variables
created by the above-mentioned measurements. For that, we compute the Z-score
for each observation xi : zxi = |xi−μX |

σX
, where μX and σX represents the mean and

standard deviation of the sample observations set X , respectively. If zxi if bigger
than a pre-established threshold k, we could say that the response is a potential hal-
lucination of the LLM. We could set k as being more restrictive or more relaxed. For
example, k = 2 implies that the evaluation of the response for the selected metric is
two standard deviations far away from the mean of all received responses. Further-
more, assuming that the evaluation of responses received from the LLM should be
normally distributed, we could compare zxi with the expected z-scores of a Gaussian
distribution, and we could infer whether the LLM hallucinates more or less often
than expected.

In our experiments, we selected k = 2.

39.4 Results and Discussion

In our initial experiments,we asked30 timesGPT-3.5-turbo-0125 to respond to
the questions presented in Table 39.1 via the RAG pipeline described in Sect. 39.3.1.
Each response was evaluated by RAGAs with respect to the metrics presented in seq.
3.3 and we label a response as being a potential hallucination if its z-score is two
standard deviations away from the average. Table39.1 also indicates which questions
seem difficult for the LLM, in the sense that among the 30 responses, we identified
at least one potential hallucination.

Statistical distributions for faithfulness and answer relevancy metrics are depicted
in Fig. 39.4. According with the z-score calculations, we identified 7.7% potential
hallucination responses, and two questions (6 and 9) seem to be particularly dif-
ficult for the LLM. Observing the boxplots, we notice that faithfulness is more
sensible for potential hallucination detection, as the computed values show more
variety. Although showing some variety that could be exploited for outliers detec-
tion, the z-score applied for the answer relevancy metric is not too sensitive with this
respect.

Question 9 “What did Fernandez de Lucio say?” could pose difficulties for the
LLM as the context contains phrases in Spanish. Question 6 “What is a reproductive
function?” seems to be one that could well be responded to in other specific contexts
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Table 39.1 Questions addressed via RAG module to the LLM and number of potential hallucina-
tions identified in the obtained responses

No. Question Potential
hallucination

1 What is KBE? 0

2 What are innovation networks? 1

3 What are some constant factors in the firms/cases studied? 0

4 What is a personal brand? 0

5 What is CREM? 0

6 What is a reproductive function? 14

7 What can you tell me about Innovative potential? 0

8 Why is sustainability important? 0

9 What did Fernandez de Lucio say? 5

10 Should the entrepreneur aim to create profit? 2

11 What are the competitive advantages of the modern companies? 0

12 What is the methodology applied? 0

13 What did Petit and Hobbs say? 1

14 What is radical innovation? 0

than the one supplied from the source text. Thus, LLMcould find information specific
enough in its training data such that to complement well the one supplied in the
context, and this could be the source of hallucination.

Table39.2 shows the mean and standard deviation for each question and the
considered metrics.

Only in one case the answer is considered to be harmful, and that is the answer to
the question “What are Innovation Networks?”: “Innovation networks are real and
virtual infrastructures and infratechnologies that nurture creativity, trigger invention,
and catalyze innovation in public and/or private domain contexts. These networks
often involve partnerships between government, universities, and industries to drive
research and technology development cooperatively.”. This response could be con-
sidered harmful because of several keywords, such as “trigger” or “government”.
However, these words were used in other previous responses, and the computed
harmfulness score was 0. This raises the issue that we may face the effect of hallu-
cinations in the calculation of RAGAs metrics, which also uses the LLM to evaluate
the answers.

In general, the faithfulness metric seems to give the best indication for potential
hallucinations, as the statistical distribution of data is the most varied. Harmfulness,
on the other side, could spot possible harsh responses—i.e., that violates strongly
some accepted standards.

The answer relevancy metric shows some sensible variation in its calculation.
Here, probably a more sensible metric to compute the outliers would be needed.
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Fig. 39.4 Statistical distribution of faithfulness and answer relevancy metrics per each question

39.5 Conclusion

In this paper, we constructed aRAGpipeline for question answering based on specific
input text content. We aimed to evaluate the consistency and relevancy of the LLM
responses, and for this purpose, we used the RAGAs evaluation framework [2]. We
collected a sample of responses for each question and we inspected their correspond-
ing statistical distributions for the computed metrics in order to detect outliers. We
strive to spot possible hallucinations via an outlier detection mechanism. The ratio-
nale is that the LLM is a statistical model involving some intrinsic randomness, thus,
retrieved responses will not be the same every time the model is asked to respond
to the same question. Therefore, users would need to accept some variation of the
received responses. Inspecting the obtained values for difference metrics produced
by RAGAs we concluded that, by means of statistical analysis, we could advance in
the direction of hallucination detection.
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Table 39.2 Mean and standard deviation per metric for each question

Question no. Faithfulness Answer relevancy Harmfulness

Mean Std dev Mean Std dev Mean Std dev

1 1.00 0.00 0.9668 0.0215 0.00 0.00

2 1.00 0.00 0.9999 4.2× 10−7 0.0333 0.1795

3 1.00 0.00 0.9999 4× 10−7 0.00 0.00

4 1.00 0.00 0.9999 6.99× 10−7 0.00 0.00

5 1.00 0.00 0.9999 1.79× 10−7 0.00 0.0

6 0.6138 0.2874 0.9999 3.00× 10−7 0.00 0.00

7 0.9800 0.0599 0.9999 1.79× 10−7 0.00 0.00

8 0.9916 0.0448 0.9999 12.7× 10−7 0.00 0.00

9 0.9055 0.2641 0.9919 0.0151 0.00 0.00

10 0.9000 0.1792 0.9999 3.39× 10−7 0.00 0.00

11 1.00 0.00 0.9999 3.39× 10−7 0.00 0.00

12 1.00 0.00 0.9999 3.72× 10−7 0.00 0.00

13 0.9433 0.1325 0.9999 2.49× 10−7 0.00 0.00

14 1.00 0.00 0.9999 5.58× 10−7 0.00 0.00

Further research will focus on a more standardized way of assessing the power of
the LLM to ingest and reason on specific input data. Starting from the values obtained
for metrics of interest—like the ones in RAGAs, one could design a statistical model
for detecting hallucination. This would involve also producing confidence scores for
the answers classification model.

Such research is needed in order to precisely say when an LLM hallucinates
and how much trust to put in the received responses. For the usage of LLMs in
automating specific domain activities and replacing humans, we acknowledge the
need to properly constructing the RAG pipeline and the need for a tool to assess the
confidence one can invest in the received responses.
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