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Abstract
Cancellable biometrics is an important trend in biometric security systems, allowing for 
intentional distortions or variations in the original biometric data to be used for authentica-
tion, while preserving privacy of users and security of the original data. This paper presents 
two  cancellable biometric recognition algorithms based on quaternion mathematics. The 
first algorithm depends on the Fractional Fourier transform (FRFT) with quaternion math-
ematics to induce intentional distortions in biometric data, while the second algorithm relies 
on quaternion rotation to achieve the desired level of distortion. Both algorithms are evalu-
ated using Equal Error Rate (EER) and Area under Receiver Operating Characteristic curve 
(AROC). The simulation results indicate that both algorithms achieve EER values close to 
0 and AROC values close to 1, demonstrating their effectiveness and reliability for cancel-
lable biometric recognition. The proposed cancellable biometric recognition algorithms are 
intended to preserve privacy of users and security of biometric data, while maintaining high 
levels of accuracy and performance. The use of quaternion mathematics allows for intentional 
distortions to be introduced in a controlled and secure manner, ensuring that the original bio-
metric data remains protected from either hacking or unauthorized access. In conclusion, the 
proposed cancellable biometric recognition algorithms based on quaternion mathematics are 
reliable and effective solutions for biometric security, providing both security and privacy 
preservation within the biometric authentication process.

Keywords Cancellable biometrics · Security systems · Optical encryption · Face 
recognition · Quaternion mathematics · FRFT

1 Introduction

As a result of the huge technological development and progress in penetrating personal 
accounts and attacks, there was a need to develop several techniques to increase the secu-
rity level during the authentication process for users and guarantee that the personal 
accounts are far from spoofing and forgery. Authentication systems based on biometrics 
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for identifying personal data were implemented. Biometric traits are often divided into 
behavioral and physiological modalities. The physiological biometric modalities include 
fingerprint, ear shape, face, iris, hand geometry, vein, and retina [2]. Face recognition 
depends on the spatial geometry of the face -its size, shape, and structure- as criteria to 
identify individuals. Moreover, face recognition is one of the preferred methods of rec-
ognizing individuals. Pigmented portion of the attention is to the iris that remains the 
same throughout life. The physical characteristics of the hand, such as its length, width, 
size, finger shape, and spacing between fingers, are determined through hand geometry 
recognition.

Figure  1 illustrates how behavioral modalities like signature, voice, gait, and key-
stroke reflect human behavior. A dynamic signature, which represents the writing speed, 
direction, pressure, and time to completion, can be used to identify persons due to their 
distinctive writing styles. A singular writing style of  an individual helps to identify 
him according to the dynamic signature that corresponds to the speed, the direction of 
writing, the pressure applied while writing, and the time taken to end the signature. The 
dynamics of a keystroke reflect the speed, pressure, and time it takes to type a certain 
word.

Although biometric identification systems can provide better solutions than systems 
depending on passwords or tokens in the identification process, there is still a critical 
problem, as traditional biometric authentication systems may be subject to fraud or 
reproducibility [4]. For example, fingerprint biometrics can be reproduced by gummy 
fingers through the use of  gelatin-based candy to hold and save the original finger-
prints of users. Also, face biometric images can be stolen, and so on, for many other 

Fig. 1  Types of biometrics [2]



74787Multimedia Tools and Applications (2024) 83:74785–74812 

1 3

biometrics. Once the original biometric  trait  is stolen or hacked, there is nothing one 
can do to secure his/her biometric trait again, and it will be lost forever.

The solution for building robust and secure authentication systems is to use cancel-
lable biometrics. Cancellable biometrics means intentionally distorted or encrypted ver-
sions of the original biometrics that can be used for the authentication process. The objec-
tive of using cancellable biometrics is to keep the original ones away from utilization and 
hence hacking attempts, while keeping the ability to discriminate between users. Hence, 
it is required in a cancellable biometric system to use either non-invertible transforms, 
distortion functions or strong encryption algorithms to generate the cancellable biometric 
templates.

To avoid hacking of the stored biometrics of persons, many researchers have developed 
approaches to guarantee high security levels of original templates by generating highly-
distorted or encrypted biometrics to be stored in databases instead of the original ones [7]. 
However, in the case that the transformed or encrypted templates are hacked, it should be 
difficult to reconstruct the original data.

There are important requirements that should be satisfied for any proposed approach to 
achieve high protection levels for original biometric templates stored in a database. These 
requirements include security, discriminability, and ability to cancel templates and replace 
them. Security means ensuring that the original biometric templates cannot be recon-
structed using the modified ones. Discriminability means the ability to keep the original 
features without any degradation. Finally, there should be an ability for generating other 
distorted templates for the authentication process in case the original templates have been 
attacked or stolen [5, 10, 11, 14].

With the development of mathematics over decades, the branch of quaternion mathe-
matics has evolved as a solution to several complex problems. Quaternion mathematics is 
based on complex numbers that comprise one real part and three complex parts. Quater-
nion mathematics was introduced to solve the rotation problems of dynamic systems. This 
trend has come soon to all branches of science. It found applications in signal and image 
processing, such as adaptive filtering, image encryption, and 3-D graphics [1].

Cancellable biometrics is an improved way towards more secure biometric systems. 
This study presents a novel approach for building cancellable biometric systems. The 
quaternions are used to represent color images acquired as biometrics. The three com-
plex parts of the quaternion used in this paper represent the color image components, 
while the real part is kept to zero. Quaternion mathematical operations are developed to 
generate intentionally-distorted versions of the biometrics to be used for identification 
instead of the original biometrics. The intended distortion effect resembles  the encryp-
tion effect, as it masks the details of the original biometric images. This trend of using 
alternatives for original biometrics is known as cancellable biometrics. Its major objec-
tive is to save the original biometrics from being hacked if they are used in biometric 
databases. Two algorithms are presented in this paper for the generation of cancellable 
biometrics. The first one depends on the utilization of FRFT with quaternion mathemat-
ics. The second one depends on the rotation process with Fast Fourier Transform (FFT). 
Evaluation metrics utilized to assess the proposed algorithms are also presented.

The most important contributions of this paper are introduced as follows:

• Securing the face recognition process through the utilization of quaternion mathemat-
ics.

• Generating cancellable face templates from original face images to be utilized instead 
of the original faces in biometric databases.
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• Adopting a statistical framework for the classification process based on the correlation 
estimates to remove the need to retrieve the original biometrics in the verification pro-
cess.

• Evaluating the suggested framework performance using several security criteria.
• Proposal of two algorithms based on quaternion mathematics for generating cancella-

ble biometric data from color images.
• Ability of these algorithms to induce intentional distortions in biometric templates in 

a controlled and secure manner, while maintaining high levels of accuracy and perfor-
mance for cancellable biometric recognition.

• Utilization of quaternion mathematics for ensuring that the original biometric data 
remains protected from hacking and unauthorized access, preserving the privacy of 
users and the security of biometric data.

• Evaluation of both proposed algorithms using EER and ROC curves in the cancellable 
biometric recognition framework, with simulation results indicating their effectiveness 
and reliability.

• Investigation of the cancellable biometric algorithms based on quaternion mathematics 
as reliable and effective solutions for biometric authentication.

The remainder of the paper is structured accordingly. The preliminaries of related work 
are presented in Section 2. Section 3 includes the proposed algorithms using quaternion 
mathematics for biometric security. Also, the discussion and comparison of algorithms are 
given in Section 4. Finally, Section 5 introduces the concluding remarks and future direc-
tions for research.

2  Preliminaries of related work

2.1  Biometrics brief history

Biometrics is the study of human metrics, and it has a long history that dates to prehistoric times. 
Biometric recognition is an old concept and method of identifying individuals based on their 
physical or behavioral characteristics. Instead of using conventional methods to identify people, 
biometric traits offer greater security and are more appropriate. In addition, biometric recogni-
tion can either support or replace existing techniques in several applications. The objective of this 
paper is to provide a detailed analysis and comparison of novel biometric recognition methods 
with those currently in use. Face recognition is an example of the oldest and most fundamen-
tal biometric recognition techniques, as faces have been used to differentiate between known and 
unknown individuals since the start of civilization [6, 8, 9]. Table 1 allows us to examine some of 
the most significant historical turning points in the evolution of biometrics [16, 20, 24, 37].

The main advantage of biometrics is uniqueness. The idea of biometric recognition depends 
on feature extraction from biometric images, and then features are classified, efficiently. Unfor-
tunately, with the advances in hacking technology, it has become easy for intruders to acquire 
biometrics or features saved in databases for all persons. If these biometrics or features are 
illegally captured, they would be destroyed, permanently. Hence, cancellable biometrics must 
be developed to protect original biometrics from hacking. Cancellable biometrics can be built 
with encryption schemes or non-invertible transformations to induce the intended distortion 
of biometrics. Encryption schemes need certain algorithm steps and keys. The original biom-
etrics can be recovered if the decryption is possible and the key is known. On the other hand, 
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non-invertible transformations do not allow original biometrics to be recovered, but they are 
not efficient enough to induce the encryption effect. Hence, in this paper, we will depend on 
quaternion mathematics in developing biometric hiding schemes to be valid for cancellable 
biometric applications. The biometric hiding process is an encryption-like process.

2.1.1  Specifications of biometric structures

All biometrics have advantages and disadvantages in the identification process, as it is chal-
lenging to directly compare two things. Several comparison criteria have been established by 
researchers as follows [3]:

• Uniqueness: Everyone needs to have special characteristics. This signifies distinct 
informational content.

• Permanence: The biometric trait should be long-lasting and sufficiently stable.
• Performance: Accuracy, speed, and security of the whole system should be high.
• Circumvention: The act of cheating someone should be eliminated.
• Computational time: The speed at which two templates may be created and checked 

for identification should be high, since each record in the database must be compared to 
the user’s biometric information.

• Accuracy: It is a measure of how well the system performs in the environment.

2.1.2  Functionality of the biometric system

The two fundamental phases of all biometric-based authentication systems are enroll-
ment and authentication. Each phase has four main steps: biometric data acquisition, pre-
processing, feature extraction, and template generation [7]. A user is registered with the 
acquired biometric data during the enrolment phase. On the other hand, the user is identi-
fied during the authentication phase by comparing the current biometric features with pre-
viously-saved biometric features. This is done using threshold values. A block diagram of 
the biometric verification system is shown in Fig. 2.

Biometric data acquisition: Several sensors are used to obtain the biometric features. For 
example, fingerprints and hand geometry are collected using sensors; face images are cap-
tured using traditional or video cameras; a walking surface captures gait; infrared cameras 
collect iris and retina scannings; keystrokes are acquired by a keyboard or writing pad; and 
Electroencephalography (EEG) signals are captured by electrodes placed over the scalp.

Pre‑processing: In this step, the collected biometric data is pre-processed to discard noise 
and improve the signal or image quality for further processes.

Feature extraction and template generation: The most distinguishing features are 
extracted from the biometric data to identify or verify a person. For various biometric 
modalities, there are distinct feature extraction methods. In order to make the retrieved fea-
tures clearly legible and comparable during the matching process, they are converted into 
templates. The templates can either take the form of numeric values or images [12].

Matching: Here, the stored biometric templates are compared to the input query biometric 
template. Typically, distance metrics like Euclidean distance, Hamming distance, and pixel 
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counts are used for matching. Learning-based classifiers have become more and more popu-
lar recently to differentiate between authorized and unauthorized individuals. A matching 
score is determined by finding the similarity level between the current and stored biometric 
templates. The authenticity of a person is determined based on the similarity measure.

2.1.3  Cancellable face recognition

Cancellable biometric authentication is a template-based authentication mechanism, 
wherein the initial biometric pattern is purposefully altered in order to be associ-
ated with the authentication scheme. The original face pattern is not saved. Instead, a 
deformed version of the face template is used. As a result, cancellable face authentica-
tion offers higher security compared to password or token-based authentication meth-
ods. Cancellable face identification depends on recognizing encrypted or deformed 
facial characteristics of individuals [15, 40].

Fig. 2  Block diagram of the biometric verification system
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2.2  Quaternion mathematics

The quaternions constitute a specific system of complex numbers in three-dimensional 
(3-D) space, which is usually used to represent rotations. The quaternion could be 
expressed as a vector in the 3-D space plus a scalar quantity. Thus, quaternions are illus-
trated in the form p = α + ai + bj + ck, where α, a, b, c are real numbers, and i, j, k are the 
fundamental quaternion basis vectors. Algebraic operations on quaternions are somewhat, 
and not in all respect, like algebraic operations on vectors. For example, the basic rules 
for multiplication of similar fundamental units are the same as those of the scalar product 
of vectors, while multiplication of different fundamental units is the same as the vectors’ 
cross product. Table 2 summarizes the notations that are used in this paper.

William Rowan Hamilton, an Irish mathematician, developed quaternions in 1843. The 
use of quaternions to describe 3-D rotations is one of the most well-known uses of Ham-
ilton’s Algebra. In fact, due to the requirement of real-time calculations, quaternions, and 
rotations are strongly interconnected [23], and their application has become essential in 

Table 2  Table of notations Variable Definition

α, a, b, c Real numbers
 i, j,k Fundamental quaternion basis vectors
p Quaternion
μ2 , μ1  Means of the two distributions
�
2

1
 , �2

2
Standard deviations

d  Decidability index
RGB Red, Green, and Blue components
R Component on the i-axis
G Component on the j-axis
B Component on the k- axis
qface Original color face image quaternion
qmask User-specific mask image quaternion
qoutput Quaternion multiplication of qface and 

qmask

qfinal Inverse quaternion process output
(t, w) Original coordinates
(u, v) Rotation coordinates
kα, kβ 1- D FRFT kernels
Rα = Xα FRFT of a function x with an angle α
n, m Dimensions of the 2-D signal
p, q Frequency variables
F0 Zero rotation
Fa Transformation from coordinates (t, w)
α, β Order of 2D FRFT
kα, β(p, q, m, n) = kα ⊗ kβ 2-D fractional transform kernel
F

�∕
2 Fourier transform operator

Fπ Time reverse operator
F

3�∕
2 Inverse Fourier transform operator

F2π 2π rotation operator
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many contemporary technologies. As a result of quaternion analysis [27], quaternions are 
now acknowledged as potent modeling and problem-solving tools in both theoretical and 
applied mathematics. Due to the increasing interest in quaternions and their applications in 
almost all applied sciences, several software applications have been developed to perform 
calculations in algebra with real quaternions.

Complex numbers are an expansion of real numbers, and the quaternions are a four-
dimensional (4-D) extension of the complex number system. Quaternion algebra is com-
monly used to describe body rotation in a 3-D space. Although Euler angle sequences are 
relatively easy to understand and they represent a traditional way to interpret rotations, 
quaternions have an important advantage. A condition known as Gimbal Lock (singularity) 
takes place when two axes align, and the degree of flexibility is destroyed while employing 
Euler angle sequences. Singularity is avoided, when quaternions are used. Also, quaterni-
ons provide a smooth rotation for a rigid body.

In the proposed algorithms, we represent the input color images with quaternions and 
use the rotation properties of quaternions to generate cancellable biometrics. Usually, the 
geometry of quaternions is understood in terms of rotations, as illustrated in Figs. 3 and 4.

2.2.1  Advantages of quaternions

• Faster multiplication algorithms to combine successive rotations than using rotation 
matrices.

• Ease to normalize compared to rotation matrices.
• Interpolation and mathematical stability – suitability for statistics.

2.2.2  Applications of quaternions

Quaternion models have been used to represent and study every level of nature (in the 
sense of scale and complexity).

• Aerospace Guidance and Orientations.
• Computer Graphics and Computer Animation.
• Signal/Image Processing.
• Color Hues and Distortion.
• DNA, Matrix Genetics, and Music.
• Organic Chemistry and Chiral Tetrahedral Molecules.

Fig. 3  Graphical representation 
of quaternion unit product as a 
 90° rotation in 4-D space. This 
shows the non-commutative 
nature of the quaternion
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• Ownership, Entanglement, and Coordination.
• Quantum Mechanics.

One of our main contributions in this paper  is a novel cancellable face recognition 
system based on quaternion mathematics. The main concept behind it is to mask the 
features of faces before using them for face recognition. The purpose of this procedure 
is to protect user privacy during the creation of the biometric database and the biometric 
verification process. If the database is compromised, it is possible to change the biomet-
ric templates that have been previously saved. In this process, color face images are rep-
resented in quaternion format. Then, other masking images are generated in quaternion 
format also.  The cancellable templates are created by first applying quaternion multi-
plication and then quaternion inverse. Performance analysis of the proposed algorithms 
reveal low EER and a significant area under the ROC curve, which are the necessary 
conditions for a successful cancellable biometric recognition system [21, 33].

2.3  Metrics for performance evaluation

The most agreed performance indicators are the False Acceptance Rate (FAR), False 
Rejection Rate (FRR), EER, ROC, and decidability (d) [17, 22, 25, 31, 35, 36, 38]. 
These metrics are discussed in detail as follows.

• False Acceptance Rate (FAR): It describes a scenario in which a biometric authen-
tication device accepts an unauthorized person as an authenticated user. It refers to 
the proportion of falsely-accepted unauthorized users. It can be calculated using the 
following equation:

For example, if a system has an FAR of 0.1%, this means that for every 1000 authen-
tication attempts, one imposter is falsely accepted as a legitimate user. The FAR is an 
important metric for evaluating the effectiveness and security of biometric authentica-
tion systems. A low FAR indicates that the system is more reliable and less likely to 
allow unauthorized access. However, it is important to note that a low FAR may come at 
the cost of a high FRR, which gives the rate at which the system rejects valid users. In 
summary, the FAR is a measure of the likelihood that a biometric authentication system 

(1)FAR =
Number of accepted unauthorized users

Total number of unauthorized accesses
× 100

Fig. 4  Quaternion rotations through the complex plane
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will incorrectly accept an imposter as an authorized user, and it is an important metric 
for assessing the security and effectiveness of such systems.

• False Rejection Rate (FRR): It describes a scenario in which a legitimate individual 
is identified as being unauthenticated by the biometric authentication device. It refers to 
the proportion of valid users, who were mistakenly rejected. It is calculated as:

For example, if a system has an FRR of 1%, this means that for every 100 authentication 
attempts by authorized users, one legitimate user is falsely rejected as an imposter. The FRR 
is an important metric for evaluating the effectiveness and usability of biometric authentication 
systems. A low FRR indicates that the system is more accurate and less likely to deny access to 
legitimate users. However, a low FRR may come at the cost of a high FAR, which measures the 
rate at which the system accepts imposters. In summary, the FRR is a measure of the likelihood 
that a biometric authentication system will incorrectly reject an authorized user as an imposter, 
and it is an important metric for assessing the usability and effectiveness of such systems.

• Equal Error Rate (EER) or Crossover Error Rate (CER): It is a statistical metric 
used to evaluate the performance of biometric authentication systems. It is the error rate 
at which FAR and FRR are equal. The lower the EER, the more accuracy and depend-
ability the biometric authentication system has. Generally, EER can be approximated 
by:

It is also calculated from the ROC curve, which gives the True Positive Rate (TPR) ver-
sus the False Positive Rate (FPR) for varying decision thresholds. A lower EER implies 
lower FAR and FRR. Hence, EER and system performance are inversely related, which 
means that a lower EER value indicates better recognition performance, as it means that 
the system is equally good at detecting both genuine users and imposters. Moreover, it is a 
useful metric for evaluating the overall accuracy and usability of biometric authentication 
systems.

• Failure To Enrollment (FTE): It is the rate of incorrect attempts to generate a tem-
plate from an input. It is often determined by a minimum of three attempts and can 
be described as the probability that users may try to enroll themselves but be unsuc-
cessful. Inputs of poor quality are the main factor for this. This may occur for vari-
ous reasons, such as poor-quality biometric samples, system errors, or user-related 
issues such as lack of cooperation or physical disabilities. FTE is an important per-
formance metric for biometric systems, as it directly affects the system ability to 
accurately recognize enrolled users during subsequent authentication attempts. High 
FTE rates may lead to lower system accuracy and decreased user acceptance, while 
low FTE rates indicate a robust and reliable biometric system.

• Failure to Capture Rate (FCR): This is the probability that an autonomous system may 
not identify an appropriately-presented biometric input. It is a metric used to evaluate the 
performance of a biometric system in capturing the biometric trait of an enrolled user dur-
ing the authentication process. FCR gives the frequency with which the system cannot 
identify a legitimate user biometric trait during an authentication attempt. This can occur 

(2)FRR =
Number of rejected legitimate users

Total number of legitimate accesses
× 100

(3)EER =
(FAR + FRR)

2
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for various reasons, such as low quality of biometric samples, system errors, or user-related 
issues, such as physical disabilities or changes in the biometric traits. FCR is an important 
performance metric for biometric systems, as it directly reflects their ability to authenti-
cate enrolled users, accurately. A high FCR may lead to increased false rejection rates, 
decreased user acceptance, and reduced system effectiveness, while a low FCR indicates a 
robust and reliable biometric system.

• Receiver Operating Characteristic (ROC) Curve: It is a graphical representation 
of the performance of a binary classification system. It shows the TPR on the y-axis 
against the FPR on the x-axis at different threshold settings. TPR represents the propor-
tion of true positive instances, correctly identified as positive, out of all actual positive 
instances, while FPR represents the proportion of false positive instances, incorrectly 
identified as positive, out of all actual negative instances.

  The ROC curve allows us to visualize the trade-off between the TPR and FPR at dif-
ferent decision thresholds and evaluate the biometric system performance by calculating 
the Area Under the Curve (AUC). For example, a perfect classification system would 
have an AUC of 1, while a random-guess classifier would have an AUC of 0.5. The 
AUC is widely used as a performance metric for biometric recognition systems.

  Based on TPR and FPR, the ROC curve is produced. TPR and TNR are both referred 
to as sensitivity and specificity, respectively. The FPR gives the probability of incor-
rectly accepting an imposter pattern as a genuine pattern, while the FRR gives the prob-
ability of incorrectly refusing a user as an imposter. Equations (4) and (5) are used to 
measure the matching performance using negative and positive predictive values (NPV 
and PPV).

• Decidability Index (d): The decidability index is used when there are two choices, such 
as genuine users and imposters, in the case of template recognition. It is a measure of 
how different the two inter-class and intra-class distinctions are. The condition we need 
is that the two distributions do not overlap. The difference, which is a realistic case, 
results in false rejection and acceptance errors. Therefore, the value of d needs to be as 
high as possible. The  value of d  is defined in the eq. (6):

where μ1 and μ2 are the means of the two distributions, and �2
1
 and �2

2
 are their standard 

deviations. The value of d  ranges from 0 to  infinity, with larger values indicating better 
discriminability between genuine users an impostors. The value of 0 indicates that the sys-
tem is unable to distinguish between genuine users an impostors. In summary, the higher 
the decidability value, the better the system ability to discriminate between genuine users 
and impostors is.

(4)PPV =
Number of true positives

Number of true positives + Number of false positives

(5)NPV =
Number of true negatives

Number of true negatives + Number of false negatives

(6)d =
∣ �1 − �2 ∣√(
�
2
1
+ �

2
2

)
∕2
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3  Proposed algorithms 

The primary objective of this study is to use quaternion mathematics to secure the face 
recognition process. Hence, cancellable face templates are generated from original face 
images to be utilized instead of the original faces in biometric databases. For generating 
a secured cancellable biometric template, quaternion mathematics is applied. The quater-
nions have advantages over other representations. An image can be represented as shown 
in Fig. 5, by extracting the Red, Green, and Blue (RGB) components of the image [13, 32, 
39], and then letting the scalar part to be “0”, and the vector components to be the RGB 
components of the image as follows:

After representing the image by quaternion mathematics, the proposed algorithms can 
be applied using quaternion algebra. Then, we use quaternions to extract secure templates 
from the original input biometric images with different algorithms.

Figure 6 illustrates how the suggested cancellable face recognition system generates dis-
torted templates from the original color faces by multiplying quaternions with an auxiliary 
image. This figure clarifies that the RGB components of the original color face image have 
been merged into a quaternion. These components are represented in the quaternion for-
mula by setting the R component on the i-axis, the G component on the j-axis, and the B 
component on the k-axis. The assumed scalar part is equal to zero. Thus,

In addition, a user-specific mask image is used and represented as another quaternion. 
By using this user-specific mask image, the proposed cancellable biometric system can 
achieve high security of data and privacy of users. The mask image can be customized and 
kept secret for each user, preventing unauthorized access or hacking. The use of quaternion 
mathematics also enables the mask image to be applied precisely and controlled, ensuring 
that the resulting transformed data can be used for accurate and reliable authentication.

After that, quaternion multiplication is implemented as follows,

(7)q = 0 + Ri + Gj + Bk

(8)qface = 0 + R
1
i + G

1
j + B

1
k

(9)qmask = 0 + R
2
i + G

2
j + B

2
k

(10)qoutput = qface ⊗ qmask

Fig. 5  Quaternion representation for images
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Quaternion multiplication is important in many applications, such as computer graph-
ics, robotics, and control theory. It enables the representation and manipulation of complex 
rotations and orientations in three-dimensional space, which is crucial for many engineer-
ing and scientific problems.

An inverse quaternion process is implemented as follows,

The inverse of a quaternion is an important operation in many applications that involve 
rotations and orientations, such as robotics, computer graphics, and physics. It allows to 

(11)qfinal = q−1
output

Fig. 6  Block diagram for generating cancellable biometric templates using quaternion mathematics and 2-D 
FRFT
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undo a rotation or orientation that has been applied to a vector, which is useful for many 
engineering and scientific problems. The cancellable template, in this case, is a gray-scale 
image generated from the quaternion inverse.

Two algorithms are provided in this section for cancellable face recognition. The first 
one depends on the utilization of FRFT with quaternion mathematics. The second one 
depends on the utilization of other auxiliary tools, including rotation and FFT with quater-
nion mathematics, to generate the cancellable templates. A statistical framework is adopted 
for the classification process based on correlation estimation to eliminate the need for 
recovering the original templates in the verification process.

3.1  Algorithm based on FRFT and quaternion mathematics

The first cancellable biometric recognition algorithm has a layer of encryption. This layer is 
represented by chaotic encryption in the FRFT domain. The FRFT adds a degree of freedom 
through the selection of the rotation angle. In addition, Baker map adds a degree of permuta-
tion to enhance the security level of biometrics. The Baker map and the Arnold’s cat map 
are two-dimensional chaotic maps that operate on points within a unit square. The employed 
Baker map expression that is used in the proposed work is illustrated with more details in [19, 
26, 28–30]. The Baker map is a key component of the proposed algorithms based on quater-
nion mathematics for generating cancellable biometric data. The Baker map is used in our 
work for its chaotic behavior and sensitivity to initial conditions, making it suitable for intro-
ducing intentional distortions or variations in the biometric data. In our proposed algorithms, 
the Baker map is utilized along with quaternion mathematics to induce intentional distortions 
in color images, thus generating cancellable biometric templates, while preserving privacy of 
users and security of the original data.

The 1-D FRFT kernel is a mathematical function that transforms a time-domain signal 
into the fractional Fourier domain. The FRFT is a generalization of the Fourier transform, 
which allows for variable rotation of the frequency axis in the time-frequency plane. The 
1-D FRFT kernel is given by [18, 34]:

The FRFT of a function x with an angle α, and with t and u as the time and frequency 
variables, respectively , is given as:

The 1-D FRFT is an important tool in signal processing, particularly in applica-
tions that involve non-stationary or time-varying signals. It is used in a variety of fields, 
including image and video processing, communications, and biomedical signal analy-
sis. Figure 6 shows the block diagram for generating the cancellable biometric templates 
using quaternion multiplication and 2-D FRFT.

Equations (12) and (13) can be used to obtain,

(12)k
�
(t, u) =

⎧
⎪⎨⎪⎩

�
1−j cot �

2�
exp

�
j
t2−u2

2
cot � − j

tu

sin �

�
, if � ≠ n�

�(u − t) if � = n�

�(u + t) if � = (2n + 1)�

(13)X
�
(u) = ∫

∞

−∞

x(t)k
�
(t, u)dt
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where � =
a�

2
 and C

�
=

exp−
[
i
(

� sin (sin (�))

4
−

�

2

)]

|sin �|1∕2.
Thus, as shown in Fig. 7, Fa denotes the transformation from coordinates (t, w) in the 

counter-clockwise direction to coordinates (u, v) with an angle α. Here, F0 means zero 
rotation.

F
�∕

2  means Fourier Transform (FT) operator, Fπ  means time reverse operator, 
F

3�∕
2 means inverse FT operator, F2π means 2π rotation operator, and FβFα = Fβ + α.

For image processing, the forward and inverse 2-D FRFT of an image is used and 
they are computed as:

where (α, β) is the order of 2D FRFT. kα, β(p, q, m, n) = kα ⊗kβ is the transform kernel, kα, 
and kβ are the 1-D FRFT kernels. The 2-D FRFT is an extension of the 1-D FRFT to two 
dimensions. It can be defined as the repeated application of the 1-D FRFT along the two 
dimensions of a 2-D signal. The inverse 2-D FRFT can be obtained by applying the for-
ward 2-D FRFT with negative values of (α, β). The 2-D FRFT is widely used in various 
image processing applications, such as image compression, filtering, and edge detection. It 
allows for analyzing image components at different orientations and frequencies, making it 
a powerful tool for image processing.

(14)fa(u) = f a
[
f (x)

]
= C

� ∫ f (x)exp

[
i�

u2 + x2

tan�
− 2i�

ux

sin�

]
dx

(15)F
�,�(m, n) =

M−1∑
p=0

N−1∑
q=0

f (p, q)k
�,�(p, q,m, n)

(16)f
�,�(p, q) =

M−1∑
p=0

N−1∑
q=0

F
�,�(m, n)k−�,−�(p, q,m, n)

Fig. 7  The original coordinates (t, w) rotate to coordinates (u, v) with angle α in the time-frequency plane
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3.2  Algorithm based on quaternion mathematics and rotation

The second proposed cancellable biometric recognition algorithm depends on the addition of 
a rotation step to be performed on the separate components of the color images. After that, 
the FFT is estimated for each component. Finally, quaternion processing is implemented. Fig-
ure 8 shows the block diagram for generating the encrypted templates using FFT and rotation. 
The rotation allows more distortion of the original biometric templates prior to the FFT. After 
that, the quaternion operations are performed to generate the cancellable biometric templates.

4  Simulation results and comparison

This section presents the simulation results of the two cancellable biometric recognition 
algorithms. The simulation experiments are carried out using MATLAB 2020b on Win-
dows 10 64-bit operating system with an Intel® Core™i7-7700HQ CPU @2.80GHz with 
16 GB RAM.

Several face images were collected from different datasets, including:

1. BIDA Lab.
2. The IARPA Janus Benchmark A (IJB-A).
3. The Peking Finger Vein Recognition Dataset.

In our simulation scenarios, we considered 400 face images and generated cancella-
ble templates for each one. Both genuine and imposter correlation scores were generated, 

Fig. 8  Block diagram for generating cancellable biometric templates using FFT and rotation
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and Probability Density Functions (PDFs) for both cases were estimated. The intersection 
point of these PDFs is used to determine the EER. In addition, ROC curves were estimated, 
and AROC values were also evaluated. Low EER and high AROC values reflect the effi-
ciency of the cancellable biometric system.

4.1  Results of the algorithm based on FRFT and quaternion mathematics

The chaotic Baker map encryption method is used multiple times with various FRFT 
angles to examine the impact of the angle  of rotation. Table  3 shows the utilization of 
twenty different rotation  angles with the chaotic Baker map encryption to examine the 
impact of these angles. The table shows the EER and AROC values obtained by apply-
ing the proposed algorithm with the chaotic Baker map encryption method using different 
FRFT angles. The angles used range from 0 to 180 degrees in increments of 10 degrees. 
The table shows that the EER and AROC values vary slightly depending on the angle used, 
with some angles showing slightly better performance than others. Overall, the proposed 
algorithm with the chaotic Baker map encryption method shows consistent and reliable 
performance across all tested angles, indicating its effectiveness for biometric security 
applications.

Figure 9 displays chaotic Baker-map-based masked image histograms using various FRFT 
angles. Since this map simply scrambles the original images, the histograms are identical to 
those of the original images. As shown, the histogram analysis of the masked images in this 
case is unaffected by the angles. The figure reveals the impact of using various FRFT angles in 
the masking process of biometric data using the chaotic Baker map method. It displays histo-
grams of the masked images using different angles. The histograms of the masked images are 
not affected by the various angles used in the masking process. This implies that the proposed 
algorithm is robust and reliable, since the same level of security can be achieved regardless of 
the angle used in the masking process.

Table 4 illustrates the quality metrics of the proposed cancellable biometric recogni-
tion algorithm based on FRFT and chaotic Baker map. The rotation angles of (45, 45) 
give the best performance of the cancellable biometric algorithm. Based on the results 
in Table  4, the proposed cancellable biometric recognition algorithm using FRFT 
and chaotic Baker map achieves high performance in terms of quality metrics such as 
EER and AROC. Notably, the rotation angles of (45, 45) give the best performance 
of the algorithm, which indicates that the specific combination of quaternion rotation 
and FRFT can effectively induce intentional distortions and achieve high recognition 
accuracy. These results demonstrate the effectiveness of the proposed algorithm  in 

Table 3  Different FRFT angles Angles M1 M2 M3 M4 M5

(x, y) (30,20) (30,30) (40,50) (40,40) (43,64)
Angles M6 M7 M8 M9 M10
(x, y) (20,31) (22,37) (78,83) (45,45) (0,10)
Angles M11 M12 M13 M14 M15
(x, y) (0,22) (0,35) (0,40) (0,73) (0,95)
Angles M16 M17 M18 M19 M20
(x, y) (20,0) (34,0) (46,0) (60,0) (82,0)
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generating cancellable biometrics and maintaining the security of the original biometric 
data and the privacy of users.

Fig. 9  Histograms of the masked image using the chaotic Baker map and different FRFT angles
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4.2  Results of the algorithm based on quaternion mathematics and rotation

Several simulation results have been obtained for the proposed cancellable biometric algorithm 
based on quaternion mathematics and rotation. Figure 10 shows samples of the output masked 
face templates. The current study presents several images showing the original face templates 
and their corresponding masked face templates produced by the proposed algorithm. These 
masked templates appear to be heavily distorted versions of the original templates due to the 
intentional distortions introduced by the algorithm. However, the distortions are controlled, so 
that the masked templates can still be used for biometric authentication, while preserving pri-
vacy of users and security of the original biometric data.

Figure 11 shows a) genuine and impostor distributions as Probability of True Distribution 
(PTD) and the Probability of False Distribution (PFD) and b) the ROC curve for the proposed 
algorithm. The genuine and impostor distributions can be used to evaluate the performance of 
the algorithm in terms of correct recognition and rejection of identities.

The PTD refers to the distribution of genuine similarity scores, which is a histogram 
showing the frequency of similarity scores between genuine pairs of samples. Similarly, the 
PFD refers to the distribution of impostor similarity scores, which is a histogram showing 
the frequency of similarity scores between impostor pairs of samples. For the proposed algo-
rithm, Fig. 11 shows the genuine and impostor distributions as PTD and PFD, respectively, 

Table 4  Performance evaluation metrics of the cancellable biometric algorithm based on FRFT and quater-
nion mathematics

Angle of FRFT Without Noise Noise Variance 
(0.01)

Noise Variance 
(0.03)

Noise Variance 
(0.06)

AROC EER AROC EER AROC EER AROC EER

M1 (30,20) 0.9693 0.075 0.9638 0.077 0.9456 0.0785 0.9050 0.0793
M2 (30,30) 0.9693 0.074 0.9638 0.076 0.9457 0.0784 0.9050 0.0792
M3 (40,50) 0.9693 0.073 0.9637 0.076 0.9457 0.077 0.9053 0.078
M4 (40,40) 0.9692 0.074 0.9638 0.077 0.9455 0.078 0.9049 0.079
M5 (43,64) 0.9693 0.075 0.9639 0.075 0.9455 0.076 0.9048 0.077
M6 (20,31) 0.9596 0.077 0.9538 0.078 0.9356 0.079 0.8955 0.08
M7 (22,37) 0.9595 0.08 0.9537 0.081 0.9355 0.082 0.8956 0.085
M8 (78,83) 0.9594 0.081 0.9538 0.081 0.9354 0.083 0.8955 0.084
M9 (45,45) 0.9895 0.007 0.9736 0.008 0.9728 0.0082 0.9720 0.0088
M10 (0,10) 0.9499 0.075 0.9439 0.077 0.9354 0.079 0.8953 0.08
M11 (0,22) 0.9496 0.074 0.9438 0.075 0.9256 0.076 0.8856 0.078
M12 (0,35) 0.9495 0.073 0.9437 0.075 0.9255 0.076 0.8855 0.079
M13 (0,40) 0.9495 0.075 0.9436 0.076 0.9254 0.078 0.8854 0.08
M14 (0,73) 0.9494 0.078 0.9436 0.079 0.9254 0.08 0.8854 0.083
M15 (0,95) 0.9495 0.078 0.9437 0.079 0.9253 0.081 0.8853 0.083
M16 (20,0) 0.9494 0.077 0.9435 0.078 0.9156 0.079 0.8757 0.081
M17 (34,0) 0.9396 0.074 0.9338 0.075 0.9156 0.077 0.8756 0.079
M18 (46,0) 0.9395 0.074 0.9337 0.075 0.9155 0.077 0.8755 0.08
M19 (60,0) 0.9394 0.073 0.9336 0.074 0.9153 0.078 0.8754 0.079
M20 (84,0) 0.9395 0.073 0.9336 0.074 0.9154 0.077 0.8753 0.079
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and the ROC curve illustrates the performance of the algorithm in terms of its ability to dis-
tinguish between genuine and impostor samples.

The correlation score behavior of the algorithm can be analyzed by examining the 
overlap between the genuine and impostor distributions. Ideally, the genuine distribu-
tion should be shifted to the right and separated from the impostor distribution. This 
means that the algorithm is able to accurately distinguish between genuine users and 
impostors. However, if there is significant overlap between the two distributions, the 
algorithm may have difficulty in distinguishing between genuine users and impostors.

A ROC curve that is close to the upper-left corner of the graph, indicates high TPR 
and low FPR. A curve that is closer to the diagonal line, on the other hand, would indi-
cate poor performance of the algorithm. A higher AUC indicates better performance, 
while an AUC of 0.5 indicates that the algorithm is no better than random guessing.

Table 5 shows the evaluation metrics for the proposed cancellable biometric recogni-
tion algorithm based on quaternion mathematics and rotation. The low EER and the high 
AROC indicate the good performance of the algorithm.

To evaluate the performance of the proposed algorithm based on quaternion mathemat-
ics and rotation with noise variance levels of 0.01, 0.03, 0.05, and 0.08, we can compute the 
EER and AROC values for each noise variance level to assess the performance of the system 
under different levels of noise. Table 6 shows the effect of noise on the performance of the 
proposed algorithm. Generally, higher levels of noise result in decreased performance levels, 
as the noise can introduce errors and affect the similarity scores. It is important to note that the 
achieved AROC values are high enough, which ensures high performance levels even in the 
presence of noise.

4.3  Result discussion and comparison

It is clear from the obtained results for both cancellable biometric recognition  algo-
rithms that they could identify users based on their masked templates. The algorithms are 
ranked according to the EER and AROC values. Low EER and high AROC values reflect 
the strength of the algorithm. We compare between he two proposed algorithms. The algo-
rithm based on quaternion mathematics and rotation comes first with EER = 0.00006 and 
AROC = 0.9999. After that, the  algorithm based on FRFT and quaternion mathematics 
comes second with EER = 0.0007 and AROC = 0.9895 for angles of (45,45). The sensitivity 

Table 5  Evaluation metrics in 
terms of EER and AROC for 
the proposed algorithm based 
on quaternion mathematics and 
rotation

Evaluation metrics Proposed algorithm

EER 0.00006
AROC 0.9999

Table 6  EER and AROC 
evaluation metrics for the 
proposed algorithm based on 
quaternion mathematics and 
rotation with noise

Noise variance EER AROC

0.01 0.00005 0.999
0.03 0.00003 0.995
0.05 0.0009 0.990
0.08 0.00086 0.989
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of both algorithms to the presence of noise has also been  investigated. This study reveals 
that the algorithms based on quaternion mathematics have low noise sensitivity.

The obtained results reflect the ability of quaternion mathematical operations with the help 
of auxiliary images to generate distorted or encrypted versions of biometric templates, while 
keeping the ability to discriminate between users. Other supporting operations such as FFT, 

Fig. 10  Samples of original and output masked face templates with the proposed algorithm based on qua-
ternion mathematics and rotation
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FRFT, chaotic encryption, and rotation can help produce more secure templates, while main-
taining the discrimination ability.

5  Conclusions and future work

Quaternion mathematics is studied in this paper as a recent development in mathematics. It has 
been exploited for biometric security applications. The objective was to generate cancellable 
biometric templates that can be used for user authentication or verification, while keeping the 
original biometrics secure during hacking attempts. Two algorithms have been presented and 
evaluated for this purpose. The core of these algorithms is quaternion mathematics with the 
help of an auxiliary image. Both algorithms managed to achieve high performance even in the 
presence of noise. Hence, quaternion mathematics is strongly recommended to take place in 
the future security applications. Briefly, the proposed cancellable biometric algorithms based 
on quaternion mathematics are significant for the field of biometric security systems for sev-
eral reasons. First, these algorithms allow intentional distortions or variations in the original 
biometric data to be used for authentication, while preserving privacy of users and security of 
the original data. This is a significant improvement over traditional biometric security systems 
that store and compare biometric data in its original form, leaving it vulnerable to hacking and 
unauthorized access. Second, the use of quaternion mathematics allows for intentional distor-
tions to be introduced in a controlled and secure manner, ensuring that the original biometric 
data remains protected from hacking or unauthorized access. Third, the proposed algorithms 
achieved high recognition performance. For future work,  utilization of quaternion mathematics 
in artificial intelligence, steganography of images with quaternion mathematics, design of fil-
ters using quaternion mathematics, and development of algorithms to follow the paths in video 
sequences captured by drones based on quaternion mathematics will be considered.
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